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AHHOTaALuA

HacToswnin AOKYMEHT COAEepPXUT CBeAEeHUs MO yCTaHOBKe, HacTpolke u pabote c MO JC-Client 6.22.
Mbl nocTtapanucb Hanbosee NONHO OCBETUTbL MPeACTaB/IEHHYIO TEMY U cAenaTb AOKYMEHT yao6HbIM Ans
NpaKTU4YecKoro npuMeHeHus. Ecnm Bce e y Bac BO3HUK/IM BOMPOCHI UM MOXESaHUsa No COAEPXKAHUIO,
aapecyrite ux Ha techwriters@aladdin-rd.ru. Mbl 6yaem 6narogapHbl 3@ KOHCTPYKTUBHbIE 3aMeYaHus n
OTBETMM Ha BO3HWUKLUNE BOMNPOCHI.

Mo BompocaM TexHU4Yeckon noaaepxku obpawaritece B 3A0 <«AnagavH P.O.» no agpecy:
http://www.aladdin-rd.ru/support/index.php. Takum cnoco6oM Bbl BCerga CMOXeTe OTC/eXuBaTb
COCTOSIHME CBOE 3asBKMU.
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BBeneHue

JC-Client npeacraBnset cobon Habop yTunuT, obecneumsatowmx paboTy C a/IEKTPOHHBIMU KJTHOYaMMU
JaCarta B onepaumoHHbIX cucteMmax cemencrtesa Windows. Takum o6pa3oM, anekTpoHHble katoum JaCarta
MOXHO WCMONb30BaTb 4719 MHTEPAKTUBHOIO BXoAa B cuctemy, UMM, goctyna k VPN, a Takxke ans
paboTbl C 60NbLWNHCTBOM MPUNOXKEHWNI, pa3paboTaHHbIX A8 UCMOJIb30BaHMS CO CMapT-KapTaMu 1
noaaepxuBarwwmx ctaHgaptbl CAPI, PKCS#11 n Minidriver.

Monb3oBaTtenbckuii nHTepdelric JC-Client npeacrasneH HabopoM yTUUT, KOTOPble NPeAoCTaBnAoT
AAMUHNCTPATOPY MHCTPYMEHTbI AN paboTbl C 3NeKTPOHHbIMK Ktovamu JaCarta, a Takxke No3BONSAT
3aZiaBaTb NOMUTMKM UCMOSIb30BaHMUSA YCTPONCTB Nosib3oBaTensamMun. C noMoLbio yTuauT B coctase MO
JC-Client nonb3oBaTenu MOryT BbINOMHATbL 6a30Bble onepaunn C 31IEKTPOHHbIMK Kitovamum JaCarta,
Takme Kak CMeHa napons Wan NpocMoTp CBEAEHUIA O cepTUdUKATaxX B NaMSATU 3NEKTPOHHbLIX KOYeNn
JaCarta.

[nsa paboTbl C 3/1eKTPOHHbIMK Kitobyamm JaCarta TakXe MOXET UCMOoSb30BaTbCsl AONoNHUTENbHOoe MO
IDProtect Admin. IDProtect Admin He BxoauT B cTaHgapTHyt noctasky JC-Client, ogHako ero
onucaHue u cueHapum paboTbl C HUM TakXe NpeacTaBfeHbl B HACTOSILLEM PYKOBOACTBE.

MpuMmeyaHue:

DNeKTpoHHble KkouM JaCarta TakkKe MOXHO WCMNOMb30BaTb AN GMOMETpUYEecKoin ayTeHTUdUKauum
(ayTeHTUdUKauMM No oTrnevaTky nanbua). CBeaeHUs, KacallmMecs Takoro UCMob30BaHNs, NpeacTaBieHbl B
[OKyMeHTe Mcrionb3oBaHune JaCarta 4715 6MoMeTpuyeckoi ayTeHTugukaumm B cpege Windows.
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N3meHeHNs B HOBOW Bepcumn

Tekyuwas Bepcusa JC-Client coaepxuT cneayroine HOBOBBEAEHMS.

e Peanu3oBaHa noaaepxka KpuntorpadumM Ha OCHOBE 3SNIMATUYECKUX KPUBBLIX Uepe3 WHTepdeic
PKCS#11.

e [logaepxka Windows 8.1 Update 1/2012.

e Cnyxba cMapT-kapT Ha KOMMblOTEpe, Ha KOTopbih ycTaHaBnusaeTca JC-Client, nepesoantca B
pexuM aBTOMaTUYECKOro 3anycka.
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OnuncaHue nakeToB yCTaHOBKMU

Onctpnbytue JC-Client BknoyaeT cneayrowme nakeTbl yCTaHOBKKM (CM. Tabnnuy Huxe).

dainn OnucaHue

YctaHaBnusaeT JC-Client Ha pabouyto cTaHuuio. Heobxoanmo, 4Tobbl B
JC-Client.msi (32-6uT) ofHOM nanke ¢ ¢aiinoM yCTaHOBKM HaxoAMCS COOTBETCTBYHOLMIA NakeT:

JC-Clientx64.msi (64-6UT) JC-Client.msi - Data2.cab

JC-Clientx64.msi — Datal.cab

Datal.cab MakeTbl, HeobxoauMble ansa yctaHoBkk JC-Client. [laHHble dannbl
Data2.cab OOJKHbI HAX0AUTLCSA B OAHOM nanke ¢ (ainioM ycTaHOBKN (CM. Bbilwe).
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CucremHble TpeboBaHuUA

Mepen ycrtaHoBkoi JC-Client yaocToBepbTeCb B TOM, YTO KOMMbIOTEP COOTBETCTBYET MUHUMasIbHbIM
TpeboBaHUsAM.

Tpe6GoBaHusA K annapaTHOMY U NporpaMmMHOMY ob6ecne4yeHuro paboyen ctaHUUKU

Windows XP SP3 (32-6uT)

Windows XP SP2 (64-6uT)

Windows Server 2003 SP2 (32/64-6uT)
Windows Vista SP2 (32/64-6uT)
Windows Server 2008 SP2 (32/64-6uT)
Windows 7 SP1 (32/64-6uT)

Windows Server 2008 R2 SP1
Windows 8.1 Update 1 (32/64-6uT)
Windows Server 2012

Moanep>xuBaemblie
onepaluoHHbIe€ CUCTEMBbI

Moapep>xnBaemMbie Firefox
6pay3epbl Internet Explorer

Noanep>xmBaembie mogenv [ USB-TokeH JaCarta
3J/IEKTPOHHbIX KJIIOYEMN e (CwmapT-KkapTa JaCarta

LI G U N ERELLEDEVWC NN USB-nopt (ans annapatHbix kntoden JaCarta). [na cMmapT-KapT
cpeacrea Heo6X0ANMO HaJlM4Yne yCTaHOBAEHHOIro CYMTbIBATENS CMapT-KapT.

e Ecnnm Bbl uncnonb3yete USB-TokeH JaCarta unu cuutbiBaTENb
cMapT-kapT, coBMmecTuMbin ¢ CCID, Heobxoammo, 4Tobbl ApanBep
CCID 6bin yctaHoBneH B cucteme. HaumHas ¢ Windows Vista,
3TOT ApariBep yCTaHOBAEH MO yMon4vaHuio. Ha 6onee paHHUX
cuctemax (Windows XP/Server 2003), ecnu He 3arpyxanucb
06bHOBNEHNSA, OH MOXEeT OTCYTCTBOBaTb. YCTaHOBWUTb ApanBep
MOXXHO HEeCKOJIbKMMK cnocobamu:

¢ 3arpysus nocnegHue obHoBNEHNSA Windows 7]
BOCMO/Ib30BABLINCb MacTepoM HoBoro obopyaoBaHusa (ons
3TOro KOMMblOTEP AO0/MKEH ObITb NOAK/OUEH K MIHTEepHEeTY);

Heo6xoanMbie gpanBepbl

¢ [panBep TaKXe MOXHO YCTaHOBUTb M3 OCHOBHOro nakeTta
JC-Client - gns atoro Heo6xoAMMO WCMNONb30BaTb NapameTp
KOMa@HAHOMW  CTPOKM  INSTALLCCID=1 (nogpobHee cwM.
«YCTaHOBKa B pexXuMme KOMaHAHOW CTpPOkuM» Kn «[lapameTpsbl
KOMaHAHOWN CTPOKMU>»).
e Ecnm Bbl ncnonb3yeTte cunTbiBaTENDb cMapT-KaprT,
HecoBMecTuMbIi ¢ CCID, yctaHOBWTe ApaviBep npou3BoauTens
cumTbiBaTENS.

PexomeHayeMmoe Ona  pa6botbl  ytunutbl JC-Client pekoMeHayeTcs yCTaHOBUTb
pa3pelieHue saKkpaHa paspelieHre MoOHUTOpa He Huxke 1024x768.

MpuMmeyaHue:

B coctaB JC-Client BxoauT KOMMNOHeHT Minidriver, KOTOpbIN Takxe no3BongeT ucnonb3osaTtb JC-Client
COBMECTHO C MOCTaBLUMKOM ycnyr wndpoBaHus Microsoft Smart Card Base CSP. Microsoft Smart Card Base
CSP no ymonuaHuto yctaHosneH Ha OC Vista n panbHernwunx Bepcuax Windows. YT1obbl ycTaHOBUTL Microsoft
Smart Card Base CSP Ha OC Windows XP/2003, Bbl MOXeTe 3arpy3uTb ero c caihta Microsoft BpyuHyto nnm
BOCMONb30BaTbCs CNy»x601 obHoBNneHns Windows.
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TpeGoBaHusa ans noaknoYeHUs K yganeHHomMmy paboyvemy ctony (RDP)

JC-Client noapepxuBaeT creayowme cpeactsa ayTeHTudUkauum npu pabote C NOAK/IIOYEHUEM K
yAaneHHOMy paboyeMmy cTony.

Windows Server 2003
Windows Server 2008
Windows Server 2008 R2
Windows Server 2012

OnepauMoOHHas CUCTEMA HA CTOPOHe cepBepa
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CoctaB JC-Client

B Ttabnuue HMXxe npeacTaBsieHbl KOMMOHEHTbI, Bxoaswmne B coctaB JC-Client. B npouecce yctaHOBKU
MOXHO BblbpaTb, Kakne u3 HMX 6yayT yCTaHOBJ/IEHblI HA pabouyto cTaHuMo (CM. «YCTaHOBKa W yaaneHune
JC-Client»).

KoMnoHeHT OnucaHue

Athena CSP — nocraBlumk ycnyr wudpoBaHus, npeacrasnsowmin cobon Habop
6mnbnuoTtek, KoTopble obecneumBaoT NOAAEPKKY NMPOrpaMMHbIX MHTepdeicoB
MS Crypto API n PKCS#11.

Minidriver — KOMNOHEHT, NO3BONSAOLWMNI UCNONb30BATb 3NIEKTPOHHbIE K/THOUN
JaCarta c npunoxeHunamu, nogaepXxmearoWwmMMmn ctaHgapT Minidriver (nogpo6bHbie
cBeAeHWs npeacTaBfieHbl Ha canTe Microsoft http://msdn.microsoft.com/en-
us/windows/hardware/gg487500.aspx - Ha aHITUIACKOM Si3bIKE).

Minidriver Takoxke Heob6xoAauM, 4Tobbl MCMONb30BaTb B Ka4yecTBe MOCTaBLMKa YCIyr
Athena CSP v Minidriver wndposaHusa Microsoft Smart Card Base CSP. 10 yMOn4YaHuio NOCTaBLUK YCIyr
wndpoBaHua Microsoft Smart Card Base CSP BxoauT B COCTaB

Windows Vista/Server 2008/7/8.1 Update 1. Ha OC Windows XP/Server 2003
Microsoft Smart Card Base CSP MOXHO yCTaHOBUTb Yepe3 cnyxby obHoBneHun
Windows nnu 3arpysuTb U yCTaHOBUTb BPYYHYIO.

MpumeuaHune: Ha KOMMNbIOTEP YCTaHaBAMBalOTCs 06a 3TUX KOMMNoOHeHTa. B
npouecce yCTaHOBKM Bbl MOXeTe BblbpaTb, Kakoh U3 HUX 6yaet MCnosb30oBaTbCH Mo
YMONYaHUIO.

Bubnnoteku, 3ameHsaOWwmMe cTaHaapTHbole 6ubnuotekm Microsoft GINA
(Windows XP/Server 2003) unu Credential Provider (Windows Vista
/Server 2008/7/8.1 Update 1/2012).

[aHHbIA KOMMNOHEHT NO3BONSET:

®  ocywecTBnATb Ppa3bnoKMPOBKY 3NEKTPOHHbIX Katoyen JaCarta Ha 3kpaHe
npusetcTBua Windows;

®  OCyWwecTBNsATb BXO4 B CUCTEMY MO pe3ynbTaTaM CKaHMpPOBaHWS oOTnedyaTka
nanbua.

NMpumMmeuaHmne: ecnn 3TOT KOMMOHEHT He YCTaHOBMIEH, ANS BXoAa B cuctemy byaer

MCNoNb30BaTbCA CTaHAAPTHbIN MexaHu3M Windows npu ncnosnb3oBaHUM cMapT-

KapT.

Credential Provider/
GINA ans 6nomeTpumn

Habop KOMNOHEHTOB, HEO6XOAMMBIV ANA NOAAEPXKKM AOCTyNa Mo oTneyaTky
nasnbLla Npu NOAKIOYEHMN K yaasieHHOMY paboueMy cTtony. JaHHbIi Habop
KOMMOHEHTOB A0JIXEH 6bITb YCTAHOBMEH Ha KOMMNbIOTEP, K KOTOPOMY 6yayT
CepBepr|e KOMMNOHEHTbI noaKn4YaTbCd yepes yﬂ,al’leHHbIVl AOoCTyn.

RDP pnsa 6uomerpun MpuMeuaHme: JaHHbIN KOMMOHEHT UCNONb3yeTcs Anst GBUOMeTpnYeckKoro Aocryna.
OnucaHune HacTpoek, Heob6xoaAnMbIX AN BuoMeTpuyeckon ayTeHTUdMKaumm ¢
JaCarta npeacrtaBneHo B AOKyMeHTe Mcrosib3o0BaHme JaCarta A41s 6uomMeTpuyeckon
ayTteHTngukaumm B cpeage Windows.

Habop KOMNOHEHTOB, HEOH6XOAMMBIV ANA NOAAEPXKKM PabOTbl INEKTPOHHbIX K/HOUeENn
JaCarta B cpege Citrix. JaHHbI HAbOp KOMMNOHEHTOB A0/IXXEH OblTb YCTAHOB/EH Ha

KJIMEHTCKUE KOMMbIOTEPbLI, KOTOpble 6yAyT nogkntoyatbes k cepepy Citrix.
KnueHTCKME KOMMOHEHTbI

Citrix ans 6MomeTpum NMpuMeyaHme: AaHHbI KOMMOHEHT UCNONb3yeTcs AN 6MOMETPUUYECKOro A0CTyna.

OnucaHune HacTpoek, Heob6XxoaAnMbIX AN BUoMeTpnuyeckon ayTeHTUdMKaumm ¢
JaCarta, npeacrtaBneHo B A0KyMeHTe Mcrionib3oBaHne JaCarta 415 buomeTpuyeckoi
ayTeHTngukaumm B cpege Windows.

Ecnn 6yaet oTMeueH AaHHbIN NYHKT, B HacTponkax Mozilla Firefox 6yaet
aBToOMaTM4ecKu nponucaH NyTb kK 6ubnunoTeke, nossonsawlen pabortatb C
3/1IEKTPOHHbIMU KNtovamum JaCarta yepes nHtepdenc PKCS#11. ECnn 3TOT NYHKT He
6bl71 OTMEYEH NMpu YCTaHOBKE, BMOCIEACTBMM NMYyTb K Heob6xoanmon bmnbnnoteke
MOXHO 6yAeT ykasaTb BPYYHYIO.

YctaHoBuTb B Mozilla
FireFox

[aHHbIi KOMNOHEHT MNO3BOJISIET UCMONb30BaTb 6MOMETPUYECKME BO3MOXHOCTHU
JC-Client n anekTpoHHbIX KNtoven JaCarta.

MpuMevaHme: faHHbI KOMMOHEHT UCMONb3yeTcsa Ans GuomeTpmyeckoro goctyna.
OnucaHune HacTpoek, HeobxoamMbix Ans GuomeTpuyeckon ayteHTudukaumm c
JaCarta npeactaBneHo B AOKyMeHTe Mcriosib3oBaHne JaCarta Ans 6unomeTpnyeckoi
ayTeHTugukaymm B cpege Windows.

Moapep>xka 6uomeTpun
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Monb3oBaTenbckuii uHTepdenc JC-Client npeactasneH cneayowmMm ytunmtamm (CM. Tabnuuy Huxe).
3Tn yTunuTbl Heobs3aTeNbHO yCTaHaBMBaTb Ha KOMMbIOTEPbI MoOsib30BaTeNel, 04HaKo B 3TOM Ciy4ae
yrnpaBneHne 3/eKTPOHHbIMK Kiovamu (Hanpumep, pa3bioKMpoBKa Maposns MNonb3oBaTens) Ha 3TUX

KOMMNbOTEPAX 6y.u,eT HEBO3MOXHa.

[Mpy 2TOM COXpPaHUTCA BO3MOXHOCTb HAcTpauBaTb MapaMeTpsbl

MCMOSIb30BaHUS 3MeKTPOHHbIX Kho4ven JaCarta Ha ypoBHe peectpa (cM. «HacTpoiika napameTpoB
peecTpa BpYyUHYIo»).

KoMnoHeHT | Onucanune
JaCart CunCTeMHbIN NpoLecc, oTBEYaloLWnin 3a onepaunmn ¢ XpaHuaunLLeM cepTMdunKaTos K
aCarta HH .

Monitor oTobpaxeHune 3Hauvka H H B obnacTtu yBeaomneHui. Haxatvue Ha 3Ha4yoK OTKPbIBAET MEHIO, U3
KOTOPOro MOXHO 3anyCTuUTb Apyrue yTunuTtel Bxoasuwme B coctas JC-Client.
Ytunuta JaCarta Manager ncnonb3yeTtcs An8 ynpasieHnsa ceptTudunKatamm B namaTm

JaCarta 3NeKTPOHHbIX Kato4ver JaCarta. C ee NOMOLLbIO MOXHO MMNOPTMPOBaTb, 3KCNOPTUPOBaATh,

Manager npocMaTpmuBaTb U yaanaTb cepTudukatbl. Ans noApobHOro onucaHns AOCTYMNHbIX QYHKUNUIA
CcM. B pasgene «JaCarta Manager».

JaCarta Ytunuta JaCarta PINTool no3sonset nameHaTb nnm pasbnokmpoBaTb Naposib NOb30BaTeNs U

PINTool naponb umMdpposor nognucun. Ansa pasbnoknposkun TpebyeTcs yyactne agMmMHUCTpaTopa.
MoapobHoe onncaHme AOCTYMNHbIX PYHKLUMIA CM. B pa3aene «JaCarta PINTool».
YTunuta BioTool No3BonseT coXxpaHAaTb OTNEeYaTKN nanbLeB B NaMATb 3NEKTPOHHbLIX KtoYen

JaCarta JaCarta, ecnum 370 He 6bIS10 CAenaHo B NMpouecce nepcoHanmMsaumm Unm ecim BO3HMKIA

BioTool Heob6xoAMMOCTb MOBTOPHOIO COXpaHeHUs oTneyaTkos. B nocneaHem cnydvae Tpebyetcs
yyacTtue aammHucTpaTopa. NogpobHoe onvcaHne AoCTYyNHbIX MYHKLUUIA CM. B JOKYMEHTE
Ucnonb3oBaHune JaCarta 415 6uometTpuyeckor ayteHTugpukaumm B cpeae Windows.

JaCarta Ytunuta JaCarta Admin PINTool no3BonsieT U3aMeHsATb Naposib aAMMHUCTPATOpa W Naposnb

Admin PINTool

pasbnoknposBkn umdposon noanucu. NMoapobHoe onmcaHne AOCTYMNMHbIX PYHKUWA CM. B
pa3gene «JaCarta Admin PINTool».

YTunuta JaCarta Format npegHa3HauyeHa Ans nepcoHanmMsaunmn 3eKTPOHHbIX ktoyen JaCarta

JaCarta (cM. «MepcoHanmzaumsa»). C ee NOMOLLbIO CO3AAKOTCA NpOodUIN NepcoHanmsaumm, rae

Format 3a/aloTCs OCHOBHble MapaMeTpbl UCMOIb30BaHUSA 3NEKTPOHHbIX Kto4vel. MNogpobHoe
onuncaHue AoCTYNHbIX MYHKUMI cM. B pa3gene «JaCarta Format».

JaCarta YTunuta Option no3BonseT HaCTpOUTb NapaMeTpbl UCMOb30BaHUS INEKTPOHHbIX KIHoUen

Options JaCarta Ha ypoBHe nosib3oBaTeNns UM Ha ypoBHe pabouyeli ctaHumu. MNogpobHoe onncaHue

OOCTYNHbIX PyHKUMI CcM. B pa3gene «JaCarta Options».
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CocTtaB IDProtect Admin

MporpamMmMHoe obecrneyeHne IDProtect Admin He BxoauT B coctaB JC-Client n npeagHasHauyeHo ans
Co34aHnA K4Yen agMuMHUCTpatopa. Knwuu agMUMHUCTpaTopa NPUMEHSITCA ANa AOCTyna Ha ypoOBHe
aAMMHMCTpaTopa K 3/1eKTPOHHbIM ktovaMm JaCarta nonb3oBatene n Moryt 6biTb MCMOMb30BaHbl A
pa36/10KNMPOBKM — Kak NMpU HEMOCPEACTBEHHOM y4aCTUM aAMUHUCTPATOpa, Tak U B YAA/IEHHOM peXxuMme.
(NMoppobHee 0 co3gaHMM WM MNPUMEHEHUMM  KJIKOYENM agMUHUCTpPaTopa CM. pasgen «Knwou
aAMUHUCTpaTopa», a Takxke AoKyMeHT IDProtect Admin ans JaCarta. CripaBo4YHoe pyKOBOACTBO.)

B coctaB IDProtect Admin BxoaaT cneaytowime ytunutel (CM. Tabnuuy HUxe).

KoMnoHeHT | OnucaHue

Ytunuta Card Generator npegHa3HavyeHa Ansa CO3A4aHWUS KoYen agMUMHUCTpaTopa.
Y106l HaAENUTb 3N1eKTPOHHLIN KNtoY JaCarta yHKUMOHaNbHOCTBLIO Kitoya

Card Generator aAMWHUCTPATOpa, 3TOT /1IEKTPOHHbIN K/to4 HEO6XO0AMMO CHayana nepcoHann3npoBaTh,
ncnone3ysa ytunuty JaCarta Format. MoapobHoe onncaHme AoCTyNHbIX MYHKUWI CM. B
pa3saene «Card Generator».

YTunuta HelpDesk ncnonb3syetcsa ans pa3bnoknpoBKM 31eKTPOHHBIX kntoyen JaCarta B
HelpDesk yAaneHHoM pexume. MoapobHoe onucaHne AOCTYNHbIX GYHKUWIA CM. B pa3sgene
«HelpDesk».
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NMamaTka agMUHUCTpaTopa

B kauecTBe maMsATKM MpeacTaBnsieM BaM 06Wuil nepeveHb 3ajay agMuvHucTpaTtopa. bonee noapo6Ho
BCE 3TW NYHKTbl 6yAyT pacCMOTPEHbI Aanee B PyKOBOACTBE.

YcraHoBka JC-Client Ha kaxaoh pabouein cTtaHuum, rae 6yayT WCMOAb30BaTbCS 3/1EKTPOHHbIE
kntoum JaCarta. NMoapobHyto MHGOpMaumio CM. B pasgenax «YcraHoBka u yaaneHue JC-Client» n
«[MapamMeTpbl KOMaHAHOW CTPOKU>».

HacTpoiika npodumnei nepcoHanmsaunm B COOTBETCTBMUM C NOJIMTUKOM 6€30MacHOCTN, MPUMEHSIEMON
B opraHusaumun. [lloapobHy uHdoOpMauuiw cM. B pasgene «Hactpowka npodwuns
nepcoHanmsaummn>».

MepcoHanusauusa 3MeKTPOHHbIX Kitodelr JaCarta C WMCNONb30BaHMEM HACTPOEHHbIX npodunei
nepcoHanmsaumun. Moapo6Hyo MHbOopMaUnio cM. B pasaene «lepcoHanmsaumsa».

B npouecce paboTbl C NepcoOHanM3NMpOBaHHbIMW 3MEKTPOHHbIMK KoYamMu JaCarta nonb3yinTechb
WHCTPYKLUMSAMU, NpeacTaBfeHHbIMU B pa3genax «HacTpowkn, AOCTyMHble Nocne nepcoHannsaumm»,
«OnepaumMn c cepTudukataMm B NaMATU 3SEKTPOHHbIX Kaoden JaCarta», «[lapameTpbl U
HaCTpPOMKN» .

PasbnokmpoBka 3neKTpOHHbIX koden JaCarta. [MogpobHyw uWHdoOpMauuo CM. B pa3sgene
«Pa36bnoknpoBKa 31eKTpOHHOro knto4a JaCarta».
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YctaHoBKa n yganenue JC-Client

Onctpnbytus JC-Client BkntoyaeTr B cebss Habop KOMMOHEHTOB M yTunauT (cM. «OnmcaHuMe nakeToB
YCT@HOBKW>»), KOTOpble NPeAoCTaBASAOT 6bICTPbIN AOCTYN K HACTPOMKaM 3NeKTPOHHbIX ktoyen JaCarta.

YcTaHOBKa C MOMOLbLIO NporpaMmbI-MacTepa

MOMMMO BO3MOXHOCTU YCTAHOBKW CTaHAApPTHOro Habopa KOMMOHEHTOB W YTUAUT MporpaMMa-macrep
npeaycMmaTpvBaeT BapuaHT paclMPEeHHOW YCTaHOBKW, A€ MOXHO BblbpaTb, KakuMe KOMMOHEHTbl U
yTUnuThbl 6yayT yCTaHOB/IEHblI HA pabouylo CTaHUMIO.

[ocTynHbl cnepyowmne BapnaHTbl YCTaHOBKMU.

e CSP: ycTraHaBIMBaEeT CTaHAapTHble KOMMOHEHTbI NpoMexyToyHoro cnos ans JC-Client (Athena CSP
n PKCS#11), a Takke ytunutbl JaCarta Format, JaCarta Manager, JaCarta Options n JaCarta
PINTool. B aTOM pexuMe Takxe YyCTaHaB/IMBAeTCs KOMMOHEHT Minidriver, KOTOpPbIA MO3BOASIET
ncnonb3oBaTb JC-Client coBMecTHO ¢ nocTaBLWMKOM ycnyr wudpoBaHua Microsoft Smart Card Base
CSP, npu 31oM Athena CSP nomeyaeTcs B KayecTBe MOCTaBWMKa YCAyr LwundpoBaHug,
MCMNO/Ib3yEMOro Mo yMOJSTHYaHUIO.

e Bbl6OpoOYHaA: MO3BOJISET BPYYHYHD OTMETUTb KOMMOHEHTbl, KOTOpble 6yayT YyCTaHOBMIEHbI Ha
KOMMblOTEP.

Y106b1 ycTaHOoBuUTb JC-Client ¢ nomMowbio nporpaMMmbi-MacTepa, BbINOJIHUTE cieaylowme
AeNCTBUA.

1. BonauTte B cUCTEMY C MOJIHOMOYMUAMU aaMUHUCTPATOpa.
2. 3akpouTe BCe NMPUIOXKEHMUS.
3. 3anycTtuTe yCTaHOBOYHbIN dain:
¢ JC-Client.msi (AN 32-6UTHbIX CUCTEM).
¢ JC-Clientx64.msi (ANA 64-6UTHBbIX CUCTEM).
OTo6pasntcsa cneayroLlee OKHO.

{i# IC-Client 6.22.19 - InstallShield Wizard x|

Bac npveeTcTByeT nporpammMa InstallShield
Wizard ana IC-Client 6.22.19

Mporparta InstallShigld{R) Wizard BRINOAHKT YCTaHOEKY
IC-Client 6,22.19 Ha KoMNEHTER, ANA NPOADNKEHHA
HawMHTE KHomky "Janee”,

= Hazag QTHEHS

4. Haxmunte Oanee.
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{# JC-Client 6.22.19 - Installshield Wizard

JHUEeH3HOHHOE COr NalleHWe

I'IomanyﬁCTa, EHHMATENEHD NPOYTHTE CREAYVHILWES NHUEHZHOHHOE
COrnaweHne,

MWL EH3UOHHOe cornaleHue

BAXHAA HHPOPMA LIMA

MNOMANYACTA,  BHWUMATENEHO MPOUYMTAMTE JAHHOE NWMUEH3WMOHHOE
COMMAWEHME  MNPEXIOE HYEM  OTKPEITE MAKET  C MNPOCPAMBMHER
OBECMNEHYEHKEM AN MCMONBE3C0BATE EMO COJEPHMMOE  AANKM
MPEXAE, UYEM 3AMPYHATE

Fat mll it Lt WUl MR, Ll Ny [Pt

. A OPHHHMERD YCAOEHA NHWLEHZHOHHOM O COrNALUEHHA

f* ,ﬂ HE MNpHHHMARD YCNOEMA NHULEHZHMOHHOrD CIZIFJ'IBLI.IBHMHE

Imstallshield

KM ¥CTAHABNMBATE I'IF'OI'F'AMMHOEj

I AENEE S I

< Hazan OTHEHS

O3HakoOMbTeCb C JIMLEH3WOHHbIM COrfaweHneM W OTMeTbTe MNYHKT A npuHMMarw ycnoBus

JINLLIEH3MOHHOIro cornaweHuMa n Haxvute [lanee. Ecim Bbl He corfacHbl C KakuM-nnbo w3
MOJIOXKEHUN AOKYMEHTa, OTKaXXUTeCb OT YCTAHOBKW, Ha>XaB KHOMKY OTMeHa.

Ecnu Bbl NpyHANKM cornaweHne, Ha 3KpaHe NosiBUTCS Ceaylolee OKHO.

{ JC-Client 6.22.19 - Setup
BapWaHT ¥CTaHDBKW

BrIBEpMTE BAPHAHT YCTAHOBKH,

BLIGEpHTE BESPHAHT YCTAHOBKH,

& 5P

ByawT ¥CTaHOENEHE! CTAHASPTHEIE KOMIOHEHTE (3P,

" BoifopouHan

i

c:\Program FilestJaCarkalJC-Client),
Imstallshield

BeIGOR My TH M KOMNOHEHTOE AMA YCTAHOEKH, PEKOMEHAYETCA ANA
OMEITHBL: NONE30ESTENEH,

MzMEHHTE. . | |

< Hazan | fanee = | OTHEHS

6. BbibepuTe BapuaHT YyCTaHOBKM, HaxMmuTe [anee v nNpoaosKuTe npouenypy B 3aBUCUMOCTU OT

caenaHHoro Bbl60pa.
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Ecnu BbI BblOpanu CSP
Ecnu BbI Bbibpanu yctaHoBky CSP, nosaBuTCcs cneaytowee oKHO.

{i JC-Client 6.22.19 - InstallShield Wizard |

M0TOEA K YCTAHOEKE NPOrpamMmMbl

Mporpamma roToEa K Ha4any YCTaHOBKH,

HamMHTE KHOMKY "¥CTAHOEMTE", 4TO0EI HAYATE YCTAHOEKY,

YTobkl NPOCMOTRETE MM HE3MEHMTE NAPAMETPEl YCTAHOBKH, HawMHTE KHoMKy "Hazan"
HasmHTe KHOMKY "OTHEHA" ANA BBIX0AA M3 NPOTPAMMEI,

Installshield

QTHEHS |

< Hazaa

Ecnn Bbl XOTUTE WM3MEHUTb BapWaHT YCTAaHOBKW, HaxmuTe Hasapa. YTobbl 3anycTmTb npouecc

YCTAHOBKMW HaXXMUTe YCTaHOBUTD.
YcTaHoBKa 3aliMeT HEKOTOpOe BpeMs.

i JC-Client 6.22.19 - InstallShield Wizard =101 x|

YcraHoeka IC-Clhient 6.22.19

YCTAHAENHEAHITCA BblﬁpaHHblE KOMAOHEHTEI NpOrpamtel.

Ao%AMTECE OKOHYAHHA YCTaHOBEM JC-Client 6.22.19, 3T0 MOMET 3aHATE
HECKONEKD MAHY T,

COCTORHHE:

Installshield

= Hazag danee = OTMEHE
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7. Tlo 3aBeplleHun ycTaHOBKN HaxmnTe FoToBO.

{# JC-Client 6.22.19 - Installshield Wizard x|

Mporpamma InstallShield Wizard 3aeepliena

Mporparma InstallShield Wizard venewHo wetaHoewna JC-Client
£.22,19, HammrTe KHoNKy "ToToeo" ANA BRIXOAS M3
MpOrpaMme,

< ez

CITHEHS |

MNpu HEO6XOAMMOCTU Mepe3arpy3nTe KOMMbIOTED.

Ecnu Bbl BbiOpanu BbIGOPOUYHYIO YCTaHOBKY

Ecnu BbI Bbl6pa)’|l/l BapnaHT YCTaHOBKMU BbIGOPO‘IHafI, noaBUTCA OKHO CO CIMMUCKOM KOMIMOHEHTOB

YCTaQHOBKM.

i JC-Client 6.22.19 - InstallShield Wizard

BbibopoUHan ¥CTaHOBKa

BrIBERMTE KOMAOHEHTEI MPOrpaMMEl, KOTOPBIE HEOBXOAMMD YCTSHOBHTE.

LLENEHHTE SHAYOK B CAMCEE HH#E, YToAkE M3MEHHMTE CNOCOD YCTAHOEKH KOMAOHEHTA,

‘I - CMHEAHHE KaMOOHEHTS
MNo3E0NAET H3MEHATE NApoNk

AAMMHUCTRATORA M Napok

pasbnokmposty L.

GINA 4NA BHOMETPMK
WMHCTRYMEHTEI

JaCarka Format
JaCarka Manager
JaCarka Options
JaCarta PIMTool

S AHHEIA KOMAOHEHT TpedyeT
OKE Ha ¥ecTKoM aucke,

LISMEHHTE: . . |
Installshield
Crnpaeka | % Hazaa I fanee = I OTMEHE |

1. Bbibepute, Kakolh KOMNOHEHT ByAeT NCNOb30BaTbCS MO YMOSTHYAHUIO

+ Athena CSP - pnsa storo octaBbTe oTMeYeHHbIM NYHKT Caenatb Athena CSP craHpgapTHbIM

noCTaBUWMNKOM.

¢ Minidriver - pans 3Toro wenkHute Ha nyHkte Cpenatb Athena CSP craHpapTHbIM
MOCTAaBLYMKOM M B KOHTEKCTHOM MEHIO BbibepuTe DTOT KOMNMOHEHT 6yaeT HefAOCTyNneH.

NMpumeyaHue:

HezaBucmMo oT Bblbopa ycTaHaBnmMBatoTcst 06a KOMMOHeHTa.

2. Bblbepute KOMMOHEHTbI, KOTOpble HEO6X0AMMO YCTaHOBUTb, PYKOBOACTBYSACH MWHMOpMauuen,

npeacrtasneHHon B pa3gene «CocrtaB JC-Client».
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3. Mpu HeobxoaMMocTn BbiGepuTe nanky, B KOTOpyl 6yAeT ycTaHaBnAuBaTbCA nporpamMma (ecnu

XOTUTE YCTaHaB/AMBaTb B Manky, OT/IMYHYK OT 3a4aHHOM MO YMOJIYaHUID),
N3MeHnTDb.

4, Haxmunte Qanee.

OTo6pasuTcs cneaytoliee oKHo.

i'._% JIC-Client 6.22.19 - InstallShield Wizard

M0TOEA K YCTAHOEKE NPOrpamMmMbl

Mporpamma roToEa K Ha4any YCTaHOBKH,

HamMHTE KHOMKY "¥CTAHOEMTE", 4TO0EI HAYATE YCTAHOEKY,

Yrobkl NPOCMOTRETE MM M3MEHMTE NAPAMETPEl YCTAHOBKH, Ha%MMTE KHoMKyY "Hazaa”,
HasmHTe KHOMKY "OTHEHA" ANA BBIX0AA M3 NPOTPAMMEI,

Installshield

< Hazaa ¥CTAHOEMTE OTMEHE |

T

HaXaB KHOMKY

5. Ecnn Bbl XOTUTE U3MEHWTb BapuaHT YCTaHOBKW, HaxmuTe Hasapg. YT106bI 3anyCtuTb npouecc

YCTAHOBKMW HaXMUTe YCTAaHOBUTbL. YCTaHOBKa 3aiMeT HEKOTOPOE BpeMs.

i JC-Client 6.22.19 - InstallShield Wizard =101 x|

YcraHoeka IC-Clhient 6.22.19

YCTAHAENHEAHITCA BblﬁpaHHblE KOMAOHEHTEI NpOrpamtel.

Ao%AMTECE OKOHYAHHA YCTaHOBEM JC-Client 6.22.19, 3T0 MOMET 3aHATE
HECKONEKD MAHY T,

COCTORHHE:

Imstallshield

< ez AENEE S
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6. [lo 3aBeplweHun yCcTaHOBKN HaxMnTe FoToBO.

ent 6.22.19 - InstallShield Wizard x|

Mporparma InstallShield Wizard venewHo wetaHoewna JC-Client
£.22,19, HammrTe KHoNKy "ToToeo" ANA BRIXOAS M3
MpOrpaMme,

<= Hasa) roToED i ETHEHS |

Mpu HEO6XOAMMOCTU NepesarpysnTe KOMMbOTep.

YcTtaHoBKa B pexunme KOMaHAHOW CTPOKU

MoMMMO YyCTaHOBKWM CpeAcTBaMW MporpaMMbl-MacTepa TakKXe CyLecTBYeT BapuaHT YCTaHOBKM U3
KOMaHAHOW CTPOKMW, rAe B Ka4yecTBe MapaMeTpoB Bbl MOXeTe yKa3aTb HeobxoAuMble AN YCTaHOBKM
KOMMOHEHTLI. B 3TOM cnydae ncnonb3yeTcs cTaHAapTHbIM cmHTakeuce Windows Installer.

msiexec /i JC-Client.msi

rae, JC-Client.msi— 3TO NaKeT YCTAHOBKM Ansa 32-6utHbix nnatdopm Windows. OAnsa 64-6UTHbIX
nnatgopm nucnonb3ymte dann JC-Clientx64 .msi.

UYto6b1 ycTtaHoBuTb JC-Client B pexxmMme KOMaHAHOW CTPOKM, BbINOJIHUTE creaylowue
AencTBuA.

1. BonguTe B cucTeMy Noj yHYETHOM 3anncbio C MOSTHOMOYNAMM agMUHUCTPATOopa.

2. 3aKpoinTe BCe NPUSIOXKEHUS.

3. Bbibepute NMyck > Bce nporpammbl > CtaHpapTHble > KomaHaHas cTpoka.
4

Ecnu Bbl BbiNnonHsieTe yctaHoBKy noa Windows Vista/Server 2008/7/8.1 Update 1/2012, wenkHute
npaBoM KHomkon B nyHkTe KomMmaHaHas cTpoka W© Bbibepnte 3anyck OT MMEHM
ApMuHuUcTpaTopa.

5. BBeauTe B KOMaHAHOM CTpOKe msiexec C HeobxoanMbIMU napaMeTpamu.

CnpaBka no Windows Installer

YT106bI MPOCMOTPETH MOJIHLIA MepevyeHb BO3MOXHbIX MapaMeTpoB, KOTOPble MOXHO MCMOMb30BaTb Mpu
yctaHoBke JC-Client, o6patutech k BcTpoeHHol cnpaske Windows Installer. [1ns ee Bbi30Ba BbINOAHUTE
cneayloume aencreuns.

1. OtkpouTe meHo MyckK > BbINOAHUTD.

2. B none OTKpbITb BBEAUTE msiexec U HaxMnTe OK.
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Ha akpaHe nosiBUTCS OKHO €O crnuckoM napametpoB Windows Installer.
5I

Windows [R] Ingtaller. Bepowa 2.01.4001 5512 -

mgiexec /Option <00AZaTENEHERN NapameTps [HeodAEaTENEHEIR Napar

MNapareTpel yoTaHoBKKH
</packaqge | /iv <Product mziz
JoTaHoBKa MKW HACTPORKE NpogykTa
4a <Product. msi:
ALMUHMCTPATHEHAA YCTSHOBK.E - YCTAHOBKA NpoaL
A<l <Product.maiz [ft <cnucok npeofpazosaHUi:] [/g <k
O&eaenerme o npogykre: 'm'’ - Bcem NonesoEaTe.
- TEKYLIERY NONbS0BETEMN
<Auningtall | fx» <Product.mzi | F.oa_npoaykrar
OTreHa YyoTaHOBKM NponykTa
MapareTpel oTOOpaHEHHA
Squiet

T

THEMMA pesMM, Ges B3aUMO0ERCTEHA © NONES0EAT
/paszive

ABTOMETHYECKMEA PEHMM - TONBKO WHIMKSTOR BN
Aanlblrf]

Beifiop ypoEHA MHTEpdElica NoNES0ESTENA

n - bes uHTeppelica

b - O cHOBHORM HHTepdekc

| r- CDKpaLLI,EHHbIIﬁ WHTEpEHT _ILI
4 3

YcTtaHoBKa napameTpoB B peXxunmMme KOMaHOHOW CTPOKU

Mpwn ycTaHOBKE B peXMMe KOMaHAHOM CTPOKW €CTb BO3MOXHOCTb 334aTb 0CObOble MapaMeTpbl BMECTO
Tex, KoTopble onpeaenieHbl Mo YMOAYaHMIO, U 3a4aTb ANA TakMx NnapaMeTpoB HEobXoAMMble 3HAUYEHUS.
Takue napaMeTpbl COXPaHAOTCSA B peecTpe B ClieaytoleM pasaene.

HKEY LOCAL MACHINE\Software\Athena Smartcard Solutions\IDProtect Client.

YT106bl YCTAHOBUTbL NapaMeTpbl YCTaHOBKW, UCMOb3YynTe cneayowmin popmar.
msiexec /i JC-Client.msi MNAPAMETP=3HAUEHVE [IAPAMETP=3HAUEHVE /gb

Cnuncok napaMeTpoB KOMaHAHOW CTPOKUW NpeacTaBsfieH B pasgene «MapaMeTpbl KOMaHAHOW CTPOKU».

Mpumep KOMOMHaUUKN napameTpoB

Mpu yctaHoBke JC-Client B pexnme KOMaHAHOWM CTPOKW NapaMeTpbl YCTAHOBKM MOXHO KOMOMHMPOBATb
B O4HOM KOMaHAae, HanpuMmep:

msiexec.exe /i "<nyTb k danny ycTaHoBku>\JC-Client.msi" INSTALLOPTIONS=0

(He yctanasnusatb ytunuty JaCarta Options.)
YpaneHune JC-Client

Onsa ynanenus JC-Client cywecTtByeT Tpu cnocoba:
e YpaneHue yepes naHenb ynpasnenms Windows
e YpaneHue C NOMOLLbIO NpPOorpaMMbl-MacTepa

e YpaneHwe u3 KOMaHAHOWM CTPOKMU

YaaneHuwe yepes naHenb ynpasneHua Windows

B Windows ecTb cTaHgapTHas cxema yAajneHus U yCTaHOBKM mnporpamMMm. C ee MOMOLWbK Bbl MOXeTe
Takxe yganutb JC-Client. [ns 3TOoro BbINOAHUTE Cneaylowme AencTBuS.

1. OtkpouTte meHo Myck > MNaHenb ynpas/ieHus.

2. [OsaxnAbl WeNKHUTEe Ha 3Ha4yKe YcTaHOBKa U yAaJieHue nporpamMmmMm.
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3. Bbibepute JC-Client n HaxxMnUTe KHOMKY YAanNuUTh.

OT06pasuTca AnanoroBoe OKHO YCTaHOBKA U yAaJsieHMe nporpaMmmM.
JT=IY

¥CTAHOBNEHHEIE NPOrpaMMell [~ MokaszaTte oBHOBNEHHA COPTHPOEE.:S

B 1c-Client 6.22.19 P

4. Haxmute Aa, utobbl yaanutsb JC-Client.

5. [Mocne Toro kak JC-Client 6yaeTt yaaneH, nepesarpy3mte KOMMbOTEP.

YpaneHune ¢ noMoLlbio NporpaMmmMbi-mMacTepa
Onsa ynanenusa JC-Client Heob6xoamnMbl NpaBa agMMHUCTpaTopa.
1. 3anyctute nporpammy ycrtaHoBku JC-Client

(dbamn Jc-client.msi - AN 32-6UTHbIX ONEpPALUMOHHBIX CUCTEM, JC-Clientx64.msi - Ana 64-
6uTHBLIX OC).

2. B OKHe MacTepa yCTaHOBKMW HaxxmMuTe [anee.
MosiBuTCA OKHO Bbi6Opa onepaumun.

{# JC-Client 6.22.19 - Installshield Wizard x|

OBCAYHWBGHWE NPOrpamm

MzMEHEHHE, HCMPABNEHHE HIK Y AaNEHHE NROrPattEl,

o M3MeHW T

AHMANOroE0e OiHO "BeiB0pOYHEs YCTaHOBKE", B KOTOPOM MOXHO

@ M3MEHEHHE Y TAHABNHESEMEIX KOMAOHEHTOE NPOrpaMtel, MNoasHToR
MEMEHHTE Cnocaf Y¥CTAHOEKH KOMAOOHEHTOE,

o YcnpaeuTh
McnpagneHke oWwKAoK & Nporpaste, NpW BeGOpe AAHHOMD NApaMeTpa

MCMPAENAKTCA OTCYTCTEYHILME MM NOBREX AEHHEIE diainel, ApkLIH
H 3anKcH peecTpa.

WaaneHwe JC-Client 622,19 M3 KoMOEHITERA,

Imstallshield

< Hazan I fanee = I OTHEHS

3. BbibepuTe nyHKT Yaanutb 1 HaxmuTe [anee.
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OTO6pasnTCa creaytollee OKHO.

{# JC-Client 6.22.19 - Installshield Wizard

¥ AaneHWe NporpamMmbl

Bl cobMpaeTeck Y AANHMTE NPOrpamy M3 KoMAbHITEpa,

HammHTe kHonKy "% AanuTe", Y4Tobel vAankTe JC2-Client 6,22, 19 M3 koMnekTepa, Mocne
YAANEHKA 4aHHSA NporpamMa Oy 48T HEAOCTYMHA,

YTobbd MPOCMOTRETE MK HEMEHMTE HACTRORAKK, HAXMHTE KHOMKyY "Hazaa".

Imstallshield

< Hazan

CTHEHE |

4. HaxMmuTe YAanuTb.

Mo 3aBeplleHUN nNpouecca yaaneHns NosIBUTCA OKHO C COOTBETCTBYHOLLNM coobuieHmnemM.

i'a‘!:“ JIC-Client 6.22.19 - InstallShield Wizard

MporpammMa InstallShield Wizard zaepeplieHa

Mporparta yeTaHoeky InstallShield yonewHo vaanina
IC-Client 6,22.19, HammmTe kHOMY "ToToED" ANA BRIXOAS HE
MPOrPaMtbl YCTAHOBKH,

X

= Hazag CITHMEHS

5. HaxmuTe kHonKy FOTOBO, 3aTeM nepesarpysuTe KOMMbHOTED.

YpaneHue n3 KOMaHOHOWM CTPOKU
YT106bI Yaanutb JC-Client n3 KOMaHAHOW CTPOKMW, BbIMOJIHUTE Crieayolmne 4enCcTBus.
1. BownguTe B cuCTEMy NOA YYETHOM 3anucblo C NpaBaMu agMUHUCTpaTopa.

3aKponTe BCe NPUIOXKEHUS.

2
3. OtkpoiiTe MeHto Myck > MporpamMmmsbl > CTaHAapTHble > KoMaHAHasA CTpoka.
4

Ecnn Bbl 3anyckKkaeTe KOMaHAHbIN MHTEPNpPETATOop

B

Windows Vista/Server 2008/7/8.1 Update 1/2012, Bbl AO/KHbI LWENKHYTb MNPaBON KHOMKOM Ha

nyHkTe KomaHaHaA cTpoka, BbibpaTe 3anycKk OT MMEHU agMUHUCTpaTopa.
5. BbinonHuUTE KOMaHAY Msiexec B cnegytowem gopmare:

msiexec /x JC-Client.msi

Foe Jc-Client.msi — uMsa yctaHoBo4yHoro darna JC-Client gnga 32-6utHonm nnatdopmbl. Ana 64-
6uTHOM nNnaTtdopMbl 3aMeHuUTe 3TO MMS Ha JC-Clientx64.msi. YTO6bI BbBINOMHUTL yAaneHMe B
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noslyaBTOMaTUYECKOM pexuMe, TO ecTb 6e3 Heo6Xx0AUMOCTM MOATBEPXKAEHNSA AeNCTBUIA, Ao6aBbTE B
KOHLe CTPOKM napameTp /q.

6. Mocne Toro kak JC-Client 6yneT yaaneH, nepesarpy3ante KOMNblOTEp.
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OnucaHue JC-Client

B HacTosiwem pasgene npeactaBneHa ceogHas uHdopmauma o JC-Client n pasbscCHeHbl acnekTbl
paboTbl ¢ gaHHbIM 0. HacToATeNbHO PEKOMEHAYETCS 03HAKOMUTLCS C AaHHbIM pa3AesnioM, npexae 4em
npuctynatb K paboTte ¢ JC-Client n anekTpoHHbIMM Kntovamu JaCarta.

OcHOBHbIe TePMUHbI
B HacToAlWEM AOKYMEHTE NPUMEHSIOTCA Cneayolme TEpMUHBI (CM. Tabnuuy HUxe).

TepMuH OnpepeneHue

Mpouecc, B pe3y/bTaTe KOTOPOro 3a4atTCsl OCHOBHblE MapaMeTpbl UCMNOb30BaHUs

MepcoHanunsaums o
2/1eKTPOHHbIX KAtoyen JaCarta.

3apaHee HaCcTPOeHHbIN NPobuIb, KOTOPLIA MPUMEHSIETCA ANS NepcoHanmsaumm

Mpodunb nepcoHanusauum o M
pod P H 3NeKTPOHHbIX Katovern JaCarta (cM. «HacTpovika npoduis nepcoHanm3aumm»).

Habop nonHoMouMin, HE06X0ANMBIN ANA OCYLLECTBEHNS pas3/IMYHbIX ornepauuni C
31eKTPOHHbIMK kntovamm JaCarta. MpeaycMOTpeHO TpU ypOBHS AOCTyna:
rocreBom gocryn;

AOCTYN Nonb3oBaTens;

AOCTYN aAMMHMUCTpaTopa.

(cM. «YpoBHM focTyna K yctpovcTeam JaCarta»).

YpoBeHb AoCTyna

MNaponb nonb3osatens Maponb, obecneynBatolmin AOCTYN Ha YPOBHE NoJSib30BaTeNS.
Maponb agMmMHUCTpaTopa Maponb, obecneunBatoLwmMi AOCTYN Ha YPOBHE agMUHUCTpaTopa.
DneKTPOoHHbIN KktoY JaCarta, KOTOpbI UCMNOMb3yeTcs ANA AOCTYNa K 3/IEKTPOHHbIM
Kntoy agMuHucTpaTtopa kntoyam JaCarta nonb3oBaTtenen Ha ypoBHe agMuMHUCTpaTopa (cM. «Kntoy
aAMUHUCTpaTopa»).

JononHuUTeNbHbIN Naposfb, Ha3Ha4YaeMblli BO BpeMsa nepcoHanusaumm ans
MCNonb30BaHMsa Undgposor nognucu (cM. «Lndposas noanmce»).

[ns nepcoHanusauumn snekTpoHHoro ktova JaCarta ¢ noaaep>xKon napons
Maponb UncpoBoit noanmcu uMbpoBOM NOANNCKM HeEOBXOAMMO HACTPOUTbL NapaMeTpbl, B COOTBETCTBUN C
KOTOPbIMUW A@HHbIN Naponb 6yAeT CBA3aH C onpeaesieHHbIM TUMOM 3aKpbITOro
Knaoya. Bnocneactsmm npu MCnonb30BaHWM AAHHOMO 3aKPbITOro Ko4va
nonb3oBaTtenb AoXKeH byaeT BBOANTL Naposb LMdPOBOM NOAMUCHK.

Maponb pa3bnokMpoBku Maponb, Nno3BonsoWmMin pazbnokmMpoBaTb Naposb UMdpoBoOn nognuck (cM.
umdpoBon noanucu «Pa36nokmpoBKka napons undpoBor NoANUCKU»).
Ounctka namsaTu YaaneHue AaHHbIX U3 NaMATU 31eKTPOHHOro kntova JaCarta.

XX13HEeHHbIN LUKN 3NEeKTPOHHbIX Knro4ven JaCarta

YT106bl 31eKTPOHHbIN KoY JaCarta MOXHO 6b110 MCNONb30BaTb, €ro Heo6xoAMMO NepcoHann3npoBaTb
Ha OCHOBE 3apaHee HACTPOEHHOro npoduasa nepcoHanmsaumun. [nsg 3Tux 3agay UCnonb3lyeTcs yTunuTta
JaCarta Format. B npouecce nepcoHanusaumMm 3a[atoTCAd OCHOBHblE MNapaMeTpbl WMCMNOSb30BaHUSA
31eKTpoHHoOro knato4va JaCarta, Takve Kak Ka4yecTBo Naposs nonb3osaTens.

Tak)xe MOXHO 3a4aTb BO3MOXHOCTb MCMOIb30BaHMS AOMNOSHUTENBHOMO Naponas Lndposor noanmcu (cm.
«LUndposas noanuce»). [ns HacTporKuM NapaMeTpoB MCMOAb30BaHMSA UWbPOBOM MOAMUCKM Hapsaay C
ytunuton JaCarta Format npumeHsieTca ytunuta JaCarta Options. MogpobHee o0 co3paHum napons
umdpoBon noanucK cM. «HacTporkm ANns UCnoib3oBaHUs LMMPOBOA NOAMUCK>.

Mpoueaypbl HACTPOWKK NPOGUIA NEepCoOHANM3aLUMN U NpoLecca NepcoHanmM3aunm onucaHbl B pasaenax
«HacTpoiika npoduas nepcoHanmsaumm» n «MepcoHanmsaums» COOTBETCTBEHHO.

B npouecce ucnonb3oBaHUA 3/EKTPOHHOro k/oya JaCarta MOXeT BO3HWKHYTb CUTyauus, Korga
ycTpoiictBo 6yaetr Heobxoammo pasbnokupoBatb. [oBOpsA O pa3bnokupoBke, cneayetr MOHUMaTb
pa3bn0KMPOBKY OAHOr0 WM HECKOSIbKMX TUMOB AOCTyna nosb3oBaTtens. Tak, ecnu B npodwne, Ha
OCHOBe KOTOporo 6bil MepcoHanM3MpoBaH 3MEKTPOHHbIM ko4 JaCarta, 6bin 3agaH  naposb
nonb3oBaTensa 1 naponb uudpoBOM NoanucK, To H610KMpoOBaHNE OAHOIMO U3 3TUX TUMOB BCE eLlle
NO3BOJSET NOJSIb30BaTENO MCNOb30BaTh 3N1EeKTPOHHbIN KNtov JaCarta, ncnonb3ys Apyron Tvn goctyna.
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Ons pa3bnokMpoBKW Mapons Mnofb3oBaTens HeobxoAMM Mapofib  aAMWUHUCTpaTopa WKW KoY
aAMUHUCTpaTopa.

Ecnun B anekTpoHHOM ktode JaCarta nonb3oBaTensa 3ajaHa noaAepxKa naposns unmdposon noanucu, 1o
6nokupoBaHue undbpoBOM NoannCKM He ByaeT SABNATbCSA MNPEnaTCTBMEM AN BXOAa MNOMb30BaTens B
cucTeMy NOCPeACTBOM BBOAA Napons nonb3osaTtens. [ns pa3bnokMpoBku napons undposoin noanucm
Heo6xoAnMMO BBECTU Naposb pas3bnoknpoBkn UMMOPOBON NOANUCH.

Mpoueaypbl pasbsoKMPOBKM Napons Nofab3oBaTens U napons uMdpoBOi NOAMUCU OMUCAHbI B pa3aesne
«Pa3b6noknpoBKa 31eKTpPoOHHOro kntoyva JaCarta».

Ecnn anekTpoHHbIn  kntoy  JaCarta HeobxoamMmo nepegatb  APYroMy vy, €ro  MOXHO
nepcoHann3npoBaTb NOBTOPHO C HOBbIMM HacCTpoMkamu. Mpu 3TOM NpexHWe AaHHble, XpaHUBLUMECH B
namaTh 3TOro Ks4a, 6yayT yTepsHbl. [ NOBTOPHOM NepcoHanusauum notpebyeTcs ypoBeHb AOCTyNa
aaAMMHUCTpaTopa.

B cnyyae ecnu anekTpoHHbIM kntoy JaCarta He nnaHWpyeTcs MCnonb3oBaTb B 6Gauvkaliwee Bpems,
cneayeT yAanuTb XpaHsLWYCs Ha HeM MHGOopMauuMio, BbINOJHMB Mpoueaypy OYMCTKM namatn. B
pe3ynbTaTe AaHHOM npoueaypbl M3 NamMsaTU 3NEKTPOHHOro K/4Ya yAanswTca Bce AaHHble. OuucTka
namaTM MNepCcoHanNM3npOBaHHOIO  3/IeKTPOHHOro  knw4va JaCarta TpebyeT ypoBHA  goctyna
aaMumHucTpatopa. [pun nocnepywowern HeobXxoaMMOCTM MNepCcoHaNM3MpoOBaTb 3SNEKTPOHHbLIA KoY
YPOBEHb A0CTYyNa agMMHUCTpaTopa He noTpebyeTcs.

YpoBHM gocTtyna K yctpoucteam JaCarta

Mocne nepcoHanusauMm B 31eKTPOHHOM kitove JaCarta NnpefyCMOTPEHO TpU YPOBHSA AOCTyNa.
e [OCTeBOW ypOBeHb AOCTYyNa

e YpoBeHb AOCTyNa nofb3oBaTens

e YpoBeHb A0CTyNna agMUHUCTpaTopa

Tunbl OOCTyNa K KaxAOMy W3 3TMX YPOBHEW 3aBUCAT OT MapaMeTpoB, 3aflaHHbIX B npouecce
nepcoHanmM3aumnmn 31eKTPOHHOIo K/Ya, U MOryT BbiTh CieayownMm (CM. Tabnuuy Hke).

YpoBeHb AgocTtyna ’ Twun pocrtyna
ocTeBon He Tpebyetcs
Monb3oBaTtenb Maponb nonb3oBaTtens

1. Naponb agMMHUCTpaTopa
AaMUHUCTpaTop

2. Kntou agMuHucTpartopa

[na ypoBHA AOCTyna nonb3oBaTens U agMMHUCTpaTopa B NpoLLecce nepcoHannsaumm yctaHaBamMBaeTcs
[OMYCTMMOE KOJIMYECTBO MOC/eA0BaTENbHbIX HeyAauHbIX MOMbITOK AOCTYyMa, Mo AOCTUXEHMU KOTOPOro
[IOCTYN Ha 3TOM ypoBHe 6nokupyeTcs. Ecnm anekTpoHHbIM kaou JaCarta 3a6foKMpoBaH Ha ypoBHE
[OCTyra nosib3oBaTensl, aAMUHUCTPATOP MOXET ero pas3bfiokupoBatb. B cnyyae 610KMPOBKM
3/1eKTPOHHOr0 K/floYa Ha YpPOBHE [0CTyna aAMWHWUCTPATopa [aHHblA KUY BCE elle MOXHO
MCMNoSb30BaTb Ha YPOBHE A0CTyna nosib3oBaTens (Npuv yCnoBMM, YTO AOCTYN MOSb30BaTeNs He
3a6/10KMPOBaH), OAHAKO OCYLLECTBNeHNe (PYHKLMIA aAMUHUCTPATOpa Ha AAaHHOM 3/IEKTPOHHOM KIloue
6yaeT HEBO3MOXHO.

BHuMaHue!

BrnoknpoBka napons agMMHUCTpPATOpa Ha 3/1eKTPOHHOM ktoye JaCarta, KOTOPbIN 6bl1 MEpCOHanNM3nMpoBaH Co
CcTaHAaapTHbIMM HacTponkamu JC-Client, o3HauvaeT Takxe, 4YTO Mocneaymolwas o4ucTka naMmsaTm M NoBTOpHas
nepcoHanmMsaumnsa Takoro 3eKTpoHHoro knwo4ya JaCarta HeBO3MOXHbl. OAHAKO CyLlecTBYeT BO3MOXHOCTb
nepcoHannM3npoBaTb 31EKTPOHHbIN Koy JaCarta TakuM obpasom, 4Tobbl faxe B cyyae 610KMPOBKM Napons
aAMUHUCTpaATOpa OCTaBaNaCb BO3MOXHOCTb OYMCTKM MaMATU U MOBTOPHOW MepCcoHanM3aummn 371eKTPOHHOro
kntoya JaCarta (noppobHee cMm. npunoxeHne <«Hactporika JC-Client, no3Bonsiowas MOBTOPHYO
nepcoHanmsauuto B criydae 610KMPOBKM Maposisi aAMMHUCTpPaTopa»).
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B Tabnuue Hwxe NpeacTaBfieHbl AENCTBUSA, AOCTYMNHbIE C ucnosb3oBaHueM MO JC-Client n ykasaHuem
Heo6X0AMMOro YpoBHS AOCTYynNa.

Heo6xo0AnMbIi ypOBEHb

AencrBue nocryna
MpocMoTp MHGOpMaLMM 0 NOACOEANHEHHOM 3/1IEKTPOHHOM Kiltoye FocTeBon
AyTeHTUdMKaumMsa B CUCTEME C UCMOSIb30BaHMEM 3N1eKTPOHHOro knato4a JaCarta Monb3oBaTenb
M3MeHeHne naponsa nosb3oBaTens Monb3oBaTennb
MpocmoTp cTatyca 610KMpOBKM FocTeBon
PazbnoknpoBka napons nonb3oBaTens AaMuHucTpartop
MN3meHeHne naponsa agMMHUCTpaTopa AAMUHUCTpaATOp
MepBNYyHaa nepcoHanmlaums 3NeKTPoHHOro katoya JaCarta FocTeBoi
:sggg:sﬁ::ssg:aineKTpOHHoro KSItoYa, KOTOPbIN yxe 6bin AAMUHUCTPATOP
OTumnCTKa NamMATK 3N1eKTpoHHOro kntoya JaCarta AAMUHUCTpaTOp
MN3meHeHne MeTkuM (NeperMMeHoBaHne) 31eKTPOHHOro knto4ya JaCarta Monb3oBatenb/AAMUHUCTPATOP
Onepauun ¢ cepTudunkaTaMmm B NamMATN 3MEKTPOHHOro kntda JaCarta Monb3oBaTennb
Sggffee;;MHTiechzaMf;:ée':.?, Zgﬁt—lyle;gmm KOTOpOro nosnb3oBaTtesnb A0/KeH byaeT AAMUHUCTPATOP
OnpepeneHne BpeMeHu, No UCTeYeHn KOTOPOro nosb3oBaTtesb AOSKEH AAMUHUCTPATOP

CMEHWUTb NapoJib

YcTtaHoBKa HaCTDOVIKVI, B COOTBETCTBUU C KOTOpOVI noNb30BaTesIb A0/1>KEH
6yAeT CMEHUTbL Naposib BO BpeMS ClieAytowwero ceaHca paboTbl C 3/1EKTPOHHbLIM Monb3oBaTtesnb/AAMUHUCTPATOP
kntoyoMm JaCarta

YcTaHoBKa HaCTpOf/’IKVI, B COOTBETCTBUU C KOTOpOVI nonb3oBaTeNb A0JIXKEH

AOMUHUCTPATO
6ynet cMeHUTb Naponb nocsie pa3zbnoKNMpoBKM 3N1EeKTPOHHOro kntoyva JaCarta A paTtop

CospaHue kn4va agMUHUCTpaTopa MNonb3oBaTtenb

FocTeBOM ypoBeHb AocTyna

lFocTeBOl ypoOBEHb AOCTyMNa MO3BOJISIET NpoCMaTpMBaTb MHGOpPMaLMIO O NOACOEANHEHHOM 31EKTPOHHOM
kntodve JaCarta. Ota nHdopmaumsa otobpaxaeTcs B OCHOBHOM OkHe yTmnuT JaCarta Format n JaCarta
Manager M BKAOYaeT CBeAEHUS O CcTaTyce D3MeKTPOHHOro kitda (NepcoHanuMsMpoBaH WM He
nepcoHanmM3npoBaH), a TaKXe CBEeAEeHUSI O BEpPCUM OMnepauMoHHON CUCTEMbI, CEPUIHOM HOMepe u
COCTOSIHUM MaMsATU NOACOEAMHEHHOr0 31eKTpPOoHHoro kmtda. (MogpobHee cm. «JaCarta Manager» u
«JaCarta Format».)

MoMMMO NpOCMOTPa OCHOBHOM MHGOPMaLMK O MOACOEAMHEHHOM 3M1EKTPOHHOM KJ1toYe, rOCTEBOM AOCTYnN
Mo3BoOJISIET NPOBEpPUTL CcTaTyc ero 6noknpoBkm (cM. «JaCarta PINTool»).

Ecnn 3snekTpoHHbIM knoy JaCarta ewe He 6bI1 nepcoHanusupoBaH WM ero namatb 6bina
npeaBapuTeNbHO OuYMllEeHa, FOCTEBOW YpPOBEHb AOCTyna Mno3BOASeT MNepCcoHaNU3MpoBaTb AaHHbIN
31eKTPOHHbBIA KNtoY (CM. pasgensl «HacTponka npodwuns nepcoHanusaummn» n «lMepcoHanusaums»). B
AanbHelweM B cnyyae HeobxoAMMOCTM BHOBb MepCOHaNn3mpoBaTb 3NEKTPOHHbBIN K4 MW BbINOJHUTD
npoueaypy O4YMCTKM NamsaTn notpebyeTca ypoBeHb A40OCTyNna aAMUHUCTpaTopa.

YpoBeHb AocTyna nosnb3oBaTtens

YpoBeHb [AoCTyna nonb30BaTesid MO3BOJSIAET MNONb30BaTeNto aYTEHTVId)MLI,MpOBaTbCﬂ B CuUCteMe u
BbINOJSIHATL 6a30Bble onepaunn C aNEKTPOHHbLIM K/THOYOM JaCarta.

Maponb nonb3oBaTtens

HauanbHoe 3HayeHmne napons Nosib3oBaTeNns 3ajaeTcs Ha 3Tane nepcoHanmsaumMm U MOXeT NpUHMMaTb
cnepyrwme 3Ha4eHu4.

L4 BBoAMMDINA — napoJib 3a4a€eTCd B npouecce nepCoHann3aummn B COOTBETCTBYOLLEM OKHE.

e CraHAApTHbIA — Naposib NPUHUMAET CTaHAApPTHOEe 3HayeHue, BBEAEHHOE B HacCTpoikax npodwuns
nepcoHanusaumm.
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e CnyyauHbIW — Cfy4daiiHblii Naposib oTo6paXkaeTcs Ha 3KpaHe B MpoLecce nepcoHanusauuu.

Mpu no6oM 3Ha4YeHMM Naposst nosib3oBaTesss aAMUHUCTPATOP MOXET OMpeaeNnnTb CPOK ero AencTBus,
nocne KOTOpOro nofib3oBaTeflb A0/HKeH OyAeT ero CMeHWTb, MHave nonb3oBaTesnto 6yayT HeAOoCTYyMHbI
onepauMm C 3NEKTPOHHbIM kodoM JaCarta. Takxe aAMMHUCTPATOP MOXET YCTaHOBWUTb (Naxok
Monb3oBaTesb AO/HKEH CMEHUTb Maposb — B 3TOM C/lyyae Mosb3oBaTeNb AO/KeH byaeT CMeHuTb
naposib Npu cneayLlem ceaHce paboTbl C 3/1E€KTPOHHBLIM KtoyoM JaCarta.

HacTpoWku CrnoXHOCTM naponsi, Kak W crnocobd ¢dopMMpOBaHUA €ero MNepBMYHOrO 3Ha4veHus,
onpeaenstoTcs B Npodune nepcoHanmnsaumm.

M3MeHeHMe naponsa nonb3oBaTens nocie nepcoHanmM3aumm AOCTYNHO C nomouwbi yTunutbl JaCarta
PINTool (cm. pokymeHT JC-Client. PykoBoACTBO 10/1b30BaTe/is).

Ona pa3bnokMpoBKM Mapons nofib30BaTeNs MWCMNONb3yeTCs napofib aAMUHUCTpAToOpa WM KoY
aagMuHucTpaTopa (noapobHee o pa36bnokupoBke napons nonb3oBatens cM. «Pa3610KMpoBKa
3neKTpoHHOro knto4a JaCarta» n «PasbnokmpoBka C MCNOMb30BAHUEM K/HOHA aAMUHUCTPaTOpa»).

YpoBeHb AocTyna agMUHUCTpaTopa

JaCarta noaaepXxuBaeT [AOCTYNn Ha YpPOBHE aAMUHUCTpaTopa AByMsa cnocobamu: naponb
aAMMHUCTPATOpPa WM K04 aAMUHUCTPaTopa. Tun AOCTyna onpeaenseTcs B HacTpolikax npoduns
nepcoHanmMsaumm.

YcTtaHaBnuBasa AaHHble HACTPOWKKM, HeobxoaMMo 6biTb NMpeaesibHO OCTOPOXHbIM, TakK Kak 610kuMpoBka
napons aamMuHucTpatopa (Hanpumep, NoOCae MNpeBbIWEHMSA 4ucna HeyAaudHblX Moc/eaoBaTeNbHbIX
nonNbITOK BBOAA Mapofs agMUMHUCTpaTopa) caesiaeT HEeBO3MOXHbIM BblIMNOJIHEHWE AAMUHUCTPATOPCKMX
OENCTBUI, TaKMUX KaK O4MCTKa NamsaTu, nepcoHanumsaumsa unmn pasbnoknposka naposis nonb3oBaTens.

Naponb agMuUHUCTpaTopa

HavanbHoe 3HadyeHWe napona agMWHUCTpPATOpa 3ajaeTca Ha 3Tane nepcoHanm3auuMm Wn  MOXeT
NMpuHMMaThb cnegyrowmne 3Ha4eHn4.

L4 BBOAUMDINA — naposib 3a4aeTCd B nNpouecce nepCcoHannsaunmmn B COOTBETCTBYHOLLEM OKHE.

e CraHAapTHbIA - Napo/ib NpUHMMAET CTaHAapTHOE 3HauyeHue, BBeAEHHOE B HacTpoikax npodwuns
nepcoHanmsaumm.

e CnyyaWHbIA — cnyyaliHblii Naponb oTob6pa)kaeTcsl Ha 3KpaHe B Mpouecce nepcoHaansauunu.

HacTporikm CNnoXHOCTWM napons agMMHUCTpaTopa, Kak M crnocob @opMupoBaHUA ero 3HayeHus,
onpegensTcs B npodune nepcoHanusaumm (nogpobHee cMm. «HacTponka kadecTtBa naponem» u
«[epcoHanmsaums»).

[Ons uamMeHeHMs napons agMMHUCTpaTopa ncnonb3yertcs ytunuta JaCarta Format (cMm. pa3sagen «JaCarta
Format»).

Pa36/i0KMpoBKa Napons aAMUHUCTpATOpa HEBO3MOXHa, MO3TOMY B C/lyyae ero 670KupoBku (nocne
npeBbIlEeHMa AOMNYCTUMOro KOSIMUYECTBa MOC/AeA0BaTeNbHbIX HeyAdauHbiX MOMLITOK BBOAA MNaposs)
[OCTYN K aAMUHUCTPATOPCKMM DYHKLMUSAM Ha AaHHOM 3/1eKTPOHHOM Kitode JaCarta 6yneT yTepsiH.

Kniouy agMuHucTpatopa

Knioy aaMuWHUCTpaTopa WCnonb3yeTcsa A8 AO0CTyna Ha YPOBHE aAMWHUCTpaTopa K 3N1eKTPOHHbIM
knoyam JaCarta nonb3oBaTenen, KoTopble 6blIM MEepCcoOHann3MpoBaHbl C €ro WCrnosib3oBaHueMm. B
oTMYMe OT CTaHAapTHOro AocTtyna C  MCNOAb30BaHWeM Napons  aAMUMHUCTpaTopa,  KJod
aAMUHUCTpaTOpa MNO3BONASET MNONAYyYMTb AO0CTyn K  GYHKUMAM  agMuMHUCTpaTopa (TakuMm  Kak
pa3bnoknpoBKa 3/1eKTPOHHOro kntoya JaCarta) B yaaneHHOM pexuMe.

Y10bbl CO3paTb KAY AAMUHUCTpaToOpa, HeobxoAMMO CHavana MnepcoHanmn3nMpoBaTb O6bIYHBIN
3NEeKTPOHHbIM katou JaCarta, wncnonb3ys ytunuty JaCarta Format, 3aTeM ucnonb3oBatbh YTUAUTY
Card Generator 13 coctaBa pgononHutenbHoro 1O IDProtect Admin. [Mocne 3Toro knwod
aAMMHMCTpaATopa MOXHO MCMNOSb30BaTb B MpOLECCe MepcoHanM3aunm 3NeKTPOHHbIX Katodven JaCarta
nonb3oBaTenen u Npu AanbHenWweM BbIMOJHEHUM aAMUHUCTPATUBHbBIX 3a4ay C AAHHbIMW 3/1EKTPOHHbIMMU
K/to4aMm NoJib30oBaTeNnen.

[To cpaBHEeHUIO C MCMNOJ/b30BaHUEM MNaposiga aAMUHUCTpPATOpa WCMOJSIb30BaHWE K/k4va agMUHUCTpaTopa
MMEET cneaywuine npemmyLllecrtea:

e Pa3b/0KMpOBKa 3/1EKTPOHHBIX Ktodel JaCarta nosib3oBaTenell B yaaneHHOM pexuMme.
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L4 Kniou agMmHucTpatopa MOXHO paBG)’IOKMpOBaTb, 3Hada MNapoJib agMUHUCTpATOpa And Kik4da
agMUHUCTpaTopa WM wunMed ﬂ,perVl KN4y  agMMUHUCTpaATOopa, KOTOprVI ncnosib3oBasica npwu
nepcoHanmsauummn 3a61'IOKVIpOBaHHOI'O Knko4va agMMHUCTpaTopa.

MopnobHee 0 co3gaHMM M UCMONB30BaHMN KOHa aAMUHUCTpaTopa cM. «Knou agMuHUCTpaTopa».
UndpoBas nognuchb

JC-Client npepnycmaTpuBaeT BO3MOXHOCTb CO3[4aHMA OTAENbHOro napons An8  MCNoSb30BaHUSA
umdposon nognucu. Takasi BO3MOXHOCTb 3a4aeTCs B Npouecce nepcoHannsaumm.

Mpn co3paHuMM OTAENbHOro napons Ans uMdpoBol noanucu Heo6xoAMMO 3afaTb MNaposib
pa3610KMPOBKN LMdPOBON NOANUCK, Ha Ciyvyail ecnm nosb3oBaTesb MPEBLICUT AOMNYCTUMOE 3HaYeHue
nocneaoBaTefibHbIX HeyAayHbiX MOMbITOK BBOAA [AaHHOrO Mapofis U napofb 6yaeT 3abfoKMpoBaH.
Takum o6pasoM, naponb pa3bnokMpoBKU UUGDPOBOM MNOAMUCKM TakK e COOTHOCUTCS C naponeM
uncdpoBO NOAMNMUCHU, KaK U Naposib aAMUHUCTPaTopa C NapoJieM MoJib30BaTenNs.

HauanbHble 3HaveHWs napons uu@poBoOr MNoANMCM U napons pasbrokMpoBKkM UMDPOBOK MOANNCU
HacTpanBaloTCA OTAENbHO U MOTYT MPUHMMaTL Creaylowme 3Ha4YeHns:

L4 BBOoAUMDIN - napoJib 3a4a€eTCd B npouecce nepcoHann3aunmmn B COOTBETCTBYHOLLEM OKHE.

e CraHAApTHbIA — Naposib NPUHUMAET CTaHAApPTHOe 3HayeHue, BBEAEHHOE B HacTpoWkax npodwuns
nepcoHanusaumm.

e CnyuaiiHbliA - CNy4aliHblil Naposib 0TOBpaXKaeTcs Ha 3KpaHe B MpoLecce nepcoHanm3auunu.

Maponb umdposon noanucyn Ana yaobcrea MoxeT 6bITb CMHXPOHM3MPOBAH C MApOSsiEM MOJSib30BaTENS.
Ons aToro nsHavanbHo oba napons AOMKHbI coBNagaTb. ECAM NMpu CMHXPOHM3auuM Takxe coBnagaer
naposib  pas3biioKMPOBKU UNGPPOBOIK MNOAMUCUM W MNapofib  aAMUHUCTPAToOpa, OHWM Takxe 6yayT
CUHXPOHU3NPOBaHbI.

N3meHeHMe W pas3bnokupoBka napons UuMdpoBOK MNOAMUCKM AOCTYMHbI C MOMOWbLID  YTUUTDI
JaCarta PINTool (cMm. «JaCarta PINTool»).

MoapobHee o0 HacTpoMkax W WCMNOAb30BaHMW LUPPOBONA NOAMMUCU CM. paspensl «HacTpovku Ans
MCnosib3oBaHnsa undpoBor noanmcu» un «fepcoHanmsaums ¢ HacTporkKaMm UM@pPOBOM NOANUCKU>.
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HacTtpoiika npoduns nepcoHanusaumm

Mepea wCNonb3oBaHMEM 3NEKTPOHHLIM  KkAod  JaCarta HeobxoAuMO nepcoHanu3npoBaTtb. /[ns
nepcoHanmsaumn MCNoOsb3ylTCA 3apaHee HacTpavBaemble Npodwunu nepcoHanusauuu. Ecnu Bbl He
3HaeTe, MNepcoHaNM3NpoBaH 3NEKTPOHHbLIM knoy JaCarta wAuM HeT, Bbl MOXeTe BbIACHUTb 3TO,
ncnonb3dysa ytunutbl JaCarta Format nnu JaCarta Manager. B OCHOBHOM OKHe KaXAoW U3 3TUX YyTUAUT
cogepxutcsa none Crartyc. [JaHHOe none MOXET NpuHUMaThb ABa 3HadyeHus: NMepcoHanusnpoBaHO
He nepcoHanusuposaHo.

Mocne Toro Kak MepcoHanmusauMs OCyLlecTB/eHa, HEeKOTOpble MapaMeTpbl MOXHO M3MEHUTb, TOJIbKO
€C/NIN MepCoHanM3npoBaTb 3/IEKTPOHHLIA Kitod JaCarta MoBTOpHO. M3MeHeHWe ApYyrvMx MapaMeTpoB He
TpebyeT MOBTOPHOWN NepcoHanunsaumm, oAHaKo MOXET NMoTpe6oBaThbCsA YPOBEHb AOCTyMa Mosib30BaTens
(naponb nonb3oBaTtensa) uaM aaMMHUCTpaTopa (Naposb aAMUHUCTPATOPa UK K4 aaMUHUCTpaTopa).

YT106bI HacTpouTb Npoduib NepcoHanmnsaumm.
1. Bbibepute NMyck > Bce nporpammbl > JC-Client > JaCarta Format.

OT06pasnTCst OKHO YTUAUTHI.

RI=E

Mafn  JaCarta Jdoctyn  DomMolle

MHdopMaumMa of yCTpORCTES

[MA yCTPOHCTES JaCarta
MeTrka JaiZarta#0E52001323549243
CTaTyve MepcoHanKzHpoEaHD
Bepcxa OC 3.0037 (RSA-5M)
ARDS JaCarta... CEepHAHLIM HoMEp 0BS2001323549243
OGBEM NaMATH 73728 bait
CEoB0aH0A NaMATH 34364 Bant

Moasepsika GuoMeTpHM | Het

~MEpCoOHANK3SUMA
(el | A SEDef aulk . ppF

MepcoHanMsaLHa |
3aKpeITE |

2. B naHenu ynpasneHus Bbibepute ®ann > YnpasneHue npodunamu.

OTo6pasntcs cneayroliee OKHO.

x

MODefault. ppf

¥aanuTe C034aTE | MEHEHHTE |

3aKpeITE |

e  Y706bI CO34aTb HOBbIM Npodunb, HaxxMuTe CosaaTthb.

e YT06bl MI3MEHUTL CYLLECTBYIOWMIA NPOdUIb, HaXMUTE USMEeHUTD.
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MpuMmeyaHue:
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Mpodunn ASEDefault 1 MDDefault asnsaioTca cTtaHgapTHbIMM NpodunsaMn, BXoAAWMMKW B noctasky [0
JC-Client. X Henb3a M3MEHWUTb U yAanuUTb, OAHAKO MX MOXHO OTPeAaKTUpOBaTb M COXpPaHWUTb MOA APYruM

UMEHEM.

JanbHenwee onucaHune HACTpoeEK I'IpOCbVIJ'Iﬂ nepcoHannsaummn npeacrtaBsieHO B noapasaenax HUXe.

Hactpowka kadyectBa naponeu

JaCarta no3BonseT cnosb3oBaTb YeTblipe Tuna naponeVl.

e [laponb nonb3oBaTens (CM «ba3oBble HAaCTPOMKKN» aAanee)

e [aponb agmunHucTpaTopa (cM «ba3oBble HacTporkn» ganee)

e [laponb undposoin noanucu (cM «HacTporkn AN UCnosib30BaHUSA UMQPOBON NoaNnCU» aanee)

e [laponb pas3bnoknmpoBku umndposor noanucu (cM «HacTpolkm Ans MCnonb3oBaHUs LUEPPOBOWN
noanucu» panee)

HacTtpoiku

CNOXHOCTU

Kaxgoro u3 3TUX BWAOB nMaponen B npodune nepcoHanMsaumm

yCTaHaB/MBAOTCS OTAENbHO, XOTS npoueaypa W AOCTYMHble MapaMeTpbl CA0XHOCTU aHanoruMyHebl.
[locTyn K HacTpolikaM KayecTBa KaXXAoro W3 BWAOB Maposieli onucCbiBaeTcs B Npoleaypax HacTpoiku
npodunein nepcoHannsaLmm B HaCTOSALWEM pa3aene.

Hacrpoiika OnucaHue

OnpepensieT KONMYECTBO MOC/eA0BaTeNbHbIX HEeYAauYHbIX NMOMbITOK BBOAA Mapons nepes
610KMPOBKOA.

6yKBEHHbIX

MonbiTOK
Ecnu faHHbI napaMeTp BbICTaBNSETCA ANa Napons aAMUHUCTpaTopa UK napons
pa3610KNMpoBKN LUMDPOBON NOANUCU, CrieayeT 6bITb NpeAenbHO OCTOPOXHbLIM, TaK Kak ecnu
3Tn naponu 6yayT 3abn0KMpoOBaHbl, BOCCTAHOBUTbL MX He yaacTcs.
MakcrManbHoe KonmyecTso pa3biokMpoBOK, KOTOpPOe AOMYyCTUMO caenaTb B TedeHne
3KCnyaTaumm aneKTpoHHoro knto4va JaCarta 6e3 He06X0ANMMOCTU BHOBb MEpPCOHann3npoBaTh
YyCTPOWMCTBO.
MeHi0 NOMMMO YMCNOBbLIX 3HAYEHWU COAEPXKUT ABa MYHKTA.
Hukorpa - nocne 610KMPOBKU AaHHbIN cnocob aoctyna 6onble Henb3s 6yayt
Pa36noknpoBok MCNoJsib30BaTh.
He orpaHunueHo - pasbnoknpoBaTb AaHHbIN CnOco6 AOCTYNa MOXHO HeorpaHW4eHHoe
KONMYecTBo pas.
MpuMevaHme: Npu HacTpoWke Napons agMMHUCTpPaTopa WK Napons pa3bioKMpoBKU
uMchpoBOM NOAMUCU AAHHbBIA NapaMeTp HeaKTUBEH.
MuHumym OnpepensetT MMHMMaNbHOE BO3MOXHOE KOIMYECTBO CMMBOJIOB B Naposne.
Makcumym OnpepensieT MakCMManbHOe BO3MOXHOE KO/IMYeCTBO CMMBOJIOB B Maporie.
He undpo- 3apaeT o6a3aTenibHOE KOMYECTBO CUMBOJIOB, HE NMpuHaanexalmx K andasnTHo-undposoMy

Ha60py, KOTOpOE AO0/HKHO NPpUCYTCTBOBaTbL B Napone. Ecnn BbicTaBneHo 3HayeHue «0»
(HOMB), 3TN CMMBOJIbI NCMOJIb30BaTb He0bsA3aTeNbHO, HO MX UCMONIb30BaHWE HEe 3anpeLlaeTcs.

3apaet oba3aTenbHoe konnyecTBo 6ykB (M3 Habopa ASCII), KOTOpoe AOKHO NMPUCYTCTBOBAaTb

ByKBbl B napone. Ecnu BbicTaBneHo 3HayeHne «0» (HosMb), 3TM CUMBOJIbI UCNOJSIb30BaTb
Heobs3aTeNbHO, HO UX UCMOIb30BaHWE HEe 3anpeLlaeTcs.
MakcuManbHO AOMYyCTUMOE YUC/IO MOCNeA0BaTENbHO U X CUMBOJIOB, Harnpumep, «1 2 3 4»
Bozpacranue aony i ayul ’ p P,
unu «a b c d».
BepxHMit 3apaet obazaTtenbHoe KonnvecTtBo 6ykB (M3 Habopa ASCII) B BepxHeM perncrpe, Kotopoe
pelrJMC'rp [AOSKHO NPUCYTCTBOBATbL B Nnapone. Ecnu BoicTaBneHo 3HayeHne «0» (HOMb), 3TU CUMBOSIbI
Ncnonb3oBaTb HeobsA3aTeNbHO, HO MX UCMOb30BaHME He 3anpeLlaeTcs.
3apaeT o6sa3aTeNibHOE KOMMYECTBO AECATUYHBIX LMdP, KOTOPOE AOSXKHO NPUCYTCTBOBaTL B
LUndpbi napone. Ecnu BbicTaBneHo 3HadyeHne «0» (HOMb), 3TU CMMBOJIbI UCNOb30BaTb
Heobs3aTeslbHO, HO UX MCMO/b30BaHME He 3anpeLlaeTcs.
Makcumym 3apaeT A03BOMISIEMOE YMCNO0 MAYLUMX NOAPAAL OANHAKOBbIX CMMBOJIOB B Mapose
NOBTOPEHMIA Yy P pone.
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BasoBble HacTPoOuKu

[JC-Client. PykoBoACTBO aAMUHUCTpaTopa]

BasoBas HacTpoiika Npoduna NepcoHannsaumm KacaeTcs crieayolmx napaMeTpos:

e O6wwne napaMeTpbl UCNONL30BAHMNS INEKTPOHHOIO Kitoda JaCarta

e KayecTBO NMaposis Nosib3oBaTeNs U Napons aaAMMHUCTpaTopa

e Cnoco6 nepBu4YHOro GopMMpoBaHUS Naposs Nonb3oBaTeNs M Naposs agMUHUCTPATOPa

YT106bI CO3aaTb Npodunb nepcoHanmsaumm c 6a3oBbiIMM HAaCTPOMKaMMU.

1. Bbibepute Myck > Bce nporpammbl > JC-Client > JaCarta Format.

2. B naHenu ynpaBneHust ytuauntbl Bblbepute dainn > YnpasneHue npodpunasamu.

3. Haxmute Co3partb, 4TOb6bl CO34aTb HOBbIM Npodunb nnu U3MeHuTb, 4TOObl OTpesakTMpoBaTb

CcywecTBylowmii npodunb.

OT06pasmnTca OKHO HACTPOMKKM Npoduasa NnepcoHanmnsaumnm.

¥NpasneHye npogHaam9 ll

Ofiuee | Mapok NoNE30BATENA I MNapone a,ummrLI_’I

lAMA npodna

MHbOpMAaLKA 0f YCTPORCTEE
MeTka

I_ MNonEZ0EATENE AONHEH CHEHHTE Napons

[” CHEHMTE Naponk NoCNe pastnokHPOBKH

MpoEEpATE
I &0 HkH,
Kawable
KcTeraeT a0 =
I HEH
r Hepes &
3anoMHHATE

I 1 naponed

noacneaHHE

OTHEHS |

4. Ha Bknagke O6wee HacTponTe obwimne napameTpbl MCMOIb30BaHMSA 3/1eKTPOHHOro kntova JaCarta,
PYKOBOACTBYSACb NPUBEAEHHON HMXe Tabnuuen.

Hacrpoiika

Uma npodpuna

OnucaHue

MMsi npocmns. B gaHHOM nosie MOXHO 3agaTb UMSt HOBOMO Npodus Uam
WN3MEHUTb UM CYLLECTBYIOLLENOD.

MeTtka

[JaHHoe none ucnonblyeTcsa ANns naeHTU@MKauMn nepcoHann3mpyemblx
3N1EeKTPOHHbIX Kstoven JaCarta. 3HayeHne JaHHOro NoJsis He BAUSIET Ha paboTy
cnyx6 Windows, cBsA3aHHbIX C UCMO/b30BaHWEM CMapT-KapT. Ero 3HaueHune
akBuBaneHTHo PKCS#11 Token Label. Ecnv Bbl He 3apgaaunTe 3Ha4YeHUe 3TOro
nonsi, oHo NpumeT 3HayeHune «JaCarta#CepuitHblli HoMep JaCarta».

Monb3oBaTenb AOMHKEH
CMEeHUTb Nnaponb

Ecnu paHHbI hnaxok ycTaHOBNEH, NOb30BaTeNNb AO/MKEH ByaeT CMEHUTb
rnaposb nNpu NepBoM UCMNONb30BaHNM 3/1EKTPOHHOIO Ktoya JaCarta. B
NPOTUBHOM Clly4ae BCe onepauum C JaHHbIM 3/1IEKTPOHHbIM K/1HOYOM,
Tpebytowme napons nonb3osartens, 6yayT HeAOCTyNHbI. [Maponb MOXHO 6yaeT
M3MEHWUTb BO BpeMS BXOAA B CUCTEMY.

CMeHUTb Naposb nocne
pa36noKnpoBKMU

B cnyyae pa36n0knpoBKM Naposs nosib3oBaTtesnsi HOBOe 3HauYeHne naposns
MOXEeT 3aZaTb aAMUHUCTPATOP. YCTaHOBKa AaHHOro dnaxka notpebyer ot
nosnb3oBaTesiss CHoOBa CMEHUTb Maposib NOSb30BaTeNs NPy NEPBOM ceaHce

paboTbl C 3NEeKTPOHHbIM KAtoyoM JaCarta nocne pa3bioKMpoBKM.

MpoBepaTb kaXxkable X MUH.

Ecnu cdnaxok yCTaHOBJIEH, 3HAYEHWE B MOJSIe MUH. OMpefenseT, yepes
CKOJIbKO MUHYT Mocne ayTeHTudurKaumm nonb3osBaTenb fofkeH byaeT cHoBa
NoATBEPAUTb CBOI YPOBEHb AOCTYyNa.
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HacTtpoiika | Onucaxnme

Ecnu ¢naxok ycTaHOB/EH, 3HAYeHMe B MoJie AHeMN OnpeaensieT, yepes

UctekaeT u X oHen N
CTekaer Hepes X ane CKOJIbKO AHEel nofb3oBaTesb AoIXKeH ByaeT CMEeHUTb Naposib.

Ecnu dnaxok ycTaHoB/EH, 3HAYeHMe B MoJie naponei onpeaenser
KO/IMYECTBO NOC/IEAHNX UCMOMb30BaHHbLIX Maposiei Nnosib3oBaTens, KoTopble
He A0JIKHbI UCMOJIb30BaTLCA MPU HA3HAYEHMU HOBOro Naposis.

3anoMmuHaTtb nocnegHue X
naponemu

5. Bbibepute Bknaaky Maponb nosb3oBaTens.

6. HacTtpoiiTe napaMeTpbl Napofis NoNbL30BaTENSA, PYKOBOACTBYSACH MPUBEAEHHON HUKE Tabnuuen.

HacTtpoika OonucaHue

BbibepuTe 13 Tpex NyHKTOB.

BBoAMMbBIN — naposnb HeobxoauMo ByaeT BBECTU B npoLecce nepcoHanmsaumm
BPYYHYIO.

CTaHAapTHbIN — 3N1eKTPOHHbIN kntod JaCarta 6yaeT nepcoHanvM3mMpoBaH C

3HauyeHue napons
naponemM, 3agaHHbIM B aKTUBHOM NoJie HAaNnpoTuB CNnCKa.

Cny4yaWHbIi - C/lyYaiiHbI Naponb 0To6pasnTcs BO BpeMs nepcoHanusaumu. B
3TOM Cny4yae ero Hafo COXPaHUTb B HAAEXHOM MecTe. B cnydae yTepu ero Henb3s
6yneT BOCCTaHOBUT.

Tun pocryna [ns 6a30BblX HAaCTpPoek oCTaBbTe BblbpaHHbIM NyHKT Maponb nonb3oBaTens.
Ha)xaTne Ha AaHHYI0 KHOMKY OTKpbIBaeT OKHO HacTpoek kadectsa napons. Cnmcok

KauecrBo napons AOCTYMHbIX NapaMeTpoB NPeACTaB/ieH Bbile B pasaene «HacTpolika kayecTsa
naponen».

7. Mepeiante Ha BkNaaky [Maponb agMMHUCTpaTOpa W HAcTpoWTe MapaMeTpbl Mapons
aAMUHUCTPATOpaA, aHaforMyHo MapaMeTpaM napofs nofb3oBatend Ha Bknaake [MMaponb
nonb3oBaTens.

MpumeuyaHue:

EcnnM Bbl XOTUTE WCMONb30BaTb ANA aAMUHUCTPATOPCKOro AO0CTyna K/Y aAMUHUCTPATopa, BbIMOMHUTE
OENCTBUA, oONWCaHHble B pasaene <«HacTpolikum Ana nepcoHanMsauMmM C  WUCMNOSIb30BaHMEM  KJ/itova
aaMUHUCTpaTopa»

8. CoxpaHuTte npodunb, HaxaB COXpaHUTb.

Tenepb Npodunb MOXHO MCMNONbL30BaTb A NEepcoHanM3aunmn 31eKTPOHHbIX Kitodeln JaCarta (cwm.
pa3gen «lepcoHannsaumsa c 6a30BbIMW HACTPOMKAMKN>»).

Hactpownku gna ncnonb3oBaHusa uucppoBon nognucu

Hactporika npodwuns nepcoHanusauuMm Ans MCNosb30BaHUA UUbPOBOM NOAMNCU HE NPOTUBOPEUUT
6asoBon HacTponke. TakuM o06pa3oMm, 418 HACTPOMKM MUCMONb30BaHMUS UMEGPOBOMA MNOAMNUCU TakXe
Heob6Xx0ANMO BbINONHUTL HAaCTPOMKY 6a30BbiIX NapaMeTposB.

Y106b1 co3aaTh Npodusb NnepcoHannsaumum Anasi MCNoJsib30oBaHUA napons undposoi nognucum.
1. B naHenu ynpasneHus Bbibepute ®ann > YnpasaeHue npodbunsamu.

2. Haxmute Cospartb, uT06bl CO34aTb HOBbIM Mpodusb Mnm U3MeHnTb, 4TO6bl OTpesakTUpoBaTb
CyLecTBYOLWMN Npodusb.

3. HacrtpoiTe 6asoBbie napaMeTpbl UCMOJIb30BaHMA 31EKTPOHHOro kntoda JaCarta, pyKOBOACTBYSCH
nHdbopmaumner B pasgene <«bas3oBble HacTpomku». EcAnM  Bbl  XOTUTE WCMNOAb30BaTb AN
AAMUHUCTPATOPCKOro AocCctyna K/AW4Y aagMUHUCTPATOpa, BbIMNOJIHUTE AeﬁCTBMﬂ, OMUCaHHble B
pa3gene «HacTpoiku gns nepcoHanmsaumm ¢ UCNONb30BAHUEM KJOUYa aAMUHUCTpaTopa».

.

Boibepute Bknaaky LinppoBasi noanucb 1 yctaHosuTe dnaxok Ucnonb3oBaTb naponb Ans

un.
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OKHO pefilakTMpoBaHusl Npodunsa NPUMET CNeayoLWwnin BUA.

¥NpasneHye npogHaam9 ll
UpibpoBaa noanmce | 1 | >|

¥ Wcnonesosate napone anA LIME

- MapaMeTpel knoda
Matkc, knHqen IMakc, Knrqen
Z048-6mT 1024-6HT

E = =l
[~ IHIHEHHE NapanA
[cranaapmn ] [ 11111111

K.a4ecTeo napanA |

~Maponk pazbnokHpoEaHHS

ICTaHﬂ.apTHj I 0oQonoao

KauecTen napona |
OTHEHS |

CoxpaHHTE

5. HacTtponTe HeobxoanMble NapameTpbl, pyKOBOACTBYSCb NPUBEAEHHOM HuMxXe Tabnuuen.

HacTtpoiika

Makc. knrouen 2048-6uTt

OnucaxHue

MakcuManbHoe KOn4ecTBo Katouven annHon 2048 6UT, KOTOpble MOXHO
XpaHUTb B NaMATK 3N1eKTpPoHHOro katoya JaCarta.

Makc. knruen 1024-6ut

MakcuManbHOe KONMYeCcTBO Ktoven anmHon 1024 61T, KOTOpble MOXHO
XpaHWUTb B NaMSATW 3/1IEKTPOHHOrO ktoya JaCarta.

3HauyeHue napons

BbibepuTe 13 Tpex NyHKTOB.

BBOAMMDBIN — naposb HeobxoauMo 6yaeT BBECTU B npoLecce nepcoHanmsaumm
BPYUYHYIO.

CTaHAapTHbIN — 3M1eKTPOHHbIN kntod JaCarta 6yaeT nepcoHanv3mMpoBaH C
naponem, 3aAaHHbIM B aKTMBHOM MOJIe€ HanNpoTUB CNMCKa.

Cny4yalHbIi - C/lyYaiiHbI Naponb 0To6pasnTcst BO BpeMs nepcoHanusaumu. B

3TOM C/lyyae ero Haf0 COXpaHUTb B HAAEXHOM MecTe. B cnyyae yTepu ero
Henb3s 6yaeT BOCCTaHOBUTD.

3HauyeHue napons >
KauyecrBo napons

BbI3biBaeT OKHO HacTpoek KayecTsa nNapons umMdpposor noanncu (CMm.
«HacTpoika kavecTtBa naponemn»).

Maponb pa3z6noKMpoBKU

AHanNorMyHo cnucky 3HavyeHue napons.

Maponb pa36nokMpoBku >
KauecrBo napons

BbI3biBaeT OKHO HacTpoeKk KayecTsa napons pa3brokMpoBku LMdpoBon
noanucu (cM. «HacTporika KayecTBa naponemn»).

6. Haxmnte CoxpaHUTb A/18 COXpaHeHUs Npodunsa nepcoHanmnsaummu.

Tenepb Npodunb MOXHO WMCMNONb30BaTb ANS NepcoHanusaummn (cMm. pasgen «lepcoHanmsaumsa ¢
HacTponkamum UMdpoOBON NOAMUCK> ).

HacTtpoiiku ans nepcoHanusauum ¢ UCNosib30BaHUEM KNo4va agMUHUCTpaTopa

YT106bl MCNONB30BaTb K4 agMUHUCTPATopa AN AOCTyna K APYrMM 3NeKTPOHHbIM katoyam JaCarta,
Takonm kN4 HeobxoanMMoO cHavana co3gaTb. [pouenypa co3haHus Ka4Ya aAMUHMCTpaTopa onucaHa B
pasgene «Knw4y agMMHUCTpaTopa».

HacTpoiiku npodwuns ans nocnegyrollelt nepcoHanmsaumm ¢ UCMosib30BaHMEM KJloYa aAMUHUCTpaTopa
He MpOTMBOPEUYUT HaCTpolKaMu, 3ajaloWwmMM HeobXoAMMOCTb MCMOMb30BaTb Napoib  LMbpPOBOL
noanucu. OTanume oT 6a30BbiIX HACTPOEK 3aK/4aeTcs B TOM, 4YTO AN AOCTyNa Ha YpOBHe
aAMUMHUCTpaTopa K 3/1eKTpoHHOMY kitody JaCarta, KoTopblii 6yAeT MnepcoHanvM3MpoBaH Ha OCHOBE
[AaHHoro npodwuns, 6yaeT NPMMEHATLCS HE Naposib aAMUHUCTPATOPA, a K/toY aAMUHUCTpaTopa.
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YT106bI HacCTpouTb HpOCbMﬂb ansa nOCﬂeAYIOI.LIeﬁ nepcoHasan3sauuum C MCcnoJsib3oBaHUeEM KJko4da

aaMMHMUCTpaTOpa.

1. Bbibepute Myck > Bce nporpammbl > JC-Client > JaCarta Format.

2. B naHenu ynpaBneHus Bblbepute ®ann > YnpasneHuve npodbunamu.

3. Haxmute CoapgaTb, 4TO6bl CO3AaTb HOBbIM Npodwab MAM U3MeHUTb, 4TO6bl OTpeAaKkTUpoBaThb

CyLLEeCTBYOLWWI Npodusb.

4. Tlepengute Ha Bknagky Maponb agMuUHMUCTpaTopa M B cnicke Tun gocryna Bbibepute Knrou

3DES.

OKHO MPUMET CrieayoLWmii BUA,.

¥npasneHWe npodunsamm

X

Mapoik aAMMHMCTRATOPa ||_LH¢.|;..;.Bag NoANHCE LI_’I

[~ IHIHEHHE NapanA

ICTaHnaple I aooooooo

- MoNHTHES ADCTYNa
THN A0CTYNa

~MoNHTHES Co3A3HHA Knioda SDES
[~ Knmd aaMuHHCTpaTopa

I~ WaeHmHbHEaTom

IHAYEHHE KNHOHa

Ka4ecTEo napona |

OTHEHS |

CoxpaHHTE

5. YcraHoBuTe dnaxok Knwou agMMHUCTpaTopa.

MpuMmeuyaHue:

Ecnn He ycTtaHaBnuBaTb (axok Knrou agMMHUCTpaTOpa, CyLleCcTByeT BO3MOXHOCTb B nojie 3HadeHue
KJIlOYa SBHO 3azaTth ktod 3DES B wecTHaguatepnyHoM ¢popmaTte. JaHHas BO3MOXHOCTb NpeAHa3HavyeHa ans
TEXHOMIOrMYecknx napTtHepoB koMmnaHum 3A0 «AnagavH P.[.» M He peKOMeHAYyeTCs K WCMOSIb30BaHUIO B

NMPaKTU4YECKUX Uensx.

6. Ecnm Bbl XOTUTE MWCKAOUMTL BO3MOXHOCTb YAaneHHON pa3bioKMPOBKM 3MEKTPOHHBIX KIOYen
JaCarta, yctaHoBuTe dnaxok UaeHTudmukarop.

7. Hactporte naponb nonb3oBaTtens U, Npy Heob6XoAUMOCTU, HACTPOWTe TakKXKe napameTpbl napons
umMdpoBON NOAMNUCKU, PYKOBOACTBYSACb WHMOpMauueln, npeactaBneHHOW B pasgenax <«basosble

HacTponkn» U «HacTponkn ans ucrnonb3oBaHMs LMGOPOBOK NOANUCU».

8. HaxmMute CoXpaHUTb, 4YTO6bl COXpaHUTbL Npodusb NepcoHanmnsaLmu.

Tenepb AaHHbIA NpoduUb MOXHO MCMOJb30BaTb AN MEPCOHANM3aUnN C KIHUYOM aAMUHUCTpaTopa

(CM. pasgen «llepcoHanuMsaumsa C UCNOJIb30BaHMEM KJllO4a a,CI,MVIHVICTpaTOpa»).
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MNMepcoHanusauunsn

B npouecce nepcoHanusauum 3a4al0TCs OCHOBHble MapaMeTpbl UCMOSb30BaHUSA 31EKTPOHHOMO Kio4a
JaCarta, Takme Kak KayecTBO Naposis Nosb30BaTesNss U BO3MOXHOCTb MCNOSIb30BaHUA napons undposon

noanucu. [llepcoHanusauus rMpoM3BOAUTCA Ha OCHOBE 3apaHee HAaCTPOEHHbIX U COXPaHEHHbIX
npodpunen. O HacTpoihke npodunen nepcoHanusaumm CMm. pasgen <«Hactponka npoduns
nepcoHanunsaummn».

BHumMmaHue!

Ecnun anekTpoHHbI ko4 JaCarta mepcoHann3npoBaH CO CTaHAApPTHbIMKU HacTporikamu, 6710KMpoBKa napons
aAMUHUCTPATOpa Ha 3TOM 3/1IeKTPOHHOM KJtoYe npuBeAeT K HEBO3MOXHOCTWU MOCNeAyoLlen O4UCTKM NaMaTn u
nepcoHanusaumm. Ecnm Bbl XOTUTE COXPaHUTb BO3MOXXHOCTb OYMCTKM MaMsSTU M NMOBTOPHOW NepcoHanu3aumm
nepes nepcoHanusaumen

3MIEKTPOHHOro ktova JaCarta nocne 6510KMPOBKM Mapons aaMUHWUCTpaTopa,

BbINOMIHUTE AENCTBMUS, NPUBEAEHHbIE B MPUIOXKEHUN

nepcoHanu3aumto B criyyae 6/10KMPOBKU Naposst agMUHUCTpaTopas.

«HacTtpownka JC-Client,

nossondwowas noBTOPHYHO

MepcoHanusauusa ¢ 6a3oBbLIMU HAaCTPOMUKaMM

Mpoueaypa nepcoHanusaumMm C 6a30BbIMM  HACTpPOMKaAMW MOXET OTAMYaTbCs B 3aBUCMMOCTU OT
Bbl6paHHoro cnocoba nepsuyHOro GopMMpoBaHUA Napons Nonb3oBaTens WU napons agMuHuUCTpaTopa.
Bo3MoXxHbI criegyowmne KoMbuHauum (CM. Tabnuuy HUxe).

Maponb nonb3oBartens | Maponb agMMHUCTpaTOpa

BBoauMbIN

BBoauMbIN

BBoauMbIN

CTaHAapTHbIN

BBOoauMBIN

CnyyanHbIA

CTaHAapTHbIN

BBoauMbIN

CTaHAapTHbIA

CTaHAapTHbIN

CTaHAapTHbIN

Cny4yaiHbIii

CnyyanHbIA

BBOoauMBIN

CnyyanHbIA

CTaHAapTHbIN

Cny4yaiHbIi

Cny4yaHbIi

B HaweM npumepe Mbl pacCMOTPUM KOMBMHaUWIO, rAe NapaMeTp NepBMYHOro hOPMUPOBAHMS Maposis
nonb3oBaTens yCTaHoBMEH Kak CnyyauHbIW, @ agMMHUCTpaTopa Kak BBoaAuMBINA

YT106bI NEepcoHaNM3MpPOBaTb /1EKTPOHHbLIA KoY JaCarta, ncnonb3sysa npocpuab ¢ 6a3oBbiMU
HacTpoMKaMMm.

1. NMoaknwounte Kk pabouen knoy  JaCarta, koTopbli Heobxoanmmo

nepcoHanm3npoBaThb.

CTaHUMM  371EeKTPOHHbIN

2. Bbibepute NMyck > Bce nporpammbl > JC-Client > JaCarta Format.
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OTO6pasnTCs OCHOBHOE OKHO YTU/UTLI.

i JaCarta Format

1MA yCTPOHCTES

[JC-Client. PykoBoACTBO aAgMMHUCTpaTopa]

JaCarta

MeTka

CTaTye

He nepoHanMaMposaHo

Bepcna OC

3.0037

CEPHAHEIA HOMER

0B52001323549243

OBBEM NaMATH

73728 Bant

CEob0aH0A NaMATH

54486 Bant

MoAsep#ka GHOMETEHK

Het

Ecnun anekTpoHHbIN ktoy JaCarta He nepcoHanm3anpoBaH, nose Craryc byaeTt cogepxaTb 3HaUYeHue
He nepcoHanusupoBaHo.

3. B cnnicke Mpodwmnb BbibepnTe 3apaHee COXPaHEHHbI Mpodwuib MepcoHanusaumMm u HaxMmute
MepcoHanusaumsa.

B npouecce nepcoHannsaymm OTOGpaBMTCﬂ cnegyruee OKHo.

YCTaHOBKA 3HAa4YeHHA Naponia X|

- MonEs0EATENE
Maponk NoONE30EATENA

MaATEERHAEHHE I

[ AAMHHMCTRATOR
Mapone I

MoATEERH AEHHE I

COxpaHMTE CYYaRHER Naponit
NoNb30EATENA B HAAEKHOM HacTe!

Y¥CTAHOEMTE
OTHEHA |

B none Maponb nonb3oBatens oTobpaxaeTcs cnydalHbli Naposb Nonb3oBaTens. Heobxoanmo
COXPaHWTb 3TOT Maposib B HAAEXHOM MeCTe, TaK KaK B C/lyvyae yTepu cydyanHoro napons ero 6yaet
HEBO3MOXHO BOCCTaHOBUTL.

4. Ytobbl nNpomo/MKMUTL nMepcoHanmsaumio B none Maponb v [MoarTBep)xAaeHMe B CeKUUM
AAMUHUCTpATOP BBEAUTE Napoib aMUHUCTPATOpPa U MOATBEPXKAEHMUE COOTBETCTBEHHO N HaXMUTE
YCTaHOBUTD.

Mo 3aBepLleHnn npouecca nepcoHannsaunm 0TO6paBVITCF| cnegywuee COO6LLleHVIe.
x

-
\]_) yCTDDﬁETBD YCMEWHD NEPCOHANMEHPOEIHD,

5. Haxmute OK.

DNEeKTPOHHbIN ktoy JaCarta nepCcoHannM3npoBaH M rOTOB K UCMOJIb30BaHMUIO.

MepcoHanusaumsa ¢ HacTponkamm unucpposomn noanucu

Mpoueaypa nepcoHanusauum Ha OCHOBe Mpoduns C HacTporkamu uUndpoBOM NOANUCU ABASETCSH
.CI.OI'IOJ'IHMTeanOﬁ 4acCTblo Npoueaypbl NnepcoHanndaunm c 6a30BbIMU HaCTpoﬁKaMM N MOXET OT/INYAaTbCHA
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B 3aBMCUMOCTM OT Bbi6paHHOro cnocoba nepBuMYHOro opMMpoBaHMsA MNaposis UudbpoBOK noanucu wm
naposs pa3bnokMpoBku LMpPOBONM NoanucK.

NMpumeyaHue:

Mepen nepcoHanusaunen Heob6XOAMMO HaCTpOUTb MpaBufa CBA3bIBaHMS nNapons uu@poBoM noanucu C
3aKpbITbIM KHOYOM. g 3Toro ucnosnb3dyetcs ytunuta JaCarta Options. Mpoueaypa HaCTpOMKK onucaHa Huxe
B HacTosweMm pasjaene.

Ona napons uMdpoBon noanucu n napons pasbnokMpoBku LMMOPOBON NOAMNNCK BO3MOXHbI TPU cnocoba
nepBuUYHOro )opMMpoBaHuS.

L4 BBOAUMDIN - napoJib 3a4a€TCd B npouecce nepcoHannsaunmm B COOTBETCTBYHOLLEM OKHE.

e CraHAapTHbIA - Napo/ib NPUHUMAET CTaHAapTHOE 3HaYeHWe, BBEAEHHOE B HacTpoikax npoduns
nepcoHanmsauuu.

e CnydalHbIA — Cc/ly4yaliHbl Naposib 0TO6paXKaeTcs Ha aKpaHe B NPoLecce nepcoHanmsaumm.

Takum o06pa3oM, 4OCTyNHbI criegyowme KombuHaumm (cM. Tabnuuy HUXe).

Maponb undposoi Maponb pa361oKMpoBKHU
nognucu undpoBoi noanucu
BsBoauMbIn BBoauMbIn
BBOAUMDIN CTaHpapTHbIN
BsBoauMbIn CnyyalHbIN

CTaHpapTHbIA

BBOoAUMDIN

CTaHpapTHbIA

CTaHpapTHbIN

CTaHpapTHbIN

CnyyalHbIN

Cny4yanHbIi

BBOoAUMDIN

CnyyalHbIn

CTaHpapTHbIA

Cny4yanHbIi

Cny4yanHbIi

B paHHOM npuMmepe ANl MpPOCTOThbl MCMOMb3yeTcss Mpoduib C HACTPOEHHbIM TUMOM AOCTyna
nosnb3oBaTesiss MO Maposito Nosb3oBaTensi, a napameTp GOPMUPOBAHUS MEPBUYHOIO 3HaAYeHWUs Maposs
nosib30BaTesisl U Naponst aAMMHUCTPaTopa YCTaHOBMEH kKak CTaHAAPTHbIN.

Ons nepBuyHOro copMmpoBaHMs napons umMdpoBo noanucu v napons pasbiokMpoBKU LMD POBOMA
noAnucKu ncnonb3yetcs Tun BBoaNMMbIN.

Y106bl NEPCOHANN3NPOBATb 3/IEKTPOHHDbIN Koy JaCarta Ha ocHoBe nNpoduas, HaCTPOEHHOro
AN UCNOoSIb30BaHUA Napons undposoii nognucm.

1. Bbibepute Myck > Bce nporpammbl > JC-Client > JaCarta Options.

2. Bbibepute Bknaaky Undposasa noanuces.
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OkHO npuMmeT C)'Ie,D,YI-OLLI,Mﬁ BUA.

il

¥POBEHE HACTpOEK: ITEKyu.mﬁ NONB30BaTENS vI
UmbpoEan noanHcs |,ﬂ,nnnnHMTeann I _I‘ _I’

~MNaponk UHbpOEDA NOAMHCH

f* HHEGr 8,8 HE ZaN0MHHATE
. 3aN0OMHHATE H 3aNPAWHEATE NOATEERH AEHHE

 ZanomkHaTE

[~ CHHYpOHMEHPOEATE € NAPONEM NONES0BATENA

MonMTHEE CO3A3HKA KHOHa

|36,ﬂ.aHD E ABHOM EHMAE "I

[ BRAMOYMTE SAWMTY KHOYaE

CHPOCHTE HACTROMKK NONES0BATENA |

04 | OTHERS |

e ECnuM Bbl XOTUTE YCTAaHOBWUTb HACTPOWMKM ANsl TEKyLLero nosb3oBaTtesns paboyeil cTaHUWWU, B MEHHO
YpoBeHb HacTpoeK OCTaBbTe BbIGpaHHbIM NYHKT TeKyLWuii nonb3oBaTeslb.

e FEcnn Bbl XOTUTE YCTaHOBUTb HACTPOMKW Ha YPOBHE JIOKa/bHOM MalWHbl, B MeH YpoBeHb
HacTpoek BbibepuTe MyHKT JlOKaJibHbI KOMMNbIOTEP U YycTaHOBUTe dnaxok C6pocuTb
HACTPOMKM NoJib30oBaTesNeMn.

3. Onpepenute napaMeTpbl CBA3bIBaHWUS Napons umMdpoBOA NOANUCU C 3aKPbITbIM K/IHOYOM, UCMO/b3YS
cneayrowme HacTporku (cM. Tabnuuy Huxe).

Hacrtpoiika

Monntunka cospaHua Ka4a

OnucaHue

[aHHbIN CNUCOK COAEPXUT TPU MyHKTa:

3apaHoO B IBHOM BuAE - €C/iM Bbl6paH 3TOT MYHKT, 3aKpbITbl KOY CBA3aH C
naponem LndpoBOM NOAMUCK TONbKO B TOM C/lyvae, eciv sIBHO 3aAaH napameTtp
PKCS#11 2.20 CKA_ALWAYS_AUTHENTICATE.

JTo60ii KNOY NOANUCKU - €CNU BblIBpaH 3TOT NYHKT, Naposib LNMdpoBoi noanncu
6ynet cBsizaH C 06bIM  KKOYOM, AN  KOTOPOrO YCTaHOBJEH aTpubyT
AT_SIGNATURE.

UMA KOHTeliHep HauUMHaeTCA C - ec/n BbIbpaH 3TOT MYHKT, CyLUecTByeT
BO3MOXHOCTb 3a4aTb Npedukc KoHTenHepa (B nossnswowemcs none Mpedmkc).
Jtoboi kNtoY UMdpoBON NOANNCU, NMS KOHTEHEpPa KOTOPOro HauyMHaeTcs C
3ajaHHoro npedukca, 6yaet aBToMaTMyecku CBsisaH € naposieMm umbpoBoi
noanucu.

Ona npunoxeHuii, ncnonbaytowmx PKCS#11, - ecnn CKA_ID HaunHaeTcs ¢

3apaHHoro npedukca, aToT koY byaeT cBa3aH C naponem undpoBoi NoANUCH,
BHE 3aBMCUMOCTM OT 3HaveHus napametpa CKA_ALWAYS_AUTHENTICATE.

BklOUYMTb 3al4mMTy KJIlOYa

Ecnn paHHbI naxok yCTaHOBMEH, 3aKpbITbIN K4 C aTpubyTom
AT_SIGNATURE, co3aaHHbIN C yCTaHOBMEHHbIM B true (MCTUHA) NapaMeTpoM
CRYPT_FORCE_KEY_PROTECTION_HIGH, 6yaeT accounmnpoBaH C naposem
uMcbpoBON NoANUCK.

4. TlopkntoumTe K paboyer CTaHUMM 3NeKTpPOHHbIM kv JaCarta, koTopbii  Heob6xoommo

nepcoHanm3npoBaThb.

5. Bobibepute Myck > Bce nporpammbl > JC-Client > JaCarta Format.
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OTO6pasnTCs OCHOBHOE OKHO YTU/UTLI.

i JaCarta Format

1MA yCTPOHCTES JaCarta
MeTka
CTaTve He nepcoHanvz»pogaHo
Bepcna OC 3.0037

CEPHAHEIA HOMER 0BS2001323949243
OBBEM NaMATH 73728 Bat
CEob0aH0A NaMATH 54486 BanT
Moaasepka GUoMeTprKM | Het

Ecnun anekTpoHHbIN ktoy JaCarta He nepcoHanm3anpoBaH, nosie Crartyc byaeTt cogepxaTb 3HaUYeHue
He nepcoHanusupoBaHo.

6. B cnucke Mpodwmnb BbibepuTe 3apaHee COXpaHEHHbI Mpodunb MepcoHanM3aumMm U HaxMmuTe
MepcoHanusaumsa.

OTo6pasuTcs cneayloliee oKHo.

3Hauenwe napons yubpoBol NoANKEH |

- MonEs0EATENE
Maponk NoONE30EATENA I

MoATEERHAEHHE I

~PastnokMpoEKa
Maponk pastnoKHpoEH |

MoATEERH AEHHE I

Y¥CTAHOEMTE
OTHEHA |

7. B cekuun Monb3oBaTtenb, B nonsx Maponb nonb3oBatens v Moareep>xxaeHue sseanTe naposb
umdpoBON NOAMUCK U MOATBEPXAEHNE COOTBETCTBEHHO.

8. B cekumn Pa36nokupoBka, B nonsx Maponb pas36nokmpoBku 1 lMoarBep)xaeHue BBeauTe
naposb pa36b/ioKMPOBKU LMGPOBOIM NOAMUCU N NOATBEPXKAEHNE COOTBETCTBEHHO.

9. HaxMuTe YCTAaHOBUTb A/1S NPOAO/IKEHUS NPOLEAYPbl MEPCOHANM3aUMM.

Mo 3aBepLIeHNM NepcoHanmn3aumMm oTobpasnTcs creaytollee coobLleHue.
x

-
\]_) yCTDDﬁETBD YCMEWHD NEPCOHANMEHPOEIHD,

10. HaxMunte OK.

DNeKTPOoHHbIN Koy JaCarta nepcoHanmM3nMpoBaH M roToB K UCMO/b30BaHMIO.
lNepcoHanusauma ¢ MCNOsb30OBaHUEM Killo4a agMUHUCTpaTopa

lMepcoHanusaumsa Ha OCHOBe I'IPOd)VU'Iﬂ, HACTpPOEHHOro Ansd ucnosib3oBaHUA Kik4Ya agMUHUCTpaATopa,
OTnYaeTcs OT nepcoHanm3aumm C 6a3oBbIMM HacTporkamu. OTAMYME COCTOMT B TOM, 4YTO BMECTO
naponsa aaMUHUCTpATopa, KOTOprVI 3a4aeTca  npum 6azoBon nepcoHanmsauun, UnCNoNb3yeTcsa
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OOMONTHUTENbHbBIA 3NEKTPOHHbIA kntoy JaCarta (ka4 agMumHucTpaTopa). B octanbHOM npoueaypa
nepcoHanmMsauumM [AaHHOro Tuna ABASIeTCS  AOMONIHUTENbHOM  YacTbio  npoueaypbl  6a3oBoi
nepcoHanmsaumm n NepcoHanmsaumm Ha OCHOBE HaCcTpoek UndpoBoi nognucu.

MpuMmeuaHue:

[Ona nepcoHanmMsauuu C UCMOMb30BaHWEM KJtova aAMUMHUCTpaTopa HeobxoamMMo, 4Tobbl K paboyel cTaHuuu
6b1710 NOAKNOYEHO ABa YCTPOMCTBA YTEHUSI CMapT-KapT.

Mpexae 4eM nNpucTynaTb K npoueaype nepcoHanusauum C UCMOoJSIb30BaHMEM K/o4a agMUHUCTpaTopa,
03HakoMbTech ¢ pasgenamu «Kntou agMmmHucTpatopa» n «CocrtaB IDProtect Admin».

Ans Toro uTo6bl NEPCOHaANN3NPOBaTh 3/IEKTPOHHBLIN Koy JaCarta ¢ ncnonb3oBaHMeEM Kiloua
aaMMHMUCTpaTOpa.

1. TMopcoeanHUTE aNeKTPOHHbIN kntod JaCarta, KoTopbli HEO6X0AMMO NEPCOHANM3UPOBaTh.
2. Bbibepute NMyck > Bce nporpammsbl > JC-Client > JaCarta Format.

OTO6pa3’nTCs OCHOBHOE OKHO YTU/UTBI.

'& JaCarta Format

1MA yCTPOHCTES JaCarta
MeTka
CTaTve He nepcoHanvz»pogaHo
Bepcna OC 3.0037

CEPHAHEIA HOMER 0BS2001323949243
OBBEM NaMATH 73728 Bat
CEob0aH0A NaMATH 54486 BanT
Moaasepka GUoMeTprKM | Het

Ecnu anekTpoHHbIN kntoy JaCarta He nepcoHanu3nposaH, none Craryc 6yaeT cogepxaTtb 3Ha4YeHue
He nepcoHanusupoBaHo.

3. B cnucke Mpodunnb BoibepuTe cOXpaHeHHbI Npoduib n HaxmuTe NMepcoHanmMsaums.

Ecnu Koy aaMUHUCTPATOpa He NOAK/0UYEH, 0TOBpasnTcs creaytollee cooblieHne.

JaCarta Format x|

2 K.nhoY & AMHHHCTRATOPAE He HaFAeH, MOBTOPHTE NONEITKY HAK
-
HaxmuTe 'OTMeHa’, 4To0RI NPEPBATE ONEPALHHD,

QTHEHS |

4. TlloacoeavHUTe K4 agMUHUCTpaTopa n HaxmuTe MoBTOp.
5. BeeauTe naponb nonb3oBaTens AN Ki4da agMMHUcTpaTopa u Haxmute NMNoAaTBEepAUTD.

OTO06pasnTCca creayoLlee OKHO.

OkHO WA eHTWhMKaTopa ﬂ

MaeHTHbMaTOp

[

QTHEHS |
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6. B none NpeHTudmkatop BBeAMTE 3HAUEHME, KOTOPOE B 4uucie npodero 6yaeT MCNonb3oBaTbCs
ANS  yAaneHHON pa3b/ioKMpPOBKM MEPCOHANM3MPYEMOro 3NIEeKTPOHHOro ktova JaCarta. 3710
3HayeHne Heob6xoaMMo ByaeT coobLmTh NOSb30BaTENIo.

MpuMmeuaHue:

Ecnn B HacTponkax npoduna nepcoHanusaumm Ha Bkiagke Maposib apgMUHUCTpaTopa Bbl YCTaHOBUAU
dpnaxok NpeHtudpmkartop, 3HayeHne ByaeT cnydvaliHbIM M OKHO BBOAa WAeHTUdMKaTopa He nosiButcs. B
3TOM C/ly4yae nepcoHann3npyeMblil 3N1eKTPOoHHbIM katod JaCarta Henb3a 6yaeT pas3bnoknpoBaTtb B yAalleHHOM
pexume.

7. Haxmute OK.

Mo 3aBepLleHN nepcoHanamsaumm OT06pa3VITCF| cnepywliee COO6LU,eHVIe.
x

L3
\].J) ¥CTPOHCTED YCMNEWHD NEPCOHANMIMPOEAHD,

8. Haxmute OK ans 3aseplieHus npoueaypobl.

DNeKTPOHHbIA K4y JaCarta ycnewHo nepcoHanuMsnpoBaH. B cnydae Heo6Xo0AMMOCTW €ro MOXHO
6yaer pa3bnokuMpoBaTb WAM  MNOBTOPHO MEpPCOHaNM3MpoBaTb C  WCMNOMb30BAHWEM  KJtOYa
aAMUHUCTpaTopa.

Bo3MOXHble CcueHapuun nepcoHanusauummn

[aHHbll pasgen coaepxXxuT Tabnuuy (CM. HUXE), B KOTOPOW NpeacTaB/ieHbl BCE BO3MOXHblE CLieHapuu
rnepcoHanMsaumMm u MNpuMBeAeH CMUCOK Heob6XoAMMbIX AENCTBUA CO CCbIIKAMU Ha COOTBETCTBYHOLUMNE
pasaensl.

BO3MO>KHbIW CLleHapu# ‘ Heo6xoanMmbie aencTeus ‘ CcblJIKM Ha pasaesbl

1. HactponTe npodwunb ¢ 6a3oBbiMK

1. JocTyn nonb3oBaTens no
napameTpamu nepcoHanmsaumnu. .
naposnto. 1. Ba3oBble HacTpolkM

2. [10CTyN 3AMUHNCTPATOpa 2. Vcnonb3yliTe HaCTPOEHHbIN
) Ty paTtop npodunb Ans nepcoHanmnsaumm
no napornto.

3MEeKTPOHHOro knt4ya JaCarta.

CwM. pasgenbi:

2. MNepcoHanusaums ¢ 6a30BbiMK
HacTporkammu

1. Co3pganTe K04 aAMUHUCTPaTOpa. CM. pasaenbi:

1. loctyn nons3oatens no | 2+ HacTpoiite npodunb Ans 1. Koy aaMUHUCTpaTopa
A NepCcoHanM3aLmMmn ¢ UCrosb30BaHNeM -
p . KNoYa aAMUHUCTPaTOpa 2. HacTponku gng nepcoHanmnsaumm c
2. [ocTyn aaMUHUCTpaTopa MCMONb30BaHNEM KJTHOYa

C MCNonb30BaHMeM Kitoua | S+ VICMONb3YATE HACTPOEHHbIN aAMUHWUCTPaTOpPa
Npohuib U KoY aAMUHUCTpaTOpa

aAMUHUCTpaTopa.
ANS NepcoHann3aLmm sneKTPOHHOrO 3. MNepcoHanusaumsa ¢ UCNosib30BaHMEM
K/lo4a aaMUHUCTpaTopa

kntoya JaCarta.

1. JocTyn nonb3oBaTens no 1. HacTpoiite npoduns CM. paspens:

naposo. NepcoHanM3aLUmm C NoAAepPXKoM L H .
2. WUcnonb3oBaHue napons LMPpPOBOI NMoanucy. : ujgpp::oxﬁmrf;:nncél;onwosama
undposoy noanucK. 2. WUcnonb3ayiiTe HaCTPOEHHbIN > .
3. [locTyn aamMAHACTPaTOpa NPObWAL 417 NEpCOHANM3ALMAM . MepcoHanusauns ¢ HacTpoiikamu
rno naposno. 3NEKTPOHHOrO Kitoua JaCarta. LndpoBoii noanmcy
1. Co3pgaliTe K04 aAMUHUCTPaTOpa. Cm. paspensi:
1. [locTyn nonb3oBaTens no | 2. HactpoiiTe npodunb 1. Kniow anmukmcTpatopa
napono. nepcoHanM3aLnm C NoAAEPXKOi 2. HacTpoiikn Ans Ucnonb3oBaHus
umdpoBon NoanucK n 3aganTte B umdposon noanucu

2. Wcnonb3oBaHue napons 6 -~
LMGPOBOI noanMcH. HeM HeobX0AMMOCTb UCMONL30BAHUS | 3 HacTpoiiki ANS NepCOHaNM3aLmm C
Kto4Ya agMuMHUCTparTopa.

3. [locTyn agMMHUCTpaTOpa MCMNOJIb30BaHMEM K/lto4a
’ c Mc-:lyonbaosaHmere ngqa 3. Ncnonb3yiTe HaCTPOEHHbIN aAMUHUCTpaTopa
aAMMHUCTpaTopa. MPOGUNb 1 K04 aAMUHMCTPaTOpa 4. MNepcoHann3auns C HaCTpoKaMm

Ansa nepcoHannsaummn aNeKTPOHHOIo

umdposon noanucu
kntoya JaCarta.

5. NepcoHannsaumsa ¢ NCNOAb30BaHMEM
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BO3MOXKHbI CLleHapu# Heo6xoanMble AeACTBUA CcbI/IKM Ha pa3aenbl

KJlto4a agMUHUCTpaTopa

NMpumeuyaHue:

CueHapun C uMCNoSb30BaHMEM OWOMETPUYECKMX HACTpOeK MnpeacTaBfieHbl B [AOKYMEHTe McCro/ib30BaHne
JaCarta ans1 6uometTpudeckon ayteHTupukaumm B cpege Windows.
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Knroy agMmmnHucTpaTtopa

Kniou agMuHucTpatopa npeacrasnser cobo MHCTPYMEHT Ans AOCTyna Ha ypoBHe aAMWHMCTpaTopa K
3NeKTPOHHbIM kntovam JaCarta nonb3osaTtenen. [Ang coszpgaHMsa KAw4va agMMHUCTPATOpPaA MCMOb3yeTcs
MO IDProtect Admin, koTopoe He BxoauT B coctaB JC-Client. OnucaHune coctaBa NO IDProtect Admin u
0630p BXOAALWMX B HEro yTUIWT npeactaBneHbl B pasgenax «Cocrtae IDProtect Admin» n «0630p
yTnnnT B coctaBe IDProtect Admin» coOOTBETCTBEHHO.

NMpumeuyaHue:

MO IDProtect Admin He gBnsieTcs HeobxoAMMbIM ANS yMNpaBNeHWUsS 3/EKTPOHHbIMKM Katoyamu JaCarta
nonb3oBartenen. MNMpu Nob6OM ynoMMHaHMM B HACTOSILLEM PYKOBOACTBE MoAapasyMeBaeTcs, UYTto aaHHoe 0 yxe
yCTaHOBMEHO Ha paboyen cTaHUUM agMUHUCTpaTopa.

Ana Toro uto6bl co3paTb KAKOY aAMMUHUCTpaTopa.

1. MepcoHanuampynTe 3NeKTpOoHHbIK kntod JaCarta c¢ nomowbto yTunutbl JaCarta Format (cm.
«[epcoHanusaums»).

2. 3anyctute ytunmuty Card Generator.

MoaknumMTe NEpCOHaNN3NPOBAHHbBIN 3NeKTPOHHbIN Koy JaCarta, KOTOpbIM Bbl XOTUTE caenaTb
K/I0OYOM agMUHUCTpaTopa.

Ecnn anekTpoHHbIM Kkntoy JaCarta noaxoauT Ans CO3A4aHUsl KJoya aAMWUHUCTpaTopa, B obnactm
Selection Info (MHdopmauma 06 3nekTpoHHOM kntode) 6yanetr oTobpaxatecs Valid Card
(NMoaxoasiWwunin 31eKTPOHHbBINA KHOY), Kak Ha n3obpa)eHnn Huxe.

RI=E

File Action Help
— Creation Options
" Hash

& Custom

k)

5k Fandom |

ARDE JaCarta 0

—Master Key Data
[ Show Keystrokes

(]

Athena 25EDrive CCID - Selection Info
1 Yalid card

Cancel |

4. B obnactn Creation Options ([MapameTtpbl co3pgaHus) Bbibepute Hash (Xew) wunn Custom
(Mpown3BOMbHBIN).

+ Ecnu Bbl Bbibpanu Hash (Xew), B none Master Key Data (MacTtep-knio4) BBeanTE 3Ha4YEHNE,
XewWw KOToporo 6yaeT MCNonb30BaThCa AJ1S CO3AaHUS KYa agMUHUCTpaTopa (3To MoXeT 6bITb
noboe 3HaueHue).

¢ Ecnn Bbl Bbibpann Custom (lMpousBonbHbin), B none Master Key Data (Macrep-knwou)
BBeaAnTe 16 6alT AaHHbIX B WecTHaguaTtepuyHoMm dopmate mnm Haxmute Get Random
(CreHepupoBaThb).

HaxmuTte Create (Co3path).

6. MoaTeepanTe ypoBeHb AOCTyMna nosib3oBaTens, BBeAdA Mapofsib NoJSib30BaTens JaCarta u/unm
MPUIIOXKMB MNasiely K CKaHepy OTrne4vyaTKoB.
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MNMocne ycnewHoOro cosaaHusa Kiao4va aaMMHUCTpaTopa, oTobpasuTca cneaytoulee coobuieHune.

Card Generator

X

Admin Card was created successfully

7. Haxmute OK ans 3aseplieHus npoueaypobl.

MNone Selection Info (MHdopmauua 06 aneKTPOHHOM knye) npuMeT 3HavyeHne Admin Card

(Kntou agMmHucTpaTtopa).

I‘.l:ard Generator

File Action Help

¢

ARDS JaCarta

b

Athena ASEDrive CCID
1

% Hash

= Custam

— Creation Options —‘

=101 ]

Gek Random |

—Master Key Data
[ Show Kevstrokes

I********

r~Selection Info

Admin Card

Cancel |

Tenepb KMOY aAMMHUCTPATOPA MOXHO MCMOJIb30BaTh MPU MEpCoOHanM3aLmm 3/1EKTPOHHBIX Kouein
JaCarta, a Takxe [4ana wux pasbnoKUpOBKM,

(CM. <<I'Iepc0Hanv|3au,|/|;| C wucnonb3oBaHMeM Kiko4yYa aAMUHUCTpaTopa>»

MCnoJsib30BaHMEM Kilko4a a/.lMVIHVICTpaTOpa»).
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Onepauun c¢ ceptucmkatamm B NaMATU INEKTPOHHbIX KITHOYeWn
JaCarta

JC-Client nogaepxusaeTt paboTy c ceptudunkatamm ctaHgapta X.509. B namMsATM aNeKTPOHHbIX K/tOYen
JaCarta MOXHO XpaHuUTb Kak cepTudunKaTbl OTKPLITOro Kno4a (annbl MMeT paclinMpeHne .cer), Tak u
cepTudunKkaTbl, coagepxalinme napy OTKPbITOrO M 3aKpbITOro katoda (dannbl nMerT pacwmperue .pl2 m
.pfx). B nocnegHem cnyyae, ecnu ceptudukaT 3allmuieH naposieM, ero Heobxoanmo 6yaeT BBECTM BO
BpeMS npoueaypbl MMAOOPTMPOBaHMSA cepTudumkaTa. Takxke MOXHO 3agaTb cepTudukaT No yMosYaHuto
(ecnn B nmamMaTM 3nNeKTpOHHOro knatw4ya JaCarta uMeeTcsi HeCKO/IbKO CcepTUdUKaToB) WAM yaanuTb
cepTnduKaT, XpaHALWKMNCS B NaMATU SNEKTPOHHOro kntoda JaCarta.

Ons paboTbl ¢ cepTudmrkaTaMm mucnonb3yetcs ytuamta JaCarta Manager. Bce onepauuun, cBsisaHHbIE C
cepTudurkaTamm, TpebyoT YPOBHS AOCTyNa nosb3oBaTens.

MpocmoTp cepTucpukartoB B namatn JaCarta

YT106bl NPOCMOTPETL CEPTUDUKAT, XPaHALWNINCA B NAaMATU 3/1eKTPOHHOro kntova JaCarta.
1. Bbibepute Myck > Bce nporpammbl > JC-Client > JaCarta Manager.

OT06pasnTCcst OCHOBHOE OKHO YTUAUTBI.

Licix

Marn  CepThpMear  AocTyn Nomowe

= e
T A T ™.

Ofiues | KUK M cepTHMKATE I

-
<o | | I

[MA yCTPOHCTES JaCarta
ARDS JacCarta, ., MeTka JaCartaR0BS2002248279243
CTaTyve MepcoHanKzHpoEaHD
Bepcna OC 3.0037
CEPHAHEIA HOMER OBSZ0022483279243
OGBEM NaMATH 73728 bait
CEoB0aH0A NaMATH 46618 BanT

Moasepxka GuomeTpun | Het

2. BbibepuTte Bknaaky Knroum n ceptudmkarhbl.

3. B 3aBUCMMOCTM OT HACTPOEHHbIX MNapaMeTpoB [AOCTyna BBeAWTE naposfb NoJsib30BaTens n/mnn
MPUNOXNTE Nasniely K CKaHepy OoTne4vyaTKkoB.
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OTobpasutcsa Bknagka Knwoum n ceptudunkarsbl.

eI

Main  CepTHbHEaT AocTyn  MoMolus
/l'\-\.\_
FEH RS
@J = ) wo

H Ofwes  FNHNK H CEPTHOHEATE
=4 | =czZm
=1 965e3ba0-8b5f-4642-837f-1c17ebacaBab

ARDS JaCarta. .. &7 Key <AT_SIG,2048>

.3l a1 <AT_SIG, 2048

3aKpEITE |

4. BblbepuTe cepTuduKaT, MHDOPMALMIO O KOTOPOM HEO6XOAMMO MOCMOTPETb, U LUENKHUTE Ha KHOMKe

OT06pasnTcsa OKHO C MH(OpMaumnen o cepTudunkare.
UmMnopT cepTudmkaTta B naMATb INEKTPOHHOrO Krikoya

YTo6bl MMNOPTUPOBATL CEPTUMMKAT, BbINOIHUTE Ceaylowne AeiCcTBuUS.

MpumeuyaHue:

Ecnn npu umnopte cepTtudukata (.cer) ¢ nomowpbto ytunutbl JC-Client Manager B namMaTu 3/1€KTPOHHOrO
Kl04a HaxXoAWTCA TOT XXe OTKPbITbIA K4, 4To M B danne ceptudwukata, AaHHbIN cepTudukar
MMMOPTUPYETCS B KOHTEMHEP C 3aKpbITbIM K/IKO4OM, COOTBETCTBYIOLUMM COBMNajaloLeMy OTKPbITOMY KJIlOuY.

1. Bbibepute Myck > Bce nporpammbl > JC-Client > JaCarta Manager.

OTO6Pa3’nTCA OKHO YTUUTSI.

eI

Main  CepTHbHEaT AocTyn  MoMolus
. =
HGIENE TS
H Obies | KN4 M CEpTHOHKATE I

| | |

¥

[MA yCTPOHCTES JaCarta
ARDS JacCarta, ., MeTka JaCartaR0BS2002248279243
CTaTyve MepcoHanKzHpoEaHD
Bepcna OC 3.0037
CEPHAHEIA HOMER OBSZ0022483279243
OGBEM NaMATH 73728 bait
CEoB0aH0A NaMATH 46618 BanT

Moasepxka GuomeTpun | Het

3aKpEITE

2. BbibepuTte Bknaaky Knroum n ceptudmkarhbl.
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3. B 3aBucumoctu oT HACTPOEHHbIX MapaMeTpoB AO0CTyMNa BBeEAUTE MapoJib MNOJIb30BaTENA n/mnn
NMPUNIOXUTE Naslel K CKaHeEPY OTNe4YaTKoB NasibLEB.

OTobpasutcsa Bknagka Knwoum m ceptudumkarthbl.

eI

Main  CepTHbHEaT AocTyn  MoMolus
/l'\-\.._
(i h ~y
S G BN e
H Ofwes  FNHNK H CEPTHOHEATE
gl

ARDS JacCarta, .,

3aKpEITE |

4. BbibepuTe KOHTEMHEP U LENKHUTE Ha KHOMKe @

OTo0b6pasnTcs creaytollee OKHO.

MyTk K hafny MMNoOpTHRYEMOra CepTHHMKATA

Ix

I Zi6z0p

g

BEEAHTE NER0NE, SALHIULERILIHMI S aKEEITEIF KIHY

™| SanpyemTe Bohn uEROURY

- (i Tilp e ey
[~ Saname HiMa KoHTERHERS P

I QTHEHS

i
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5. Haxmute O0630p U1 BbibepuTe cepTUdUKAT, KOTOPbIA Bbl XOTUTE MMMNOPTMPOBATbL B MNaMsATb
3/1eKTPOHHOro ktoya JaCarta (cM. nsobpaxeHune HMXe).

Manka: IE}A&MHHHmpaTop j o F L

Application Daka
) Cookies

Local Settings
MerHood
PrinkHood
SendTo
@Fnasﬂne MEHHD
"::?l-"lBﬁpaHHDE
@Mnn ADKYMEHTEI
‘' HeA&BHHE AOKYHEHTEI
| ") Pafioumi cron
LB naHE!

=] dummy. cer

Hma dakina: Itestcert.pfx j Orepeme I
Tundaiines:  |DER Encoded binary 509 : PKCSP12 Files | Orhaera |

[T Toneko yreHue

4

6. Haxmute OTKPbITb.

Ecnn cywecTtByeT BO3MOXHOCTb 3arpy3uTb LENnOYKy CepTuduKaToB W/ wan ecnm B cepTudukar
BKJ/IIOYEH 3aKpbITbl K104, OKHO UIMNOpT cepTudmkaTa npmmeT creayrowmn Bua.

WMrmnopT ceprudurara ll

My TE & Garny MMNOPTHRYEMOrD CEpTHDHIKATA

I C:\Documents and Settingstal TEST.000YPa0 Cfzop I

BEEAMTE Mapons, SAWHLLEHOLWKA 3aKPEITEIA KoY

I [ 11 11]]

I7 36I'|:I'}."3P1Tb ECHD LEMNOHEY

[v Zaaatk vMA KoHTERHERA
| CONTAIMER p— |

7. BBeauTe nNaponb 3aKpbITOro Kiwuda cepTudukata B nosie BBeauTe naposib, 3aljvujarowimin
3aKPpbITbIA KO,

Ecnv Heo6xoanMo, ycTaHoBUTE (hlaXxok 3arpy3uTb BCHO LIEMOYKY.

YctaHoBUTe dnaxok 3apaTb UMA KOHTEMHepa W B MOJie HUXe BBeAMTE MMsl KOHTelHepa
ceptudmkata W 3aKkpblToro kaw4Ya (B NPOTMBHOM cCnyyae uMa 6yaeT creHepuMpoBaHo
aBTOMaTU4eCKM).

10. Haxmute UMnoprT.

11. B 3aBucumoctn oT HACTPOEHHbIX MapaMeTpoB AO0CTyMNa BBeEAWTE MapoJib MNOJZIb30BAaTENA n/mnn
NPUNIOXUTE Nasel K CKaHeEPY OTne4yaTKoB NnasibLeB.

Mocne ycnewHoro MMNopTMpoBaHus cepTudmnkaTa otobpasmnTtcsa cneayouiee coobuieHume.

JaCarta Manager il
-
\_!_) CepTHBHKAT MMIOPTHPOEAH

12. HaxmuTte OK.
CepTudukaTt MMNOPTMPOBAH B NaMATb 3/IEKTPOHHOro kitoda JaCarta.
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AKCNOPT cepTURPMKATOB U3 NaMATU INIEKTPOHHOIO Krroya

M3 namMaTn aN1eKTPoHHbIX Ktover JaCarta MOXHO 3KCMOPTUPOBaTh cepTUdUKaTbl 6e3 3aKpbITOro Kwua

(.cer).

YT106bI 3KCNOPTUPOBATb CepTU(PUKAT U3 NaMATU JIEKTPOHHOro knto4a JaCarta.

1. Bbibepute Myck > Bce nporpammbl > JC-Client > JaCarta Manager.

OT06pasmnTca OCHOBHOE OKHO YTU/UThI.

E JaCarta Manager

Main  CepTHbHEaT AocTyn  MoMolus

=101 ]

=
=

) )

N
L

)

ARDS JacCarta, .,

Ofiues | KUK M cepTHMKATE I

[MA yCTPOHCTES JaCarta

MeTka JaCarta#0B520022458279243
CTaTyve MepcoHanKzHpoEaHD

Bepcna OC 3.0037

CEPHAHEIA HOMER OBSZ0022483279243

OGBEM NaMATH 73728 bait

CEoB0aH0A NaMATH 46618 BanT

Moasepxka GuomeTpun | Het

2. Bbibepute Bknaaky Knwumn n ceptudpumkarbl.

3. B 3aBucumoctn oT HACTpOEHHbIX MNapaMeTpoB AOCTyMNa BBeAWTE MNapoJib MOJZIb30BaTesNA n/mnum
NMPUNOXUTE Nanel K CKaHepy OoTne4vyaTkoB najibLueB.

OTob6pa3utcs Bknagka Knwoum n ceptudmkarhbl.

E JaCarta Manager

Main  CepTHbHEaT AocTyn  MoMolus

=101 ]

2 (]

ARDS JaCarka, ..

Obwee  KNKYM M CEPTHRMKATE

= S
E--{:I 655218f0-aac7-4dd2-8048-c7ThfE46340c0
&5 Key <AT_SIG, 2048

i.L3l a1 <AT_SIG, 2048>

3aKpeITE |

4. Bblbepute ceptudunkaT, KOTOPbIK HEO6XOAMMO 3KCNOPTUPOBATb, U LWENKHUTE Ha KHOMKe @
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7.

OTO06pasnTCa creaytollee oKHo.

Icnopt ceprudurara il

YEEWHTE My Th M MM hakina ANA 3KCNopTHPOBaHS

I OhAzop

foll: darin SRCNOPT

B XPAHHAHLLE OTMEHA

il

BbibepuTte nyHKT B ¢pavin nav B xpaHunauwe.

¢+ Ecnu Bbl Bbibpanu B dpaitn, BBeamMTe HeobxoauMble AaHHble B Nnone Ykakute nytb U MMms
cdaitna pnsa sKCNOpTUpPOBaHMUA. [1n5 3TOM LEeNn TakXe MOXHO BOCMOJSIb30BATbCS KHOMKOWM
0630p.

+ Ecnu Bbl Bbibpann B xpaHunuiye, nepexogmTte K cneayrowemy wary npoueaypsbl.
HaxxmMute dKCnoprT.

OTo6pa3untcs coobueHne o6 ycnewHoM aKkcnopTe cepTudumkaTa.

JaCarta Manager x|

\lj) CepTHMKAT YEMEWHD 3KCNOPTHROEAH

Haxmute OK ans 3aseplieHus npoueaypeobl.

Bbi6op cepTucdmkaTta no ymonyaHuro

Ecnu B namMatn anekTpoHHOro knto4a JaCarta xpaHWUTCA HECKONIbKO KOHTenHepoB (nap cepTtudukaTa m
3aKpbITOro Kiwuya), Ana Bxoga B Windows uMCnonb3yeTcs cepTUduKaTt, KOTOPbIN COAEpXUTCS B
KOHTeWHepe Mo yMonyaHuio. NS HasHavyeHus KOHTelHepa MO YMOYaHWIO MCNONb3YyeTCcs yTunuTa
JaCarta Manager.

YT06bI YCTAHOBUTb KOHTEMHEp B KauecTBe KOHTeiHepa Mo YMOJIYaHMUIO, BbIMOJIHUTE
cnepywoluime Aencrema.

1.
2.

BeibepuTte Myck > Bce nporpammbl > JC-Client > JaCarta Manager.
BbibepuTe Bknagky Knroum n ceptudukarbl.

B 3aBMCMMOCTM OT HaCTPOEHHbLIX MNapaMeTpoB A0CTyna BBeAMTE Maposib MNoJjb30oBaTens n/vnu
NMPUNOXUTE Naney K CKaHepy OoTne4vyaTkoB najibLeB.
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OTkpoeTcs Bkaaka Knoum u ceptudukarhbl.

5

Main  CepTHbHEaT AocTyn  MoMolus
P
@ﬂ ] @] w

Obwee  KNKYM M CEPTHRMKATE

SRS AP
£ 655218f0-aac7-4dd2-8048-c7bfB46340c0
ARDS JaCarta. ., - Y Key <AT_SIG,2048>
- L] a1l <AT_SIG, 2048
=17 576342d1-a900-4cf&-Beg9-6fbateZeTat
BN Key <AT_SI, 1024>

- L3l at <t 816, 1024
-3 aBA.ECOM Roat Ca

-

..... 3l Entca

3aKpEITE |

4. PasBepHute BeTBb CAPI 1 BbibepuTe KOHTEMHEpP, KOTOPbIA HEO6XOAMMO YCTaHOBUTb B KauyecTBe
KOHTEelHepa No YMOJI4aHuIo.

5. LWenkHUTe Ha BbI6pAaHHOM KOHTEWNHepe MnpaBOi KHOMKOW MbiM M BbibepuTe YCTAHOBUTb MO
YMOJIYAHMIO, KaK NoKa3aHo Ha M306paxeHun HUXe.

Licix

Marin  CepTrduear  AocTyn  MoMows
—~ -
DEEED S

Ofwee MMM H CEPTHOHEATE

ERER R
=1 655218f0-aac7-4dd2-8048-c Thf846340c0
ARDS JacCarta. .. . -85 Key <AT_SIG, 2048>

i.L3l a1 <AT_SIG, 2048>

-

SKCNOPT
[[ECMoTR

¥CTAHOBHTE NO YMONHaHHHD

¥AanHTE

3aKpeITE |

6. B 3aBucumoctm ot HACTpOEHHbIX MapaMeTpoB AOCTyMNna BBeAUTE MNapoJib MOJZib30BaTesNA n/vnu
NMPUNOXUTE Nanel K CKaHepy OoTne4vyaTkoB najibLeB.

Mo 3aBepweHuMn npoueaypbl BblIOpaHHbIN KOHTelHep OyaeT NOoMe4YeH KaK KOHTerHep o
YMOYaHuio.

YnaneHue cepTudmkaTa U3 NnamsaTH aNeKTPOHHOro Kntoya JaCarta

Ytobbl yaanuTb cepTUduMKaT M3 naMaTU dNeKTPOoHHoro kiw4da JaCarta, BbINnoNHMUTE crneaytowme
nencreus.

1. Bbibepute Myck > Bce nporpammbl > JC-Client > JaCarta Manager.

2. Bbibepute Bknagky Knroum n ceptudpmkarbl.

3. B 3aBUCMMOCTM OT HAaCTpPOEHHbIX MNapaMeTpoB AOCTyna BBeAMTE Maposib MNojb30oBaTens n/vnu
NMPUNOXNUTE Naney K CKaHepy OoTne4vyaTkoB najibLeB.
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OTkpoeTcs Bkaaka Knoum u ceptudukarhbl.

eI

thaiin  CepThhMkar docTyn  [oMolE
Qo
LORG
Ofiee  KAKIUM H CpTHHHKATHI

= S Em
=-{_1 655218f0-aac?-4dd2-8048-c 7hf846340c0

ARDS JaCarta... . AN Key <AT_SIG,2048>

- L] a1l <AT_SIG, 2048
=17 576342d1-a900-4cf&-Beg9-6fbateZeTat
BN Key <AT_SI, 1024>

- L3l at <t 816, 1024
L3l mBAECOM Root CA

----- 3l Entca

3aKpEITE |

4. PasBepHute BeTBb CAPI 1 BbibepuTe cepTuduKaT, KOTOpbIA HEOBXOAMMO yAannTb, Kak MokKasaHo
Ha PUCYHKE HUXeE.

eI

Main  CepTHbMEaT  AocTyn  MoMolus

Obwee  KNKYM M CEPTHRMKATE |

= (3 APt

SR 65521310 il Seiin A
P @ Key <A HOET;

- [Fat<ar, T

-3 s7e342d1-a_ [PEHIETR

ARDS JacCarta, .,

3aKpEITE |

MpuMmeuaHue:

Ecnu CepTMCbMKaT HaxoauTca B KOHTeVIHepe, HeobXxoAMMO OTMETUTb 3TOT KOHTeﬁHep.

5. LWenkHnTe Ha BbIbpaHHOM cepTudMKaTE WU KOHTEMHEPE MpaBOM KHOMKOM Mbiwn U Bblibepute
Ypanuro.

MoaBuTCA cneayrowee Ananorosoe OKHO.

JaCarta Manager |

P | EBblYEEPEHLI, YTD XOTHTE YAAMHTE 3TOT KOHTERHER, BXNMYAA COASPHALMECA B HEM CEpTHHHKATE H KNHOYH?E NataTH YCTpoficTea JACatta He OCTaHETCA
3 KOHTEAHEPOE, KOTOPEIE MOXHO By AT HAHAYHTE KOHTEMHEPAMH NO YHONHaHHHD

6. Haxmute [a, 4Tobbl yaanuTb BbI6paHHbI cepTUdUKAT NN KOHTEnHep.

B 3aBMCMMOCTM OT HACTPOEHHbIX MapaMeTpoB AO0CTyna BBeAMUTE Maposib MNoJjib30BaTensd n/mnn
MPUNOXNUTE Nanel K CKaHepy OoTrne4vyaTkoB nasibLeB.

© 2014, 3A0 «AnapavH P. O.» Ctp. 52 n3 110



17.06.2014 [JC-Client. PykoBoACTBO aAMUHUCTpaTopa]

Mo 3aBeplweHun npouenypbl BbibpaHHbIN cepTUdUKAT MW KOHTENWHep byaeT yaaneH M3 namaTtu
371eKTPOoHHOro katoya JaCarta.

HacTpoiika napameTpoB XpaHeHUsi CepTU(PUKATOB B XpaHUNMLLe

Mocne nopcoeanHeHust anekTpoHHoro kntda JaCarta k komnbtoTepy, MO JC-Client aBTOMaTnyecku
3arpyxaeTt ceptudukaTtbl, coaepxawmecsd B NaMATUM YCTPOUCTBa, B XpaHunuvwe ceptudurkaTos
TeKkyLero nonb3osartens.

Mocne Toro Kak nMonb3oBaTeNb OTCOEAMHSET 3NEeKTPOHHbIM ka4 JaCarta oOT KoMMbloTepa,
ceptuduKkaTtbl, KOTOpble ObiM 3arpyXeHbl MNpW MOAKIIOYEHUW YCTPOWMCTBA, YAANSAOTCA U3 JIMYHOIO
XpaHunuwa ceptudukaTtos. Bbl MoxeTe W3MEHUTbL MOBeAEeHWE CUCTeMbl, WCMOoMb3ys YTUAUTY
JaCarta Options. M3MeHeHWs, caenaHHble C MOMOLWbIO 3TOM YTUAUTbI, MOryT MPUMEHATbCH KaK Ha
YPOBHE TeKYLLEero nosnb3oBaTens, Tak U Ha ypoBHE AaHHOM paboyern cTaHumu.

Y106b1 HACTPOUTHL NapaMeTpa XpaHeHUsA cepTU(dUKaATOB B JIMMHOM XpPaHUULIeE.
1. Bbibepute Myck > Bce nporpammbl > JC-Client > JaCarta Options.

OTO6pPa3nTCA OKHO YTUUTSI.

JaCarta Options o ] |
¥POBEHE HACTPOEK:! ITEKyu.lMﬁ NoNB30BaTENE ﬂ

Ofiules | TexHHYECK 2 NoA AEpHES I LiMiposan I'IDJJ.I'IHEELI_'I

[~ ¥PaHHIMLLE CEpTHBMKETOE

ABTOMATHHECKH Y 4ANATE CEPTHHMIKATEI, 3arPY#EHHEIS M3
naMATH JaCarta B NMUYHOE XPaHHAMLWE cepTHDMKATOE Ha
3TOM KOMIBHITERE!

" Hukoraa

(¢ TIpK OTKNHIYEHHM YCTRORCTES:

" Cryera I AHEA C NOCNEAHER SEMPYSKH

¥ OTofpamaTe B NaHENH YEEAOMISHH

¥ MokaseBaTE NPEAYPEMAEHHE, BCNH YETRORCTED He
NEepCoHaNMEHPOEaHD

CHPOCHTE HACTROMKK NONES0BATENA |

Ok | OTHEHS | HDMMEHMTbI

* Ecnn Bbl XO0TUTE caenaTb U3MEHeHUs NnapaMeTpoB Ha YpOBHE TeKYLLEro nosb3oBaTens.

B cnucke YpoBeHb HaCTpPOEK OCTaBbTe BblOpaHHbIM NYHKT TEKYLMUA NoNb30oBaTesb.
¢+ Ecnu Bbl XoTUTe caenatb U3MEHEHUS NapaMeTpoB Ha YpOBHe AaHHOM paboyei cTaHunu.

B cnucke YpoBeHb HacTpoek BbibepeTe NyHKT JIOKaNbHbIA KOMMbIOTEP U YCTAHOBUTE
¢dnaxok COHpOCUTb HACTPOMKM NoOJib30BaTeNEeNn.

2. B obnactu XpaHumnuuwie ceptudukartoB Bbibepute O0AWMH U3  MNYHKTOB, PYKOBOACTBYSCb
npuBeAEHHON HUXe Tabnuuen.

Hacrtpoika | OnucaxHue

CepTudukaTbl, 3arpyXeHHble U3 NamsaTh 31eKTPOHHOro kitoda JaCarta npu
Hukorpa NOAKNIOYEHMMN, HE YAANSATCA NOocne OTKOYEHNS YCTPOMCTBA. DTO
HaCTpoliKa Mo YMOI4aHuto.

CepTuduKaTbl, 3arpy>XeHHble U3 NaMAaTU 3NEKTPOHHOro ktodya JaCarta npu
NOAKMIOUYEHUM, YAANSOTCSA NOCNE OTK/IIOUYEHUS] YCTPOMUCTBA.

[aHHas HacTpoiika NpMMeHUMa TONbKO K cepTudmrKaTaMm, KoTopble
3arpy>atoTcsl B JIMYHOE XpaHunuuie cepTUdUKaToB.

Mpw oTknroueHnn JaCarta

Cnycta X gHeu nocne ¢ CepTu@duKaThbl, 3arpy>XeHHble U3 NaMsATU 31eKTPOHHOro kntoya JaCarta npu
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Hacrpoiika OnucaHue

nocnegHeu 3arpysku NOAKNIOUYEHUMN, YAANAOTCS U3 JIMYHOMO XpaHunuwia cnycta X gHern nocne
OTKJIHOYEHUS YCTPOKCTBa (YMCI0 AHEN HeobxoanMo yKasaTb B
COOTBETCTBYIOLLEM MOSE).

3. Haxmute OK.

bonee nogpobHoe onncaHue ytunutbl JaCarta Options npeacraBneHo B pasaene «JaCarta Options».

© 2014, 3A0 «AnapavH P. O.» Ctp. 54 n3 110



17.06.2014 [JC-Client. PykoBoACTBO aAMUHUCTpaTopa]

HacTtpoikn, nocTynHble nocne nepcoHanusauum

HekoTopble napaMeTpbl UCNONb30BaHUSA 3MEKTPOHHBIX Katoyen JaCarta MOXHO M3MeHUTb, He npuberas
K MOBTOPHOM nepcoHanmsaunmn (cM. Tabnuuy Huxe).

Tpebyembiii
Mapamertp OnucaHue YPOBEHb
AocTtyna
B0O3MOXHOCTb CMEHbI METKW 3NEKTPOHHOrO Ktova JaCarta.
M Ucnonb3yeMble YyTUINUTDI: AaMUHUCTpaTOp/
eTka
JaCarta Format Monb3oBaTenb
JaCarta Manager
Monb3oBaTesnb AO/MKEH U3MEHUTb Naposib BO BpeMs
CMEHUTb Naposb BO BPEMS | cnanviowiero 1CMOAb30BaHNs 31EKTPOHHOO Kloua
cneaytowero ceanca JaCarta. [ipyrue aeiicteus, Tpebytolme napons
paboTbl C SNEKTPOHHbIM nonb3oBaTens, 6yAyT eMy HefoCTyMHbI. AAMUHUCTPaTOp
knovom JaCarta
Ucnonb3yeMble YTUNINUTDI:
JaCarta Format
Korga nonb3oBaTenb ayTeHTUGULMPYETCS NOCPeaCTBOM
BBOZa Naposs nonb3oBaTens (MAn aAMUHUCTPATOP nocse
nepcoHanusaumy BBOAMT NEPBUYHBIN Naposb
nonb3oBaTens AN YCTaHOBKW AOMOSIHUTENbHBIX HAaCTPOEK),
CMeHUTb Naponb OH MOXEeT YCTaHOBUTb COOTBETCTBYHOLUNIN (h/1aXXOK B OKHe
nonb3oBarens nocne BBOZA Napons. B aToM cnyyae nonb3oBaTenb AOKEH byaeT
TeKyllero ceaHca pa6oTbl CMEHWUTb Naposib NOJSIb30BaTeNS BO BPEMS CleAyOLEero MNonesosaTtens
C S/TEKTPOHHbIM K/HOHOM ceaHca paboTbl C 31eKTPOHHbIM kntodoM JaCarta. Apyrue
JaCarta AeicTBuA, Tpebytowme napons nonb3oBatens, 6yayT emy
HEeZOCTYMHbI.
Ucnonb3yeMble YTUNINUTDI:
JaCarta Manager
Monb3oBaTenb AOMKEH U3MEHUTb Naposib nocne
pa36/10KMpPOBKM 3NEeKTPOHHOro knto4va JaCarta. [pyrue
CMeHUTb Naponb nocne AeicTBus, Tpebylowme napons nonb3oBaTens, 6yayT emy AZMAHACTDATO
pa36s10KNPOBKM HENOCTYMNHbI. patop
Ucnonb3yeMble YyTUNNUTDI:
JaCarta Format
BpeMms (MWHYTbI), Yepe3 KOTOpOoe aBTOpPM30BaBLUMIACS
nonb3oBaTesnb AO/KEH NOATBEPAUTb YPOBEHb CBOEro
CoxpaHeHvie napons B A0CTyna, 4Tobbl NPOAOIXNTE PaboTy C 3N1EKTPOHHbIM
TeyeHue 3aaHHOro KtouoMm JaCarta. AaMuHUCTpaTop
KOMIMYeCTBa BpeMEHMU
P Ucnonb3yeMble YyTUIUTDI:
JaCarta Format
Bpemsa (aHn), Yyepe3 KOTOpoe Nosib30BaTeNb A0JIXKEH
W3MEHWUTb Naposb. Mo NCTeYEeHUN AaHHOMO CpoKa Ntobble
Ob6s3aTenbHOe U3MEHEHWE | ppyrue aeiicTeBus, TpebylolLMe Napons noab3oBaTens,
naposis nonb3oBaTens 6yayT eMy HefoCTynHbl. OTCUET AHEN BEAETCS C MOMEHTa AAMUHUCTPATOP
Y€epes3 3aflaHHoe YyCTaHOBKW AAaHHOW HACTPOWKMW.
KONNYeCTBO AHel
A Ucnonb3yeMble YyTUINUTDI:
JaCarta Format
Monb3oBaTenb MOXET CaMOCTOSITENbHO U3MEHUTbL CBOW
naposib Nosib3oBaTens.
n b NOSib30BaTeNS Monb3oBaTesnb
apone none3osaren Ucnonb3yeMble YyTUINUTDI: O7b30BaTEN
JaCarta PINTool
AAMUHUCTPATOP MOXET CaMOCTOATENIbHO CMEHUTb Naposib
aAMUHUCTpaTopa.
Maponb agMmMHUCTpaTopa Wcnonb3yemblie yTUANTDI: AAMUHUCTpaTOp
JaCarta Format
JaCarta Admin PINTool
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Mapametp OnucaHue

Tpebyembiii

YPOBEHb
AocTtyna

Mpwn ycnoBum 4To 31eKTPOHHLIM Koy JaCarta 6bin
nepcoHanu3npoBaH C NoAAEPXKON LMdPOBOM NoANUCH,
Maponb undpoBoii N0/Ib30BaTeNb MOKET CaMOCTOATENbHO U3MEHWTL Naponb
noanmcy uMcbpoBOM NOAMUCHK.

Ucnonb3yeMbie YTUAUTDI:

JaCarta PINTool

Monb3oBaTesnb

MO>HO M3MEHUTb NapaMeTpbl XpaHeHUs cepTudnKaTos,
KOTOPbIE 3arpyXatoTcsl B JIMUHOE XpaHWUIMLLE Npu
NOACOEAMHEHUM K KOMMbIOTEPY 3/IEKTPOHHLIX K/tOYen
MapameTpbl xpaHeHus JaCarta. JaHHasa npoueaypa onucaHa B pasaene
cepTuduKaToB B «HacTpoika napaMeTpoB XpaHeHUs cepTUdnKaToB B
XpaHunuiie XpaHunuwe».

Ucnonb3yeMbie yTUNUTDI:
JaCarta Options

oboin

Ecnn B namaTtn anekTpoHHoro knto4a JaCarta xpaHuTcs
HEeCKOJIbKO cepTUdUKATOB, MOXHO Bbi6paTb cepTudmkar,
YcTaHoBKa cepTudukarta KOTOpbIV 6yaeT UCnonb30BaTbCs MO YMONYaHUIO.

no yMonyaHuio
Ucnonb3yeMble YyTUNINUTDI:

JaCarta Manager

Monb3oBaTesnb

Mpn ycnoBumM 4TO 3N1EeKTPOHHbIN Koy JaCarta 6bin
nepcoHanu3npoBaH C NOAAEPXKON LMdpPOBOM NOANUCH,
MOXHO CMHXPOHW3UPOBaTb Naposb LMMPOBON NOANUCHK C
naponem nosb3osBaTtens, YTobbl OHWM NPUHUMaNN OAHU U Te
Xe 3HadeHus. [na 3Toro n3HavyasnbHO naposb
nonb3oBaTensa M naponb UMdpoBON MOANNCU AOSKHbI
cosnaaathb.

Ucnonb3yembie yTUINTDI:
JaCarta Options

CUHXpOHM3aumMa napons
umMdpoBon noanucm m
napons nosb3oBaTens

Jobon

Mpoueaypbl AOCTYNa W M3MEHEHUSI HACTPOEK 3JIEKTPOHHbIX  KJtouei
aAMMHWCTpaTopa ONMucaHbl fanee.

HocTyn ¢ ncnonb3oBaHMeM Naponsa agMUHUCTpaTopa

JaCarta Ha ypoBHe

Ecnv ¢dyHKUMM agMUHUCTpATOpa Ha 3/1EKTPOHHOM kitodve JaCarta AOCTYMHbI Mocne npeabsiBleHuUs
napons agMWHUCTpaTopa, Npu HeobXOoAMMOCTM NOATBEPXAEHWS COOTBETCTBYIOWMX MpaB BO BpeMs

pa3bnoknpoBkuM oTobparkaeTcs crnenytowee oKHO.

MoaTEEpXAEHME J0CTYNA AAMWHMCTPATOPA |

JaCarta

BeeauTe napons anMHHUHUCTparopa

81

OrtmeHa | MogTeEepaMTE I

B 3TOM cnyyae Bbl AO/IHKHbI BBECTM Mapofib agMWHUCTpaTopa M HaxaTb MoaTBepAnUTb, NOCie 4yero

NPOAOC/IKUTb BbIMOSIHEHNE HEO6XOAMMOW NMpoueaypbI.
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D,OCTyn C UcnoJsfib3oBaHuUeM Krnro4vya agMUHUCTpaTopa

Ecnu anekTpoHHbIN kntoy JaCarta 661 NepcoHanM3MpoBaH C UCMOIb30BaHMEM K/llo4a aAMUHUCTpaTopa,
npu HeobXoAUMOCTU OCYLLECTBIEHUS AENCTBUA C MpaBaMW aAMUHUCTpaTopa BO3MOXHO KakK Mpu
HenocpeACTBEHHOM y4yacTUM agMUHUCTPATopa, Tak U B yAa/eHHOM pexuMe.

NMpumeuyaHue:

Ecnm goctyn npoucxoamT B MPUCYTCTBUM aAMUHUCTpaTopa, K paboyeir cTaHUMM HeobXOoAMMO MOACOEAUHWUTb
KaK 3/IeEKTPOHHbIN kntod JaCarta nonb3oBaTens, Tak U 3NEKTPOHHbIN KUY aaMUHUCTpaTopa.

Mpu HenocpeACTBEHHOM y4acTuM agMUHUCTpaTopa

Ecnn Bbl MbiTaeTecb BLIMOMHUTL AENCTBME, KOTOpoe TpebyeT YpOoBHS AOCTyna aaMUHUCTPATOpa,
0TO6pPa3nUTCS OAHO U3 C/IeAYHOLWMX OKOH.

3HaueHue DES x|

BEEAMTE OTEET ANA YCTPOMCTEA C METKOM: JaCarka

Sanpoc |6051E62304838142 1. NoacoeamHUTe KAKOY agMUHUCTpaTopa 1( KOMMNbHOTEPY,
K KOTOpPpOMY noAcCoeANHEH 3/1EKTPOHHbLIN KITHOY

OTeeT | nonb3oBaTens.

2. HaxmuTte Knrou agMuHUCTpaTopa v npoaosixuTe

i3 vl a,uMMHMCTpaTopal
BbIMONHEHNE Npoueaypbl.

[

QTHEHS |

[ HoeHmidmeaTop

JaCaria#0B52001323549243
@ 3abinokwposatio 1. MoacoeanHuTe KOY aAMUHUCTpaTopa K pabouyen
cTaHuumn
N 2. YctaHoBuTe naxxok Knrou agMmMHUCTpaTopa.

YTobbl pasbnoKMpOBaTE YCTROMCTBO
JaCarta C MNone30BaHHENM KNHDHE 3. HaxkMuTe CoOTBETCTBYHOLLYIO KHOMKY (B A@HHOM
?{EM”H”UDETDDEJUEHDBMTE dinanxor npumepe Pa36siokmpoBka) 1 NpoaoIXuTe

NoY aAMMHUCTPATOPE M HEHMWTE
PasbroKApOBATS’ BbINOSIHEHME NPOLEAYPbI.

[ Kniou anmuHucTpaTopa

OTMEHS | PazBnokmposka |
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B yAOarneHHOM pexume

Ecnv  nonb3oBaTento Heo6X0AMMO BbIMOMHUTL AEWCTBME, KOTOpoe TpebyeT YypoBHA AocCTyna
aAMMHUCTPATOPa, Ha ero aKpaHe 0TO6Pa3UTCSA OAHO M3 CAEAYHOLLMX OKOH.

JaCarta#0B52001323549243
3nauvenwe DES ll
BEEAWTE OTEET ANA YCTROWCTEA C METKOM: JalCatta ° 3afnoknposato
Janpoc I 6051E62304538142
Yrolkl pasbnokMpoBaTe YCTRORCTED
OTEET I JaCarta ¢ MCNONB30BEHWEN KMKIYa
AAMMHWCTPATOPA, YCTaHoBMTE QNamoK
Knrou aﬂMHHHCTpaTDpal oY AMMHMCTPETOPE M HEXMUTE
‘Paz0nowmposate”

= Maermndmkarop
OTHERS | ™ kmiou aAMMHUCTPaTOpa
OTMeHa | PazbnokMpoBka |

B AaHHOM cfiyyae Mosib30BaTesb AO/DKEH NepenTun K B AaHHOM cfiyyae Mosib30BaTesb AO/DKEH OCTaBUTb MYHKT

BbIMOJIHEHMIO NPOLEAYPbl, MPeACTaBNEeHHOW HUXeE. Knou agMMHUCTpaTOpa HEOTMEYEHHbIM U HaxaTb
Pa36nokmnpoBka. OTo6pasmnTcs OKHO C AaHHbIMM
3anpoca, nocsie Yero nosib30BaTesNlb AO/KEH NEpenTn K
BbINO/IHEHMIO MPOLEAYPbI, MPEACTABAEHHON HUXeE.

Ansa Toro uTo6bl NPOAOC/IHKUTbL AECTBUE HA YPOBHE AOCTyNa agMUHUCTpaTopa.

1. MMonb3oBaTenb AOMXEH COOBWUTb aAMUHUCTPATOPY AaHHble U3 noss 3anpoc U uaeHTudumkaTop,
COO6LUEHHbIN eMy noc/e NepcoHanmMsaumm 3n1eKTPoHHOro kitoda JaCarta aAMUHUCTPATOPOM.

2. AOMUHUCTPATOpP [AOJ/KEeH MOoACOeAMHUTb KJHY aAMWHUCTpPATOpa, KOTOPbIM MpPUMEHSACa npwu
nepcoHanmMsauum 3NEeKTPOHHOro KJtoya MoJsib30BaTesNsl, K cBoel pabouel cTaHuMM M 3anyCcTUTb
ytunnty Admin HelpDesk.

Ha skpaHe agMuHUCTpaTopa Mnoc/ie MpPOBEPKM AaHHbIX AOCTyna ANs Ki4Ya aAMUHUCTpaTopa
oTOb6pasuTcsa crneaytollee oKHO.

Admin HelpDesk

Unigque 10 |

Challenge I

Response I
3
‘% I
Cancel | Gek Response

3. B none Unique ID (MgeHtudwukatop) u Challenge (3anpoc) agMuHUCTpaToOp AJOJSIKEH
COOTBETCTBEHHO BBECTU WAEHTUMMKATOP M 3anpoc, COoobLieHHble Monb30BaTesieM, MOCAEe 4ero
HaxaTb KHonky Get Response ([MonyunTtb OTBET).
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OkHO yTunmtbl Admin HelpDesk Ha pabouyein cTaHuuM agMuHUCTpaTopa 6OyaeT BbIFNAAETb

cneaywwmm obpasom.

Admin HelpDesk

Unigue ID
Challenge

Response

P

B

I EF 7BFAAS945 14468

| EBC3823F 1633334F

Cancel _"Get Response

4. AAMWHUCTpATOpP AOJHKEH COO6WUTL Nonb3oBaTesnto AaHHble n3 nons Response (OTBeT).

5. NMonb3oBaTtenb Ha cBoen pa6oqel7| CTaHUMW O0/1XXEH BBECTU OTBET, Co0bLeHHbIN AAMUHNCTPATOPOM
B nosie OTBET, KaK NoKa3aHo Ha M306pa)KEHVI$|X HUXeE.

Janpoc I EF7EFARSI451446E

OTEET I LI Ll L Ll Y )]

i3 vl a,uMMHMCTpaTnpal

™| Maermndmkarop

6. lMocne TOro Kak OTBET BBEAEH,

Beeaute naponb afIMWHUCTpaTopa

3anpoc | 3CA0AS960EF0 1398

OTeeT Ioooooooooooooi

j OTMeHa | MNogreeponTe

nonb3oBaTeslb A0J/1XKEH noATBeEPANTb BBOA W NPOAOJIKUTb

BbINOJIHEHNE HEOBXOAMMOI Mpoueaypbl (HanpMMep, HasHaUUTb HOBLIM Naposib MNoONb30BaTENA).

CmMeHa MeTKM 3aNeKTPOHHOoro knrw4a JaCarta

3HaueHne MeTtka oTobpaxaeTcs B rnaBHoOM okHe ytunut JaCarta Format u JaCarta Manager. Ecnm
OAHHOEe 3HayeHWe He YCTaHOBJIeHO SBHO B Mpouecce nepcoHanusauum, OHO NPUHMMAET 3HayeHue Mo
yMmonuyanuio: «JaCarta#CepuitHbln HoMep» (CM. nsobpaxeHne Huxe).

i

hafin  CepTudukatr  Adoctyn  MNomolk

=
-

) =

=

ARDS Jacarta...

Ofiuee | Knroum 1 cepTrbMKaTs! I

MmA yeTpoORCTES

CTartyc

Bepcwa OC
CEpHAHEIR HOMER
OBBEM NaMATH
CE0B0AHON NamMATH

JaCarta

JaCarta#0BS
MNepCoHanHzMposaHo
30037
OBS2002245279243
73728 Bant

37016 Bant
Moaaep#ka GuomeTprm | Het

SAEPEITE |
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Y106bI N3MEHNTb 3HAYEHNE METKM nocne nepcoHanaun3salum.

[JC-Client. PykoBoACTBO aAMUHUCTpaTopa]

1. NMoacoeanHuTe K paboyen CTaHUMKM 3NEKTPOHHbIN koY JaCarta.

2. Bbibepute Myck > Bce nporpammbl > JC-Client > JaCarta Format.

3. B naHenu ynpaBneHus Bbibepute ®ann > HacTpokun agMMHUCTpaTopa.

OT06pa3VITCﬂ cnenyrouiee oOKHo.
JaCarta: HAC TPOHKK

~WMHoptauma of YeTpoRcTEE

MeTka

X

naponk

r CHMEHKMTE NAPaNL NOCAE
pasinoKHpOBKH

I JaiCarta®0B52002245279243

l- Mones0BaTENE A0MHEH CHEHNTE

MpoEepATE
I PHH.
r Ka AbIE

r McTerasT I aHef
Hepes

4. B none MeTka ycTpoicTBa BBeAUTE 3HAUEHUE HOBON METKM U HaxMunTe MPUMEHUTD.

NMpumeuyaHue

[lonyckaeTcsi BBOAUTb TOJIbKO CMMBOJIbI U3 Habopa ASCII.

5. B 3aBMCMMOCTM OT HaCTPOEHHbIX MapaMeTpoB AOCTyna BBeAMTE Maposjb aAMUHUCTpaTopa Win

NCNonb3yinTe KoY aAMUHUCTpaTopa.

MeTKa n3MeHeHa.

HaCTpOﬁKM, CBsA3adHHbIe C UCNOJIb3OBaHUEM Nnaposnsa nosib3oBaTtens

lMocne nepcoHanusaumu 3NEeKTPOHHOro kntoda JaCarta BO3MOXHO M3MEHWUTb HEKOTOPbIE HACTPOMKMU,
CBfI3aHHble C UCMNOMb30BaHMEM Napons nosibosatens. CNMCOK 3TUX MapamMeTpoB NpueBefeH B Tabnuue

HNXe.

Mapametp

Monb3oBaTtenb AO0/IHKEH CMEHUTb Naposib

OnucaHue

Ecnun gaHHbI pnaxxok ycTaHOBMEH, NONb30BaTeNb AOMXKeH byaeT
CMEeHWTb Naposib NpuU cneayoLlemM ceaHce paboTbl C 3NEKTPOHHbIM
kntovoM JaCarta. B npoTMBHOM Crly4yae BCe onepauum ¢
3N1EeKTPOHHbIM KI0O4OM, Tpebyiolme nosb3oBaTesIbCKOro napons,
6yayT HepaocTynHbl. Maponb MOXHO 6yAeT U3MEeHUTbL BO BpeMs
BXOAa B CUCTEMY.

CMeHUTb Naposib nocsie pas6aoKMpoBKu

B cnyyae pa36noknMpoBKkM 3n1eKTpOHHOro kntoda JaCarta

aAMUHUCTPATOPOM 3a[aeTcs HOBOE 3HaYeHWe Mosb30BaTeIbCKOro
napons. YcraHoBKa AaHHOro dnaxka notpebyeTt oT nonb3osaTens
CHOBa CMEHWTb MOMb30BaTENIbCKMIN Naposb nocne pasbnoknpoBKu.

MNMpoBepsATb KakAble ... MUH.

Ecnu cnaxok yCTaHOB/NEH, 3HAYEeHWe B MOJie MUH. ONpeaenseT,
yepes CKOJIbKO MUHYT NMocfie NoATBEPXAEHUS A0OCTyna
nosb3oBaTesNb AO/KEH 6yaeT cHoBa NOATBEPAUTL CBOM LOCTYM.

UcTekaeT uepes ... AHeN

Ecnu cdnaxok ycTaHOBNEH, 3Ha4YeHWe B None gHEN onpeaenset,
yepes CKOMbKO AHeW Nosib3oBaTesb AO/KEH 6yAeT CMEHUTb
naporb.

Y106bI N3MEHUTD napamMmeTpbl UCNOJIb30BaHUA Naposid NoJib3oBaTesisf.

1. MoacoeanHuTe K pabouel cTaHUMM 3NEKTPOHHbIM kntoy JaCarta.

2. Bbibepute Myck > Bce nporpammbl > JC-Client > JaCarta Format.
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3. B naHenu ynpasneHus BbibepuTe ®ann > HacTpoikuM agMMHUCTpaTopa.

OT06pasuTcsa creayloLee OKHO.
5I

~MHdoprauka of yoTpofcTEe

MeTka

I JaiCarta#0B52002248279:243

r Monbs0BaTENE ADMHEH CHEHHTE
naponk

r CMEHWMTE Mapofe NoChe
pasfnoKMpoEKH

r MpoEEpATE I Tk
Kawable

r WMcTekaeT I AHER
YepEs

4. BHecuTe M3MeHeHMWs, PYKOBOACTBYSCb Tabnuueln, nNpuMBeAeHHONM Bbllle B AAHHOM nojpasgene, wu
HaxMuTe NMPpUMEHNnTDb.

5. B 3aBUCMMOCTM OT HaCTPOEHHbIX MapaMeTpoB AOCTyna BBeAUTE Maposib aAMUHUCTpaTopa Wiau
NCNonb3yinTe KoY agMUHUCTpaTopa.

CuHXpoHU3aLma napons nonb3oBaTesns ¢ naponem uudpoBon NoanucK

Ecnn B npouecce nepcoHanmM3saumm 3neKTpoHHoro knwoda JaCarta 6bina 3agaHa nogaepxka unmdpoBoi
noanucu, To Napofb LM@PPOBOMN NOAMNMUCUA MOXHO CUHXPOHM3MPOBATb C MaposieM MNosib3oBaTens, 4YTobbl
OHW TMpUHMMaNM O4HO M TO Xe 3HayeHue. [lepen cuMHXpoHm3aumen Heobxoammo, 4Tobbl Mapob
nosb3oBaTtens coenagasn C naposnem umdposon noanucu. Ecnm naponb agMMHUCTpaTopa coBnagaeTt C
naposieM pa3bnokMpoBkM LMEMPOBOM NOAMNMCHK, 3TN NAPONM Takxe 6yayT CUHXPOHU3NPOBAHbI.

YT106bl CMHXPOHM3MPOBaTb NapoJib NOJIb30BaTesis U Naponb LMppPoBON NoANUCH.
1. Bbibepute Myck > Bce nporpammbl > JC-Client > JaCarta Options.
2. Bbibepute Bknaaky Undposasa noanucs.

OKHO NMpUMET cneayrLunii BuAa.

JRT=IE

¥POBEHE HACTPOEK! ITEKyu.lMﬁ NoNb30EaTENE 'I

TexHMqeckan noaaepkka  Undposan noanycs |,£l,-:-n-:-n 4 I ’I

MNapone wHhpOEOH NoAMHCH

g HHEOr Aa He 3anomMMHaTE
L 3aNOMHHATE H 3ANPAWHEATE NOATEERHAEHHE

£ JanomHHaTE

I- CHHXPOHHEHPOBATE © NApOneM NoONL0EaTENA

NonMTHES COZAEHKA KAKOHE

|3aﬂ.aHn B ABHOM EHAE 'I

I- BrAHMHTE 3AWMTY KAHHa

CHPOCHTE HACTROMKK NONB30BATENA |

04 | QTHEHS
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Ecnn Bbl XOTUTE YyCTaHOBUTb HaCTpOVIKM ANna TeEKyLWeEro nonb3oBaTend pa60qel7| CTaHUuUN, B MEHIO

YpoBeHb HaCTpOEeK OCTaBbTe Bbl6paHHbIM MYHKT TeKYI.I.IMﬁ nosib3oBaTelib.

Ecnu Bbl XOTWUTE YCTAHOBWTb HACTPOWKW Ha YpPOBHE JIOKasIbHOM MallWHbl, B MeH0 YpPOBEHb
HacTpoek BbibepuTe MyHKT JlOKaJbHbIXW KOMMbIOTEP U YycCTaHoBUTE dnaxok C6pocuTb

HaCTPOMKM NoJsib3oBaTeNen.

YctaHoBuTe dnaxok CMHXPOHM3MPOBaTb C NapoJieM MNoJsib3oBaTens. Ecnu gaHHbIn dnaxok

YCTaHOBJ1IEH, HE BHOCUTE HUKAKNX U3MEHEHUN.

Haxmunte OK.

Mpu ycnosmn 4TO Naponb uudpoBOM NOANUCKM M NApOfb MNOMb30BATENSA WM3HAYaNbHO COBMNAAAMOT,
M3MEHEHME OAHOro M3 HMX (Hanpumep, ¢ nomouwbto yTunuThl JaCarta PINTool) npuBenet K U3MEHEHUIO

BTOpPOro, TakmMm obpasom, o6a 3T naponsa 6yayT NpUHMMATb OAHO M TO XKE 3HAUYEeHMe.

Bo3MoOXHOCTb pa36rokupoBKU U3 okHa npuBeTcTBua Windows

Maponb nonb3oBatens JaCarta MOXHO pa3bsokupoBaTb HEMNOCPEACTBEHHO B OKHE MPUBETCTBUSA
Windows.

YT106bI pa3spewwnTb UM 3anNpeTuTb BOSMOXXHOCTb Pa36/I0KMPOBKM naposis noJsib3oBaTens us
okHa npusBetcTBusa Windows.

1.
2.

Bbibepute Myck > Bce nporpammbl > JC-Client > JaCarta Options.

BbibepuTe BkNaaky [JJONOJIHUTENbHO.

OKHO YTUNUTbI NPUMET CeayoLWnin Bua,.

il

¥POBEHE HACTROEK:

ITEKvu.mﬁ nofes0EaTEN: vI

Lntbposaa noankos  AONONHHTENEHD | L | I PI

- HacTporke

¥ Crofpamans oTNEYATOR NEH CREHHPOEAHHH

¥ Ana Exnas MosHD HENONES0EATE MHIGEH
10 430 AHWLHH CERTHEMISET

r PaspbiE YRMH-Coe AHHEHHA TEH HEENEYEHHH
YETROMETES

- PasinorMpoEta NPH BX04E B CHETEMY.

[EaHHEA HACTROHRS PAEREEET pasENoRHpOEaTE
YETREHETED Jamarka Ha stpaHe MEHBETETEHA Yindows,

| PazpelmTE

« SENEETHTE

CHPOCHTE HACTROMKK NONES0BATENA |

Ok | OTHEHS ! TIpHMEHHTE |

3. B MeH0 YpoBeHb HacTpoek BbibepuTe NyHKT JIOKasbHbIW KOMMbIOTEP U YCTAaHOBUTE (DaxKok
C6poCUTb HAaCTPOMKM NoJib30BaTeNemn.
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OkHO YTUNNUTbI NPUMET cnep,yrou.mﬁ BUA.

[JC-Client. PykoBoaCTBO agMUHUCTpaToOpa]

JaCarta Options -10] =l
¥POBEHE HACTROEK: IJ'IDKaanbM EOMIEHITER j

Lntbposaa noankos  AONONHHTENEHD |

bl

—HacTpofkH

¥ OToBpaMaTE OTNEYATOR MPH CKAHMPOBAHHH

¥ JnA Ex0Aa MOMHD HEMONBE30EATE NHOGOF
MOAX0AALMHA CEpTHDRMIEAT

[ Paspeie YPM-CO2 AHHEHHA NPH H3BNEYEHHHK
YCTROACTES

~ PasfnokMpoBtka NpH BX04E B CHOTEMY

fAaHHaR HACTpoMKa paspewaeT pasbnokkpoBaTe

' PaspelmTE

o 3anpeTHTE

YCTPOACTED JaCarka Ha 3KpaHe NPHEETCTENA Windows,

[¥ CBpoCHTE HACTPOFKM NONES0BATENE:

Ok OTHEHS | HDMMEHMTbI

4. B cexkumn Pa3bnokupoBka npu Bxoae B cucteMy Bbibepute Paspewntb, 4TO6bl paspewunTtb
pa36noknMpoBKY napons nonb3oBaTens M3 okHa npuseTcTBuMa Windows. YTob6bl 3anpeTuTb Takyto
BO3MOXHOCTb, BbibepuTe 3anpeTuThb.

MpumeuyaHue:

Ecnu Takoi crnocob pa3bnokmpoBKM 3anpelieH, aAMUHUCTpPATOp AO/MKeH 6byaeT pasbnokupoBaTb Maposb

nonb3oBaTesns NoA CBOEN yYEeTHOM 3anucbio MW Ha APYron paboyen ctaHuuu.

5. Haxmute OK.

Bonee noapobHo 0 crocobax pasbnoKUpoBKM CM. pasgen «Pa3b/ioKnMpoBKa 3MEKTPOHHOMO Kitoua

JaCarta» Huxe.
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Pa36nokupoBKa 3aneKkTpoHHOro knro4a JaCarta

Ona pa36bnokupoBkn napons nonb3oBaTens HeobxoAuM naponb aAMMHUCTpaTopa WM KAKOY
aaMuHUCTpaTopa (npoueaypa pasbrioKMPOBKM C MCMOSb30BaAHMEM K/lOYa aAMUHUCTpaTopa OnucaHa B
pa3sgene «Pa36n0knMpoBKka C UCMOIb30BaHMEM KJIl0OHa aAMUHUCTpaTopa»). Maposb Nonb3oBaTens Takxe
MOXHO pa36noknMpoBaTb U3 OkHa npuseTcTBUa Windows.

PazbnoknpoBka naponsa umdposBoi noanucu Tpebyetr napons pasbnoKMpoBKU UMGpPOBOA NOANUCU, U
3TO MOXHO cAenaTb TONIbKO U3 akTUBHOro ceaHca Windows.

Bo3MoXHble cLieHapuu pa3bioKMPOBKU NPeACTaB/ieHbl B Tabnuue HUXe.

Tun pocrtyna

Cnoco6 pa36/10KMpPOBKHU

Tvn poctyna nosb3oBaTens

aAMUHUCTpaTopa
Maponb agMuHucTpaTopa M3 akTmBHOro ceanca Windows
Maponb nonbsoBaTens nnn M3 okHa npueeTtcTBus Windows (ecniv ycTaHoB/ieHa
Koy agMuHUCTpaTopa COOTBETCTBYIOLLAa HacTpoWka)

Maposib pasbnoKNMpoBKK

o N3 akTmBHOro ceaHca Windows
undposon nognucm

Maponb undposon noanucK

Pa36noku PoOBKa naporssd nonb3oBaTens

Bo3MOXHbI ABa CLEeHapus CTaHAapTHOWM npoueaypbl pa3b/ioKMpOBKM Naposis Nosb3oBaTens:
e U3 akTMBHOro ceaHca Windows
e U3 okHa npueetcTBma Windows

B nocnegHeMm cny4dae Heobxoammo, 4yTobbl ¢ nomouwbio yTunuTel JaCarta Options ana gaHHom pabouen
CTaHumun 6blna yCcTaHOBEHa COOTBETCTBYOWAas HacTporika (CM. «Bo3MOXHOCTb pa3baoKMpPOBKM N3 OKHa
npueetcTtBusa Windows»). Takxe, npoueaypa pa3bnokmpoBku u3 okHa asTopusaummn Windows
pasnmMyaeTca B 3aBMCMMOCTM OT  onepaumoHHon cuctembl (Windows XP/Server 2003  unu
Windows Vista/Server 2008/7/8.1 Update 1/2012).

MpuMmeuyaHue:

CueHapun pa3bioKMpPOBKM Mapofis Monb3oBaTenss C MOMOLWbLID KAtova aAMUHUCTpaTopa MpPeaCTaB/ieHbl B
pasaene «Pa3bfoKMpoBKa C UCMOSIb30BAHMEM KJltoYa aAMUHUCTPaTOpa».

N3 akTuBHOro ceaHca Windows
1. MoacoeanHnTe aneKTpOHHLIN koY JaCarta c 3abnokMpoBaHHbIM NapoOJIEM K KOMMbIOTEPY.

2. BbibepuTte NMyck > Bce nporpammbl > JC-Client > JaCarta PINTool.

© 2014, 3A0 «AnapavH P. O.» Ctp. 64 n3 110



17.06.2014 [JC-Client. PykoBoACTBO aAgMMHUCTpaTopa]

Ecnn naponb nonb3oBatens 3abnokuposaH, B none CraTtyc HanpotTMB 3HadyeHus Maponb 6yner
3HaunTbC 3a6JI0KMPOBaHO.

x
JaCarta#0B52001323549243
Tun goctyna Craryc
F%  napom. ) 3abnoxuposano PasGnokuposka
'g’} BuomeTpus @ Orcyrcmsyer
/ Moanmcs ) [Deicmyer WamermnTs

3. LUWenkHuTe Ha ccbiike Pa36bnokupoBka.

OTo6pasuTcs cneaylollee oKHo.

JaCarta: naponb NOAL30BATENA i ] 4|

JaCarta#09530005180E4326

JaCarta: naponk NonL20BaTENA

Maponk pastnokUpoEkK I

Hoetait napone |

MoaTeep#aeHHe |

Sakpere | 0] I

4. B none Naponb pa3z6/0KMPOBKM BBEAWTE NApO/b aAMUHUCTPATOPa.

B nonsax HoBbii naponb 1 lMoaTBep>xAeHUME MO/b30BaTeNlb AO/HKEH BBECTM HOBbIWM Maposb
nosnb3oBaTens U NOATBEPXAEHNE COOTBETCTBEHHO.

6. Haxmute OK.

OTobpasuTcs cneaylouiee cooblieHue,

JaCarta PINTool x|
-
. | ,:' MNaponk pasinokMpoBaH U M3MEHEH

7. Haxmnte OK an14 3aBeplieHns npoueaypsl.

Ecnv Mo KakuMM-TO MPUMUMHAM HOBbIM Maposfib NOMb30BaTeNs BBOAMA aAMUHUCTPATOP, YCTaHOBUTE
HaCTpOMKY, B COOTBETCTBMM C KOTOPOM MOMb30BaTeNb [AO/KeH 6yaeT CMeHWTb Maposb
Nno/sib30BaTens npu c/eaylolleM ceaHce paboThl C 3MEKTPOHHbLIM KouoM JaCarta.
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M3 okHa npuBetcTBMAa Windows XP/Server 2003

Ecnn anekTpoHHbIM kntoy JaCarta 3abnokupoBaH, B OkHe npuBetcTtBus Windows oTobpaxkaeTcs
coobLieHne cneayoLlero smaa.

JaCarta Client

Maponk NoNE30EATENA HA 3TOM YCTPORCTES 3a0N0KHPOEAH,

Yrobkl pa3ANoKHPOEATE NEPONE NONL30BATENA, ODPATHTECE K CHCTEMHOMY AAMHHMCTPATORY.

Mocne pasBnoKMPoBkK Ha IKPaHE MOXET NOABHMTECA coo0WeHHe of owkbike,

MpoMrHOPHPYHTE 3TO COOBWEHHE, OTCORAMHMTE M CHOBA NOAKNKYMTE YCTRORACTED, NOCAE YEro NOETOPHTE NONBITKY BX04a.

Ana Toro uTto6bl paBGJ'IOKVIPOBaTb napoJsib NoJib3oBaTesisf.

1. Haxmute OK.

OTo6pasuTcsa oKHO BBOAA Napofs aaMUHUCTpaTopa

x]

lNogTee ps#ae HHe AoCTYNa agMHHHCTpaTopa

JaCarta#09530005180E4326

BeeauTe napons anMHHHUCTparopa

OTreHa | MNoaTEEpaAMTE |

2. BeeauTe naponb agMUHUCTpaTOpa M HaxmuTe MoaTBEepAUTD.

OTo6pasuTcsa cneaytoliee oKHo.

JaCarta: naponn nosbaosare s

JaCarta#09530005180E4326

BeeaouTte napone NnoNeL20BaTENA

Hoewif napone |

MonTEepHLEHHe |

OrraeHa | ak. |

3. B nonsx HoBbii naponb v lMoarBep>xaeHue Mosib3oBaTe/b AO/DKEH BBECTU HOBbIN naposb
rnosib3oBaTens W MOATBEPXAEHWE HOBOMo Mapons COOTBETCTBEHHO. [locne 3Toro Heobxoanmo

HaxaTb OK.

OTo6pasuntcs coobuieHne o6 owmnbke.
4. TpourHopupyinte coobuweHne n Haxmute OK.

OneKkTpOHHbIN Kntod JaCarta pasbnokmpoBaH. YTobbl BOWTU B CUCTEMY OTCOEAMHUTE S1EKTPOHHbIN
JaCarta n nogknouYnTe ero CHoBa.
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U3 okHa npuBeTtcTBua Windows Vista/Server 2008/7/8.1 Update 1/2012

Ecnn anekTpoHHbI kntod JaCarta 3abnokmpoBaH, Ha 3akpaHe npueeTcTBus Windows oTobpaxkaeTcs
cneaytouee coobuieHme.

JC-Client (=25

Aoctyn zaGnokupoean, Jns pasBnokMpoBkK BEEANTE NAP0AE 3AMUHNCTRATOPA.

Ana Toro uto6bl pas36énokunpoBaTtb NapoJib NoJsib3oBaTens.
1. Haxmute OK.

OTo6pasunTcs OKHO BBOAA Maposis aaMUHUCTpaTopa.

MoATEEpHAEHNE AOCTYNE 3AMUHNCTPATOPE @

JaCarta#09530005180E4326

BeenuTte napons anMHHHUCTparopa

o
- J

I OTreHa J [HDD.TBBDJJ.MTb]

2. BeeauTe naponb agMMHUCTpaTOpa M HaxmuTe MoaTBEepAUTD.

OTo6pasuTcs cneaytoliee okHo.

JaCarta: napone nons3ceatena EI =] @

JaCarta#09530005180E4326

BeeauTte napone NnoNeL20BaTENA

Hoetait napone

MoaTeepHaeHHe

/ [ omens | [ 0K

3. B nonsx Hosbiii naponb n MoaTrBep>kAeHMe Mo/sb30oBaTeSlb AOSXKEH BBECTU HOBbIM Maposib
nonb3oBatenss W NoATBEPXAEHWE HOBOrO MNapossi COOTBeTCTBeHHO. [locne 3Toro Heobxoammo
HaxaTb OK.

OTcoeanHUTE 3NEeKTPOHHbIM Kntod JaCarta u NoAKIUYMTE ero CHOBa, UTO6bl OCYLLeCTBUTb BXOA B
CUCTEMY.

Pa36nokupoBKa ¢ UCnonb3oBaHMEM KIo4Ya agMUHUCTpaTopa

ALMUHACTPATOP MOXET WCMOMb30BaTh K/OY agMUHUCTpatopa, 4Tobbl pas6riokupoBaTb MNaposib
Nnonb30BaTesNsl, eCiu 3MEeKTPOHHbIA kitoy JaCarta 6bi1 NepcoHanMsMpoBaH C COOTBETCTBYHOLLMMM
napametpamm (cM. «llepcoHanusauuss C WCMOSb30BaHMEM K/oya aAMUHMCTpaTopa»). Ecnu

3abnokupoBaHbl 06a cnocoba, Kaxkabl U3 HUX Haao pasbnokMpoBaTb OTAENbHO.
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CyliecTByeT [ABa CcUeHapusi pasbioKMPOBKM Mapossi Mosib30BaTeNsl WCMONb30BaHMEM  KJIoYa
aAMUHWCTpaTopa

e [pu HENOCPeACTBEHHOM yyacTuu agMUHUCTpaTopa

e B yaaneHHOM pexunme

Mpu HenocpeACTBEHHOM y4acTuM agMUMHUCTpPaTopa

Ons pa3bnokMpoBKM C WUCMOSIb30BaHWEM KJlova aAMUHUCTpaTopa MNpU HENoCpeACTBEHHOM yyacTuu
aAMUHUCTpaTopa HeobxoauMMo, 4Tobbl Ha pabouyei cTaHuMW ObiIO AOCTYMHO ABa CYMTbiBaTeNs CMapT-
KapT.

YT106bI pa36bnoknpoBaTtb NapoJsib Nnosib3oBaTens.
1. MoacoeanHuTe K KOMMNbIOTEPY 3NEKTPOHHbLIN KNtoy JaCarta ¢ 3a610KMpoBaHHbIM Naposem.
2. 3anyctute ytunanty JaCarta PINTool.

Ecnn Tvn pgocTyna nonb3oBaTtens 3abfokuMpoBaH, B KosloHke COCTOsIHME HarnpoTuMB HEero
oTo6pakaeTcs 3a610KMPOBAHO, KakK MOKa3aHOo Ha M306paxeHun HUXe.

x
JaCarta#0B52001323549243
Tun gocryna Cratyc
& Mapons @ 3anoxposano Pas6norposka
W Evomerpus & Owcyrcmyer
'.‘J Moanucs Q DNeficteyeTt Hamennms

3. [nsa pa3brokMpoBKM A0CTyMa WeNKHUTE Ha ccbiike Pa36nokupoBka HanpoTtus noss NMaposb.

OTo6pasuTcs cneaytoliee okHo.

JaCarta#0B52001323549243

° SabnokMpoBaHo

YTobbl pasbnNoKMPOBETE YCTPOMCTED
JaCarta c MCNoNbL30BaHMEM KNOYa
AAMWHWCTPATOPA, YCTAHOBMTE dnakok
Koy agMUHUCTPETOPa M HammMuTe
‘PazbnokMpoBaTe’

[ Kniou agmiHucTpaTopa

OTHEHA | Pasbnokmposika

4. YctaHosuTe dpnaxok Knou agMuHucTpatopa 1 Haxmnte Pa3bnokmpoBka.
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Ecnun kN4 aaMMHUCTpaTopa He noakdeH K paboyeit cTaHumm, oTo6pasunTcsa crieayiollee oKHO.

I x|

KAtoW aAMMHWCTPETOPE HE HaMGEH.
MNoACOEAHHKTE KAKDY 3AMWMHHWCTRETOPE W HakMuTe OF,
Wi HaskmuTe OTMEHA, YTobkI BRIATI,

OTmMena

5. MoacoeavHuTe KAWOY aAMUHUCTpaTopa, HaxmuTte OK ¥ noaTBepAMTe [AaHHble AocTyna Ans
NoACOEAMHEHHOrO K/oYa aAMUHMUCTpaTopa.

OTo6pasuTcs cneayloliee oKHo.

= E

JaCarta#09530005180E4326

Beenute napone NnoNeL20BaTENA

Hoetait napone I

MonTEEp#EHHE |

OrraeHa | QK. I

6. B nonsx HoBbi# naponb 1 lMoaTrBepXAeHUe Mofb30BaTeNb AOMKEH BBECTU HOBbIM naponb
nonb3oBaTesia U NoATBEPXAEHNE COOTBETCTBEHHO.

OTob6pasuTcs cneaylouiee coobuieHme,

JaCarta PINTool x|

7. Haxmute OK ans 3aBeplieHus npoueaypeobl.

Ecnn no kaknmm-tOo npuynHam HOBbIN napoJsib nonb3oBaTena BBoAWMN aAMUHUCTPATOp, YCTaHOBUTE
HaCTpOﬁKy, B COOTBETCTBMMN C KOTOpOVI nonb30BaTeslb  A0J1XEH 6YD,eT CMEHUTb NapoJib
nonb3oBaTeNna npu cnegyrweMm ceaHce pa60TbI C 3/1eKTPOHHbIM KtovoM JaCarta.

B yaaneHHOM pexume

Ecnu ans nepcoHanusaummn 3neKTpoHHOro kitoda JaCarta 6bi1 MCMNOSIb30BaH KIOY aAMUHUCTPATOPa,
napoJsib Nosb30BaTeNs MOXHO pa3b/loKMPOBaTh B YAAIEHHOM peXMUME.

NMpumeyaHue:

Ecnu B npodwune, KOTOpbI MCNONb30BaNCs A5 NepcoHanmnsauumn 3neKTpoHHoro kitova JaCarta, Ha Bkaake
Maponb agMuMHMUcCTpaTopa 6bl1 ycTaHOBNeH dnaxok Cry4yaiiHbli waeHTUdUKaTop, pasbrokupoBka B
YOANeHHOM peXxunMe HEBO3MOXKHaA.

Ans Toro uto6b1 pa36yIOKNPOBaTbL JIEKTPOHHbIN Ktou JaCarta B yaasieHHOM pexxuMme.

1. Monb3oBaTenb AO/MKEH NOACOEAVMHUTb 3/EKTPOHHbIN ko4 JaCarta K cBoeMy KOMMNbHOTEPY W
3anyctutb yTunmty JaCarta PINTool.
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Ecnhm  tvn  poctyna 3abnokmpoBaH, B KoMOHKe CraTyc HanpoTuB Hero oTobpakaeTtcs
3a6s10kMpOBaHO, Kak NOKasaHoO Ha u3obpaxeHnn Huxe.

x
JaCarta#0B52001323549243
Tun goctyna Craryc
F%  napom. ) 3abnoxuposano PasGnokuposka
'gé BuomeTpus @ Orcyrcmsyer
/ Moanmcs ) [Deicmyer WamermnTs

2. [Ona pa3bnoknpoBKM MoOfb30BaTeNb AO/KEH LWeNKHYTb Ha ccblike Pa36so0kMpoBKa HanpoTus
nonsa Maponb.

Ha skpaHe nosnb3oBaTens OTOGpaBVITCFl cnegyruee OKHO.

JaCarta#0B52001323549243

a' SabnokMpoBaHo

YTobbl pasbnNoKMPOBETE YCTPOMCTED
JaCarta c MCNoNbL30BaHMEM KNOYa
AAMWHWCTPATOPA, YCTAHOBMTE dnakok
Koy agMUHUCTPETOPa M HammMuTe
‘PazbnokMpoBaTe’

[ Kniou agmiHucTpaTopa

OTHEHA | Pasbnokmposika

3. Monb3oBaTenb AOJDKEH OCTaBUTb HEOTMEYEHHbIM MNYHKT Knrou aAMUHUCTPATOpPa W HaXaTb
Pas6nokuposBka.

Ha skpaHe nosib3oBaTtens oTo6pasunTcs cneaylolee oKHO.

x
JaCarta#09530005180E4326

BeeauTe naponb afMUHHCTpaTopa

3anpoc

OTeeT

OTMeHa | I'Iup,'raepp,n'rbl

4. TMonb3oBaTeNb AO/HKEH COOBWMTb AAMUHUCTPATOPY WAEHTUMUKATOP, CO3AaHHbLIA Ha 3Tane
nepcoHanMsaunn 3neKTpoHHoro kitoya JaCarta (cM. «lepcoHanmsaumsa C UCMOSb30BaHMEM KIltoua
aAMMHUCTpaTopa») U AaHHble U3 noss 3anpoc.
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5. AaMuHucTpatop Ha cBoel paboden cTaHuMn B OkHe yTunuTbl HelpDesk B nonsa Unique ID
(MWpentndukatop) wu Challenge (3anpoc) p[omkeH COOTBETCTBEHHO BBECTM COOOLEHHbIE
nonb3oBaTesieM MAEHTUMMUKATOP M 3anpoc, KaK NoKa3aHo Ha M306paxKeHnn Huxe.

Admin HelpDesk

Unigue ID B
Challenge | EF7EFAAB9451446E
Response I

Cancel

MpuMmeuyaHue:

Kntou agMuHucTpatopa, KOTOPbIM MPUMEHSANCS MpU MepcoHanusauum 37EeKTPOHHOro KJo4va nosib30oBaTens,
[omkeH ObITb noaknoyeH kK paboyer CTaHUMM aaMUHUCTpaTopa. Takxke, Ana 3anycka ytunutbl JaCarta
HelpDesk agMuHucTpaTtopy Heo6xoaMMO NoATBEPAUTb AOCTYN K KUYy agMUHUCTpaTopa.

6. locne Toro Kak AaHHble BBEAEHbI, aAMMHUCTpaATop Ao/keH HaxaTb Get Response ([Monyuutb
OTBET).

B none Response (Ot1BeT) ytunntbl HelpDesk Ha paboueli cTaHuMM agMMHUCTpaTopa oTobpasntcs
OTBET (CM. n3obpaxxeHune HMxXe).

Admin HelpDesk

Unique 1D | q
Challenge | EF7BFAASS4514468
Respanse | EBC3823F1639334F

Cancel |

7. AAMWHWUCTPATOP AO0SIKEH COOBLLIMTL MNONb30BaTENO AaHHble M3 nons Response (OTBeT).
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8. Tonb3oBaTenb Ha cBoel paboyen CTaHUMKM AO/KEH BBECTU COOBLLEHHbIA af4MUHUCTPATOPOM OTBET B
rnone OTBET, Kak NokKasaHo Ha usobpaxeHun HMxXe, n HaxaTb NMoprBepauTb (CM. M306paxeHue

HUXe).
JaCarta: sanpoc-oTBET il

JaCarta#09530005180E4326

BBeguTe napons agMMHUCTpaTopa

3anpoc IEEQElEEC‘I-ASE?‘HB

OTeeT I TIITTTTIIITITIITY

OTMeHa | I'Il:lp,TElepp,nThI

Ha skpaHe nosib3oBaTens 0To6pasunTcs crneaytollee oKHO.

JaCarta: napone nons3o0BaTens = |EI|5|

JaCarta#09530005180E4326

BeenuTte napons NoNkLz0BaTens

Hoewlii naponk I

MogTeepHeHHs |

OTrieHa | ak. I

9. B nonsx HoBbiii naponb v MopatrBep)aeHue Mosib30BaTe/lb AOJ/KEH BBECTW HOBbIM Maposib
nonb3osatens JaCarta n noaTBepXAeHME COOTBETCTBEHHO, Nocne Yero Haxatb OK.

Ha akpaHe nosnb3oBaTens otobpasntcs cnepytouwiee coobuieHme.
x|

-
\!‘) MNaponk pasbnokMpoBaH M HaMEHEH

10. NMonb3oBaTenb AonxeH HaxaTb OK ans 3aBeplieHns npoueaypsl.

Pa3bnokupoBka napons umdpoBon noanmcu

BnokupoBka napons umdpoBOM MOAMNMCU MPOUCXOAWUT, €CIW MOofb30BaTeslb MPEBbICUA AOMYyCTUMOE
YMCNO MoCnefoBaTeNbHbIX HeyAauyHbIX MOMbITOK BBOAA AAHHOro napons (3To  3HayeHue
yCTaHaBNMBAETCA Ha »3Tane nepcoHanusauuun). Ans pa3bnokMpoBku napons uudpoBor noanucu
NCMNO/Ib3yeTCs COOTBETCTBYIOLWNI eMy Naposib pa3b/ioKMpoBKM LMEGPOBON NOAMUCH.

Onsa Toro uto6bl pazbnokmpoBaTbh Naponb Lndposoit nognucu.
1. Bbibepute Myck > Bce nporpammbl > JC-Client > JaCarta PINTool.
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Ecnn naponb uudposoi nognucmn 3abnokupoaH, B none Cratyc HanpoTuB 3HayeHus Mognuchb
6ynet 3HaunTbCcs 3abI0KMPOBAHO, KaK NOKa3aHO Ha M306paxeHnun Huxe.

x
JaCarta#0B52001323549243
Tun goctyna Cratyc
"g’i BuomeTpus @ Orcyrcmyer
/ Mommace @ 3aGrowposaro PasBnoposica

2. LUWenkHuTe Ha ccbinke Pa3610oKMpOBKa HanpoTuB MoJsis NoAmnuch.

OTo6pasuTcs cneaytoliee oKHo.

i

JaCarta#09530005180E4326

JaCarta: naponk UM¢pOBOH NOANKUCH

Maponk pastnokUpoEkK I

Hoetait napone |

MoaTeep#aeHHe |

Sakpere | 0] I

B none Maponb pa36bioKNpPoBKU BBeAMTE Naposb pa3bioKMpoBKM LUMGbPOBOI MNOAMUCHK.

4. B nonsx HoBbin naponb v MoarBep>aeHue Mob30BaTeNb AO/KEH BBECTU HOBbIM Mapob
uMcdpoBOM NOANNCK U NOATBEPXKAEHNE COOTBETCTBEHHO.

5. Haxmute OK.

OTobpasuTcs cneaylouiee cooblieHue,

JaCarta PINTool x|
-
. | ,:' MNaponk pasinokMpoBaH U M3MEHEH

6. Haxmute OK ansa 3aBeplueHMs npoueaypbl.
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MapameTpbl 1 HACTPOMKHU

Hacroswunin pasgen nocesilleH onmcaHuto napameTtpoB JC-Client, xpaHsawWwnxcsa B peecTpe.

KpaTkoe coaepxaHue.
e Ob6wue cBefeHMs 0 NapameTpax
e [lapaMeTpbl KOMaHAHOW CTPOKMU

e HacTpoika napaMeTpoB peecTpa BpYy4HYIO
O6wme cBegeHUs 0 napameTpax

KoHdurypaumns JC-Client n cBsizaHHble C Hel napaMeTpbl peectpa onpeaenstoT nHTtepdenc JC-Client n
napamMeTpbl 06paboTKn pasfiNYHbIX CO6bLITUI. 3adaTb 3Ha4YeHWEe MnapaMeTPOB MOXHO HECKOSbKUMU
cnocobamm:

e B npouecce yCTAaHOBKM M3 KOMAaHAHOW CTPOKM - UHIoOpMaumss o6 3TOM npeacraBfieHa B
pasgenax «YCTaHOBKa B peXxuMe KOMaHAHOM CTPOKU» N «lMapaMeTpbl KOMaHAHOW CTPOKN> .

e B ytunurte JaCarta Options - noapobHoe onuncaHve AaHHOW yTUNUTbl NpeacTaBieHo B pasgene
«JaCarta Options».

e HacTpoiika napaMeTpoB peecTpa BpyUYHyl — WH(OPMaLUUs O Py4yHOW HACTpoiiKe NnapaMeTpoB
peecTpa npefcTasieHa B pasaene «HacTpoika napaMeTpoB peectpa BpyUHYHo».

MapameTpbl KOMAaHOHON CTPOKU

Nmsa IBOOT

OnucaHue Mepesarpyska KOMMbOTEPa Moc/ie YCTaHOBKM.

0 (NMoxb): MNocne ycTaHOBKM Nepe3arpy3ka no HeobxoammocTtu. Hanpumep, ecnu
3HaueHus ycTaHoBneHa nogaepxka GINA.

1 (UcTuHa): nocne ycTaHOBKM nepesarpysku He byaerT.

Mo ymonuyaxnuio 0 (Jloxb)

(He nepesarpy»xaTb Nocsie yCTaHOBKM)

msiexec.exe /1 "<nyTbp k danny ycraHoBku>\JC-Client.msi" IBOOT=1

Mpumep

Umsa UBOOT

OnucaHue Mepe3arpyska nocne AenHCcTannauum.

0 (Jloxb): nepesarpyska nocre AenHCTaNNSALNM.
1 (WcTnHa): nocne AevHCTaNAAUMK nepesarpysku He 6yaert.

3HaueHus

Mo ymonuaHnuo 0 (Nloxb)

Monme (He nepesarpy»aTb nocse geuHCTannsaumm)
P P msiexec.exe /i "<nyTb k oanny ycraHoBku>\JC-Client.msi" UBOOT=1

Umsa INSTALLMANGEPIN

Heobsa3aTenbHbIli NapamMeTp, onpeaensawowmii, byaeT nmn yctaHosneHa ytunuta JaCarta

CHCIEELR PINToOl.

0 (JToxb): He ycTaHaBnMBaTb.

3HaueHusn

1 (UctuHa): yctaHaBnmBaThb.

Mo ymonuyaHuo 1 (UctuHa)

Mpumep (He yctaHaBnmBaTtb JaCarta PINTool)
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_ msiexec.exe /i "<nyTb k danny ycraHoBku>\JC-Client.msi" INSTALLMANGEPIN=0

OnucaHue

3HaueHus

Mo ymonqaﬂmo

Mpumep

Onucaxue

3HaueHus

yMonanmo

Mpumep

OnucaHue

3HaueHus

Mo ymonyanuio

Mpumep

OnucaHue

3HaueHus

Mo ymonuaHuuo

Mpumep

OonucaHue

3HaueHus

INSTADMINPINTOOL

Heobs3aTenbHbI NapaMeTp, onpeaensitowmn, byaeTt num yctaHoBneHa ytunuTta JaCarta Admin
PINTool.

0 (Jloxb): He ycTaHaBNuMBaThb.
1 (UcTuHa): yctaHaBnuBaThb.

0 (Jloxb)

(YctaHosuTb JaCarta Admin PINTool)
msiexec.exe /i "<nyTb k danny ycraHoBku>\JC-Client.msi" INSTADMINPINTOOL=1

INSTALLMONITOR

Heobs3aTenbHbI NapaMeTp, onpeaensiiowmin, 6yaeTt nm yctaHoBneHa ytunuTta JaCarta
Monitor.

0 (JToxb): He ycTaHaBnMBaTb.
1 (UctuHa): yctaHaBnmBaThb.

1 (UctuHa)

(YctaHosuTtb JaCarta Monitor)
msiexec.exe /i "<nyTb k oainy ycraHoBku>\JC-Client.msi" INSTALLMONITOR=1

INSTALLRDPSERVER

YcTaHOBKa CepBMCOB MOAAEPXKKW AOCTyNa yepes yaaneHHbln pabounii cton.

0 (JToxb): He ycTaHaBnMBaTb.
1 (UctuHa): yctaHaBnmBaThb.

0 (Jloxb)

(YcTaHoBKa, He BK/oYatowas noaaepXxKy A0CTyna vYepe3 yaaneHHbln pabouunii cton)
msiexec.exe /1 "<nyTb k danny ycraHoBku>\JC-Client.msi" INSTALLRDPSERVER=0

INSTBIOCOMP

Heo6s3aTeNbHbI MapaMeTp, NO3BOMAIOLWMIA YCTAHOBUTL NMOAAEPXKKY BMOMETPUM HA AAHHOM
KOMMblOTEpPE.

NMpumMmeyvaHmne: ycTaHOBKA TOMbKO 3TOM0 KOMMOHEHTa He NMOo3BONsSET BXOAUTb B CUCTEMY MO
pe3ynbTaTaM CKaHMpOBaHUA oTrnevaTka nasnbua, cM. gononHutenbHo INSTALLGINA un
INSTALLCP.

0 (JToxb): He yCTaHaBAMBaTb KOMMOHEHT MOAAEPXKKN BMOMETPUN.
1 (UcTuHa):yCTaHOBUTb KOMMOHEHT MNOAAEPXKKN 6MOMETPUM.

0 (Jloxb)

(YcTtaHoBKa, BK/toYaoLas noaaepxky énomerpum)
msiexec.exe /i "<nyTb k dainny ycraHoBku>\JC-Client.msi" INSTBIOCOMP=1

INSTALLPRECISELIBS

YcTaHoBka 6ubnuotek, obecneumBatowmx B3ammogericteme JC-Client co cmapT-kaptamu,
BbIMOSIHEHHBLIMW Ha OCHOBE OAHOW U3 ABYX 6MOMETPUUYECKMX TEXHOOTUNA.

MpumMeuaHume: nogpobHble CBeAEHUS MO HACTPOMKe NapaMeTpoB GMOMETpUYECKOr
ayTeHTUdMKauMn npeacTaBneHbl B JOKyMeHTe Mcronb3oBaHne JaCarta A5 6uMomMeTpuyeckoi
ayTeHTugukauymm B cpeae Windows.

1: TexHonorus Precise Biometrics
2: TexHonorusa ISO
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2

(YcTaHOBUTbL KOMNOHEHTbI HeobxoauMble ansa B3anmoaencTemsa JC-Client co cmapT-kapTamu,
BbIMOSIHEHHBLIMW C UCMOMIb30BaHMEM BMOMeTpUYecKkon TexHonornn Precise Biometrics.)

msiexec.exe /i "<nyTb k danny ycraHoBku>\JC-Client.msi" INSTALLPRECISELIBS=1

ASESENSBSPS

YcTaHoBKa KOMMOHEHTOB, Heob6xoaMMbIX A5 B3amMmogenctems JC-Client ¢ pa3nnyHbiMuK
MOAENs MU CKaHepoB OTNe4yaTKoB NanbuesB

NMpumMmeuaHue: NnogpobHble CBeAEHUA NO HACTPOliKe NapaMeTpoB GUoMeTpuyeckom
ayTeHTUdMKaUMn, a TakXXe CBeAeHUS, Kacalowmecs pasnyHbIX MoAaesnel CKaHepoB
0TnevyaTKoB, NpeAcTaBeHbl B AOKYMeHTe Mcronb3oBaHmne JaCarta 4715 6MoMeTpuyYeckoi
ayTeHTugukauymmn B cpeae Windows.

1: Precise Biometrics
4: Validity

5: Precise Biometrics, Validity

8: Nitgen

9: Precise Biometrics, Nitgen

13: Precise Biometrics, Nitgen, Validity

16: Authentec/Upek

17: Authentec/Upek, Precise Biometrics

21: Authentec/Upek,Precise Biometrics, Validity

29: Authentec/Upek,Precise Biometrics, Validity, Nitgen
36: Authentec/Upek, Nitgen

16 (Authentec/Upek - 3Tu ckaHepbl BCTpOeHbl B cumTbiBaTenu Athena)

(YcTtaHoBUTbL NoaaepXKy ckaHepoB oTnedaTkoB Authentec/Upek,Precise Biometrics, Validity n
Nitgen)
msiexec.exe /i "<nyTb k danny ycraHoBku>\JC-Client.msi" ASESENSBSPS=29

INSTALLGINA

YcTaHoBka 3aMeHsowmx 6ubnuotek GINA. MNMo3BonsieT oCcywecTBNATb BXO4 B CUCTEMY MO
pe3ysibTaTaM CKaHWPOBaHMA OTrneyaTka nanbua.

MpuMeyvaHme: AaHHbI KOMMIOHEHT HEOH6X0AMMO yCTaHaBIMBaTb C KOMMOHEHTOM
INSTBIOCOMP. INSTALLGINA cnepyeT ycTtaHaBinBaTb TO/IbKO Ha OnepaLnoHHble CUCTEMBI A0
Windows Vista. na Windows Vista n 6onee no3gH1Mx cuctemM UCNonb3yinTe napameTp
INSTALLCP (cM. Huxe).

0 (JToxb): koMnoHeHTbl GINA He ByayT yCTaHOBMEHDI.
1 (UctuHa): yctaHoBKa BkAto4YaeT KOMNoOHeHTbl GINA.

1 (UcTnHa)

(He ycTaHaBnmnBaTb KOMMOHeHTbl GINA)
msiexec.exe /1 "<nyTb k danny ycraHoBku>\JC-Client.msi" INSTALLGINA=0

INSTALLCP

YcTtaHoBka komrnoHeHTa Credential Provider. MNo3BonsieT ocywecTBnaTb BXOA B CUCTEMY MO
pe3ynbTaTaM CKaHMPOBaHUSA oTrneyaTKa nanbua.

NMpumMmeyuaHme: JaHHbIN KOMNOHEHT HEO6X0AMMO yCTaHaBNMBaTb C KOMMOHEHTOM
INSTBIOCOMP. INSTALLCP cneayeT ycTaHaBMBaTb TONIbKO Ha ONepaLUoOHHble CUCTEMDI,
HauunHasa ¢ Windows Vista. [ins 6onee paHHMX cuctem mcnonb3yrite napametp INSTALLGINA.

0 (JToxb): koMnoHeHTbl Credential Provider He 6yayT ycTaHOBNEHbI.
1 (UctnHa): ycTtaHoBKa BkAtoYaeT kKoMnoHeHTbl Credential Provider.

0 (Jloxb)

(YctaHoBuTb Credential Provider)

msiexec.exe /1 "<nyTbp k ¢anny ycraHoBku>\JC-Client.msi" INSTALLCP=1
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INSTCITRIXCLIENT

YcTaHOBKa K/IMEHTCKMX KOMMOHEHTOB ANS NoAAepXXKK paboTbl aneKTpoHHbIX Kitover JaCarta
B cpegae Citrix.

0 (Jloxb): He ycTaHaBnMBaTb Habop KIMEHTCKUX KoMNoHeHToB Citrix.
1 (UctuHa): ycTaHoBUTb HAabop KINMEHTCKUX KoMNoHeHToB Citrix.

0 (Jloxb)

(ycTtaHoBUTb KOMNOHeHTbI Citrix)

msiexec.exe /i "<nyTb k dainy ycraHoBku>\JC-Client.msi" INSTCITRIXCLIENT=1

DELCERTSTORE

HacTpolika NoAnTUKM coxpaHeHns cepTUdUKaTOB Npu yaaneHnn ceptndunkaTos N3 KOPHEBOIO
XpaHunnuwia ceptudukatos Windows.

0 (Jloxb): Npu yaaneHnu us xpaHunuiia ceptudukartos Windows, ceptudgumkart octaetcs B
namsaTn 3N1eKTPOHHbIX Ktoyel JaCarta.

1 (UctnHa): npu yaaneHun ns xpanunuwa ceptudukatos Windows, ceptudukaTt Takxe
yAanseTcsa U3 naMsaTM 3N1eKTPOHHbIX Kntoden JaCarta.

yMoOn4yaHu

Mpumep

R

OnucaHue

3HaueHus

Mo ymonyanuio

Mpumep

OnucaHue

3HaueHus

Mo ymonuyanuio

Mpumep

OonucaHue

3HaueHus
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0 (Jloxb)

(Ynansatb cepTudukaTt U3 NamMsaTH 3/1EKTPOHHbIX kntoden JaCarta, ecnu oH yaaneH us
XpaHununwa ceptudukaTos).

msiexec.exe /1 "<nyTb k danny ycraHoBku>\JC-Client.msi" DELCERTSTORE=1

KEEPARCVCERT

Ecnu paHHasa nonuTtuka BKKOYEHA, CepTUdMKAT, MOMEUYEHHbIN B XpaHWMLLE KaK apXUBHbIN,
nomMevaeTcs TakmMM xxe 06pasoM B NaMsATU /1IEKTPOHHOro ktoda JaCarta. B npoTuBHOM cnyyae
cepTudukaT yaansercs.

0 (JToxb): Koraa cepTudurKaT NOMeYaeTCs Kak apXMBHbIA B XpaHuUauLLe cepTudmrKaTos
Windows, oH yaanseTcsa u3 namaTn anekTpoHHoro kntova JaCarta.
1 (UctnHa): koraa cepTndmKaT NOMeYaeTCs KakK OTNPaB/IEHHbIN B apXMB B XpaHUAULLE

ceptudunkatoB Windows, OH TakxXe NOMEYaeTCs KaK apXMBHbI B NaMSATU 3/IEKTPOHHOIO
kntoya JaCarta.

0 (Jloxb)

(CoxpaHaTb cepTUdmrKaTbl, OTMEYEHHbIE KaK apXUBHbIe)
msiexec.exe /1 "<nyTb k ¢anny ycraHoBku>\JC-Client.msi" KEEPARCVCERT=1

DELCARDCERT

HacTpoiika NofMTUKN COXpaHEHUs cepTUdMKATOB B KOPHEBOM XpaHunuile Windows npu
yaaneHuu ceptudmkaTa M3 NaMsaTy 3/1EeKTPOHHOMO Kitoda JaCarta.

0 (Jloxxb): Npw yaaneHnn ceptudurkarta U3 namaTn 31eKTPpoHHOro kntoda JaCarta oH ocTaeTcs
B KOPHEBOM XpaHunuue ceptudmkatos Windows.

1 (UctnHa): korpa ceptudukat yaanseTcs 3 namatn anekTpoHHoro kntoyva JaCarta, oH
TaKXe yaanseTcs u3 KopHeBoro xpaHunuwa ceptndukatos Windows.

0 (Jloxb)

(He yOanaTb CepTVICbVIKaT N3 KOPHEBOIo XpaHunuila, Aa>Xe eCcnii OH yaaleH U3 NaMAaTu
3neKTpoHHOro knatova JaCarta)
msiexec.exe /i "<nyTb k dainny ycraHoBku>\JC-Client.msi" DELCARDCERT=0

LOADROOT

HacTpolika NoANTUKN B OTHOLLEHUW KOPHEBbLIX CEPTUDMKATOB, XPaHALMXCA B NaMATH
3NEeKTPOHHOro kto4a JaCarta.

0 (Jloxb): KOpHeBOW cepTudUKaT B NamMsTU 3/1eKTPOHHOro kntoda JaCarta He 3arpyxaeTcs B
KOpHeBoe XpaHunuue ceptudukatos Windows.
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1 (UctnHa): kopHeBoW cepTudmKaT B NaMsATM 3NEKTPOHHOro katova JaCarta 3arpyxaeTtcs B
KOpHeBOe xpaHunuwe ceptudurkatos Windows.

0 (Jloxb)

(3arpyxaTtb cepTnduKaTbl B KOPHEBOE XpaHunuLie)
msiexec.exe /i "<nyTb k dainny ycraHoBku>\JC-Client.msi" LOADROOT=1

CPSUPPORT

OnpepenseT, 6yaeTt nv ycTaHOB/IEHA NO YMOJIYaHMIO noaaep)xka paspbiBa Check Point VPN-
Ceccum nNpu OTK/IOYEHUN 3NEKTPOHHOro katova JaCarta oT paboyei ctaHUuMK.

0 (Jloxb): He npepbiBaTb VPN-ceccuio Npu U3BAeYEHUN INEKTPOHHOrO Kitova JaCarta.
1 (UctuHa): npepbiBaTb VPN-ceccuio npu U3BneYeHUn 3NeKTPOHHOro kitoda JaCarta.

0 (Jloxb)

(3apaTb HacTpoliky paspbiBa VPN-ceccum nNpu oTKAOYEHUM 31eKTPOHHOro kntoda JaCarta).

msiexec.exe /i "<nyTb k danny ycraHoBku>\JC-Client.msi" CPSUPPORT=1

CERTPOLICY

YcTaHaBnvMBaeT KOMYECTBO AHEN, B TeYeHue KOTopbIxX cepTudukaTtbl 6yayT XpaHUTbCS B
XpaHunuie ceptudukaToB, nepes TeM Kak 6yayT yaaneHsl.

LlenouncneHHble 3HaYeHUs

He ycTaHoBneHo

(XpaHutb ceptudmnkaTbl 5 aHen)
msiexec.exe /i "<nyTb k oainy ycraHoBku>\JC-Client.msi" CERTPOLICY=5

SHOWICONTRY

Onpepenset, 6yaet nm otobpaxaTtbcs 3Havok JaCarta Monitor B o6nactn yBegoMmieHun.

0 (JToxb): 3Hayok JaCarta Monitor He oTobpaxaeTcsi B naHenn yBeaoMIEHUNA.
1 (McTtuHa): 3Ha4vok JaCarta Monitor oTobpaxkaeTcs B naHenn yBeLOMIEHUN.

1 (UctuHa)

(He oTobpaxaTb 3Ha4yok B o61acTn yBeaOMIEHNI)

msiexec.exe /i "<nyTb k danny ycraHoBku>\JC-Client.msi" SHOWICONTRY=0

INSTALLPERSO

Heobs3aTenbHbI NnapaMeTp, onpeaensiiowmn, byaet nu yctaHoBneHa ytunuta JaCarta
Format.

0 (Nloxb): He ycTaHaBnuBaTb JaCarta Format.
1 (UcTtuHa): yctaHoBuTb JaCarta Format.

1 (UcTnHa)

(He yctaHaBnuBaTtb ytunmTty JaCarta Format)

msiexec.exe /i "<nyTb k dainny ycraHoBku>\JC-Client.msi" INSTALLPERSO=0

INSTALLMANAGER

Heobsa3aTenbHblli NapaMeTp, onpeaensownin, 6yaeT nm yctaHosneHa ytunuta JaCarta
Manager.

0 (Jloxb): He ycTaHaBnuBaTb JaCarta Manager.
1 (UcTtuHa): yctaHoBuTb JaCarta Manager.

1 (UctnHa)
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(He yctaHaBnuBaTtb JaCarta Manager)
msiexec.exe /i "<nyTb k oainy ycraHoBku>\JC-Client.msi" INSTALLMANAGER=0

INSTALLOPTIONS

Heobs3aTenbHbIli NapamMeTp, onpeaensawownii, byaeT nn yctaHoeneHa ytunuta JaCarta
Options.

0 (Jloxb): He ycTaHaenueaTb JaCarta Options.
1 (UctuHa): yctaHoBuTb JaCarta Options.

1 (UcTtnHa)

(He yctaHaBnmBaTb ytunmty JaCarta Options)
msiexec.exe /i "<nyTb k oainy ycraHoBku>\JC-Client.msi" INSTALLOPTIONS=0

ORIGBIOFINGPRINT

OnucaHue

OnpepenseT, peanbHbli OTAEYATOK Nanbua Wan Mynsx otnedaTtka 6yaeTt otobpaxaTbcs BO
BpeMs A0CTyna no oTnevyaTKy nanbues.

3HaueHus

0 (Jloxb): oTobpaxaTb Mynsx oTnedaTka.
1 (UcTtuHa): oTobpaxaTb peanbHbii OTNeYaTok.

Mo ymonyaxnuio

1 (UcTtnHa)

Mpumep

(OTobpaxaTb peasnbHbI OTNEYaToK Nanbua)
msiexec.exe /1 "<nyTb k danny ycraHoBku>\JC-Client.msi" ORIGBIOFINGPRINT=1

Umna

ALLOWUNLOCK

OnpepenseT, A0NYyCTMMO N1 pa3bnokMpoBaTh 31EKTPOHHbIN Koy JaCarta u3 okHa
aBTopu3aumn Windows.

1: He pa3pewaTsb.
2: paspewuThb.

3HaueHus

Mo ymonuyanuio

1

Mpumep

(PaspewunTb pa3boknMpoBaTb 3N1eKTPOHHbIe ktoun JaCarta n3 okHa aBTopusaummn Windows)
msiexec.exe /1 "<nyTb k danny ycraHoBku>\JC-Client.msi" ALLOWUNLOCK=2

MOZILLASUPPORT

OnucaHue

MponucbiBaeT NyTb k 6ubnnoteke PKCS#11 B HacTpoikax 6pay3epa Mozilla Firefox.

3HaueHus

0 (JToxb): He BKAOYaTb B YCTaHOBKY noaaepxky PKCS#11 ans Firefox.
1 (UctnHa): BkAOUMTb B YCTaHOBKY noaaepxky PKCS#11 ans Firefox.

Mo ymonyanuio

1 (UctnHa)

Mpumep

(BkntounTb Noaaepxky PKCS#11 ans Firefox)
msiexec.exe /i "<nyTb k darny ycraHoBku>\JC-Client.msi" MOZILLASUPPORT=1

CREATEPUKEY

OonucaHue

3ajaeT 3HayeHue NapaMeTpa peecTpa enablePublicCreate, KOTOPbIA MO3BONSET CO34aBaTb
OTKPbITbIM K/OY B MaMsTU 3N1EKTPOHHOro kitova JaCarta.

3HaueHus

0 (JToxb): kntoy cospaeTtcst 6e3 NpUHYANTENBHOro 3a4aHns AAHHOIMO 3HaYeHus.
1 (WcTrHa): no3BoAUTbL CO3a4aBaTb OTKPbLITHIA K/HOY B MaMSATM 3/IEKTPOHHOro katoda JaCarta.

Mo ymonuyanuio

0 (Jloxb)

Mpumep

(Mo3BoNUTL Co3zaBaTb OTKPbLITLIM K/OY B MAMATM 3NIEKTPOHHOro kitodya JaCarta)
msiexec.exe /1 "<nyTe k ¢anny ycraHoBku>\JC-Client.msi" CREATEPUKEY=1
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ENASTROPROT

3ajaeT 3HaveHue napaMeTpa peectpa enableStrongProtected.

0 (Jloxb): co3paTb 6e€3 yyeTa AaHHOroO napaMeTpa.

1 (MicTmHa): No3BONUTb, €CNN CTb NOAAEPXKKA LMMPOBOM NMOAMNUCK, B NPOTUBHOM Cliyyae
npepBaTh onepauumio.

0 (Jloxb)

(Mo3BoNuUTb, €cnn ecTb Noaaep)kka LMdposoli NoanncKu, B MPOTUBHOM C/lyyae npepsaTb
onepauuto)

msiexec.exe /i "<nyTb k danny ycraHoBku>\JC-Client.msi" ENASTROPROT=1

VERIFPOLICY

3apaeT 3HauyeHue k4da peectpa DSVerificationPolicy. JaHHbIA Koy onpeaensiet
napameTpbl KEWWMPOBaHUA Napons umMdbpoBOn NOANUCK.

0: naponb He KewupyeTca

1: naponb KewunpyeTcs, HO NPU KaXAOM UCMosb30BaHUM TpebyeTca noaTBepXaeHne
OEeNCTBUSA Nosb3oBaTesieM.

2: naposb KewunpyeTcs, NoATBEPXAEHNE NOMb30BaTEIEM MPU KaXXA0M AEACTBUM He
Tpe6yeTc5=|.

0

(Naponb KewunpyeTcs, NOATBEPXKAEHNE KaXA0ro AeNCTBUS NMonb3oBaTeneM He Tpebyercs)
msiexec.exe /1 "<nyTb k danny ycraHoBku>\JC-Client.msi" VERIFPOLICY=2

DSSYNCPOLICY

3anaet 3HaveHue kn4ye peectpa DSSynchOption. JaHHbIl KoY onpeaenseT napameTpbl
CUMHXPOHM3aLUMK Naposis Nnonab3oBaTens n napons uMdposorn noanmcu (CM. pasaen
«CUHXpOHM3aUMs Napons nosib3oBaTtens C naposieM LUmMdpoBOn NOANUCK>»).

0 (JToxXb): HE CMHXPOHM3MPOBATb NMNaposib NO/b30BATENS U Naposib LMQPOBON NOANUCH.
1 (UcTnHa): cMHXpOHM3MpOBaTb Naposb NOAb30BaTeNsA M Naposb LMMPOBOM NOAMUCH.

0 (Nloxb)

(CnHXxpoHU3MpoBaTb Naponb nonb3osatens u Digital signature PIN)
msiexec.exe /i "<nyTb k danny ycraHoBku>\JC-Client.msi" DSSYNCPOLICY=1

DNSPREFIXNAME

3apaeT 3HayeHue ko4da peectpa DSNamePrefix. JaHHbIl kKnto4 onpeaenseT npedukc, ¢
KOTOpbIM ByAeT COXpaHATbCA KOHTeNHep LundpoBoi NoaANUCH.

ByKBEHHO-UMDPOBbLIE 3HAYEHMS.

He ycTaHoBneHo

(Mpedurkc nMeHn undpoBon NoanucK)
msiexec.exe /i "<nyTe k Qanny ycraHoBku>\JC-Client.msi" DNSPREFIXNAME="Prefix"

DSCREATIONPOLICY

3anaeT napameTp kntoda peectpa DSCreationPolicy.

0: 3aKpbITbIN KJHOY CBSI3aH C NaposieM undpoBo NOANUCKU TONBLKO B TOM C/lydae, eciv SiBHO
3anaH napametp PKCS#11 2.20 CKA_ALWAYS_AUTHENTICATE.

1: naponb undpoBOIt NOANMCK CBSA3AH C NO6LIM KOYOM, ANl KOTOPOro YCTAHOB/IEH aTpubyT
AT_SIGNATURE.

2: CcywecTByeT BO3MOXHOCTb 3a4aTb NpeduKc KoHTelHepa unMdpoBoi Noanmcu.

0
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(naposb UMdPOBOI NOANUCK CBA3AH C /IOOLIM KOYOM, AN KOTOPOro YCTaHOBMIEH aTpubyT
AT_SIGNATURE)

msiexec.exe /i "<nyTb k dainny ycraHoBku>\JC-Client.msi" DSCREATIONPOLICY=1

INSTALLMD

YctaHoBka Habopa kKoMnoHeHTOB Minidriver.

0 (Jloxb): He ycTaHaBnuBaTb Minidriver.
1 (UctuHa): yctaHoBuTb Minidriver.

0 (Nloxb)

(YctaHoBuTb Minidriver)

msiexec.exe /i "<nyTb k danny ycraHoBku>\JC-Client.msi" INSTALLMD=1

INSTALLCSP

YcTaHoBka Habopa komMnoHeHToB CSP.

1 (UctuHa): yctaHaeBnmBaTb Habop koMnoHeHToB CSP.
0 (JToxb): He ycTaHaBnmBaTb Habop koMnoHeHTOoB CSP.

1 (UcTtnHa)

(He ycraHaBnmBaTtb CSP)

msiexec.exe /1 "<nyTb k danny ycraHoBku>\JC-Client.msi" INSTALLCSP=0

INSTMDANDCSP

YcTaHoBka Habopa koMnoHeHToB Minidriver n CSP.

0 (JToxb): He NO3BONATb YCTaHaBNMBaTb oAgHOBpeMeHHO CSP u Minidriver.
1 (UctuHa): no3BonuTb ycTaHaBmMBaTb ogHoBpeMeHHO CSP u Minidriver.

0 (Nloxb)

(Mo3BoNuTbL ycTaHaBnmBaTb oaHOBpeMeHHO CSP u Minidriver)
msiexec.exe /1 "<nyTb k danny ycraHoBku>\JC-Client.msi" INSTMDANDCSP=1

INSTALLBIOTOOL

YcTtaHoBka ytunutel JaCarta BioTool.

MpuMmeyaHmne: AaHHbLIN KOMMOHEHT CNeayeT yCTaHaBAnBaTbh BMECTe C KOMMOHEHTOM
INSTBIOCOMP.

0 (JToxb): He ycTtaHaBnmBaTb JaCarta BioTool.
1 (UctuHa): yctaHosuTb JaCarta BioTool.

1 (UcTnHa)

(He yctaHaBnmBaTb JaCarta BioTool)
msiexec.exe /i "<nyTb k oainy ycraHoBku>\JC-Client.msi" INSTALLBIOTOOL=0

INSTALLCCID

YcTtaHoBka gpansepa CCID.

0 (Jloxb): He ycTaHaBnuBaTb apansep CCID.
1 (UctuHa): yctaHoBuTb gpavisep CCID.

0 (Jloxb)

(YctaHosuTb apansep CCID)
msiexec.exe /1 "<nyTe k ¢anny ycraHoBku>\JC-Client.msi" INSTALLCCID=1
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HacTpoiika napaMeTpoB peecTpa Bpy4HYy!0

YT1o6bl HacTponTb NapameTpbl JC-Client B peecTpe, BbINOMHUTE cneayowme 4enCcTBuUS.
1. OtkpouTte Myck > BbINOAHUTD.
2. B none OTKPbITb BBEAUTE regedit N HaxMuTe OK.

Ha akpaHe OTKpOeTCs pefaKTop peectpa, M B /1IeBOI YacTW OKHA Bbl YBUAMTE APEBOBUAHYIO CTPYKTYpY
pasgenos peecTpa.

3. Packpoiite Tpebyemblit pa3gen M BblbepuTe B HEM TOT NapaMeTp, A7 KOTOpPOro Bbl XOTUTE
NU3MEHUTb 3HaYeHne. 3HaYeHnss NapaMeTpoB OToHpaatoTcs B NPaBoi YacTU OKHa.

4. YTob6bl 3a4aTb 3HaUYEHWE MapaMeTpa B peecTpe, UCMOb3yiTe NMSA 3TOro napameTpa.

MapameTtp CertRemovePolicy

Monutuka yaaneHns cepTU@UKaToB, KOTOPblE 3arpy>atoTcst U3 NaMaTh 3NEKTPOHHOro KJko4ya

OnucaHune &
JaCarta 13 xpaHunuwa ceptndunkaToB Ha pabouen cTaHuuK.

0 (JToxb): He yaanaTb cepTUduKaTbl U3 XpaHUAMLLA.
FF: Yaanate cepTndurkaTbl NpyM 0TCOEANHEHUW M1IEKTPOHHOrO kntoda JaCarta

LlenouncneHHoe 3HavyeHune: Yaanatb cepTuduKkaTbl U3 XpaHUIULLA NOCe YKa3aHHOro B
OAHHOM napameTpe yucna gHen.

3HaueHus

Mo ymonuaHuuo FF

MapameTtp monS

OnucaHue [aHHblli napameTp onpeaensieT, 6yaeT nu otobpaxaTtbca uMkoHka JaCarta Monitor B naHenu
3ajau.

0 (JToxb): He oTob6paxaTb MKOHKY.
3HaueHun
1 (MctnHa): oTobpaxaTb NKOHKY.

Mo ymonuaHuuo ‘ 1 (UctuHa)

Napametp showUnpers

OnucaHue [aHHbIi napameTp onpegenset, 6yaeT nu oTobpaxaTbCA npeaynpexneHne o TOM, 4TO
NnoACOeAVMHEHHbIW 31eKTPOHHbIN koY JaCarta He nepcoHann3npoBaH.

3HaueHus

1 (UctnHa): oTobpaxaTb npegynpexaeHue.

0 (JToxb): He oTo6paxaTb NpeaynpexaeHue.

Mo ymonuaHnuo 1 (UctuHa)
Mapamerp TraceLogFilename
Onucanue [JaHHas HacTpoiika onpeaenser, 6yaeT v reHepupoBaThes daina 3anucy cobbITUN.

3HaueHus MyTb C yKasaHWEM MMeHW TeKCToBoro daiina.

UCRLIULEL UL He onpeaeneHo

Napametp DSVerificationPolicy

Onucanne [JlaHHas HacTpoiika onpeaenseT napamMeTpbl KeLMpoBaHUa napona umMdpoBsol Noanucu.

0: naposb UMGbPOBON NMOAMUCU HE KELUMPYETCs, MpU KaXKAOM MCMO/Ib30BaHMM MOJIb30BaTeNto
Heo6xoaAMMO ero BBOAUTb.

3HaueHus .
1: KewwupoBaTb M 3anpawwmBatb noaTBepxaeHue. lMonb3oBaTenb He AO/MKEH KaXAblh pas

BBOAWTb Naposib UMGPOBOM MOAMNCK, HO AO/DKEH MOATBEPAUTL €€ Kax[0e ee UCMOJb30BaHue
HaxkaTneM kHornku MoaTBepanTb.
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2: Naponb UMdPOBOK NOANUCK KELUMPYETCS, U MOMb30BATENIO0 HYXHO BBECTU €ro TOMbKO Npu
NepBOM UCMNOJIb30BaHUMU.

Mo ymonuyaHuo ‘

He onpepeneHo

MapameTtp

DSSynchOption

OnucaHue

HacTpolika CMHXpOHM3aunn napons umMdbpoBor NOAMUCU N Naposs nosib3oBaTens.

3HaueHus

0 (Jloxb): naposfib UMGPOBOI NOANUCKU HE CUHXPOHU3MPOBAH C NapoJieM NoJib30BaTeNs.

1 (UcTtnHa): naponb UMdpPoBON NOAMUCU CUHXPOHM3NPOBaH C NapoJsieM nojib3oBaTens.

Mo ymonyanuio

He onpepeneHo

Mapametp

DSCreationPolicy

OnucaHue

[JaHHaa HacTpolika onpeaensieT napaMmeTpbl CBA3biBaHWS Mapofs uMdpoBOoM noanucu u
cepTuduKata B NamMsaTh 3NEKTPOHHOro knaw4da JaCarta.

0: 3aKpbITbll KOY CBA3aH C MaposieM uudpoBOK MOAMMCK, €CIM SIBHO 3ajaH napameTp
PKCS#11 2.20 CKA_ALWAYS_AUTHENTICATE

1: naponb UMbPOBOM MOAMMUCK CBSA3AH C ItO6LIM KKOYOM, Afisi KOTOPOro YCTaHOB/EH aTpubyT
AT_SIGNATURE.

2: cylwecTByeT BO3MOXHOCTb 3a4aTb NpeduKc KOHTenHepa. J1ioboi knto4 umdpoBon noanucy,
UMs KOHTEHepa KOTOPOro HaunHaeTcs C 3a4aHHOro npedukca, 6yaet aBToMaTUYEeCKN CBSA3aH
C nNaponeM umMdbpoBoi Noanmcu.

3HaueHus

Mo ymonuaHuuo

0

Mapametp

nopaver |
OnucaHne

3HaueHus ‘

Mo ymonuyaxnuio

Mapamertp

OnucaHue

3HaueHus

Mo ymonuaHuuio

Mapametp

OonucaHue

3HaueHusn

Mo ymonuaHnuio

Mapametp

OonucaHue

DSNamePrefix

MpedunKkc KoHTelHepa, KOTopbin 6yaeT cBs3aH C UM@POBOK NoAnUCbi. [aHHbIA napameTp
cBs3aH ¢ napameTpoM DSCreationPolicy.

TeKkCcToBOE 3Ha4veHue.

He onpeaeneHo

enableStrongProtected

BkaounTtb 3awmTy KA4Ya. 3akpbiTbin knod ¢ atpubytom AT_SIGNATURE, co3paHHbIA C
yCTaHOBNEHHbIM B true (uctmHa) napametpoM CRYPT_FORCE_KEY_PROTECTION_HIGH, 6ynet
accounmMpoBaH C NaposeM LUngpoBor Nognucu.

0 (JToxb): BKIIOUYUTb 3alUMUTY KJto4a.

1 (UctnHa): He BKAKOYaATb 3alMTy Kao4a.

1 (NctnHa)

ShowBMP

OnpegenseT, 6yaet nn otobpaxaTbCsl Ha 3KpaHe CKaHMPYEMbI OTrne4yaToK nanbua BMecTo
CTaHAApTHOro M306paxeHus Npu AOCTyne Mnonb3oBaTens Mo oTnedyaTtky. (JaHHbli napameTp
OENCTBYET TONIbKO Ha YpoBHe paboyei cTaHuunm.)

0 (Jloxb): oTobpaxaTb CTaHAAPTHOE M306paxeHue.

1 (UcTtnHa): oTobpaxaTb CKaAHUPYEMbIM OTNEYaTOK NanbLa.

1 (UctnHa)

LogonCertList

PaspewnTb BXOA B cucTeMy C NtobbiM ceptudunkaToMm (JaHHbli napaMeTp AeNCTBYET TOJIbKO
Ha ypoBHe pabouyel ctaHummn).
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3HaueHus

Mo ymonuyaHuo ‘

MapameTtp

OnucaHue

3HaueHus

Mo ymonuyanuo

Mapametp

OnucaHue

3HaueHus

Mo ymonuyaHuuo

MapameTtp

OnucaHue

3HaueHus

Mo ymonuaHuuo

Mapametp

OnucaHue

3HaueHus

Mo ymonuyanuio

© 2014, 3A0 «AnapavH P. O.»
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0 (Jloxb): 3anpeTuTb BXOA4 B CUCTEMY B CWUCTEMY C WCMOSb30BaHMEM cepTudukaTta, He
MOMEYEHHOro Kak cepTudukaT no yMosayaHuio.

1 (UctmHa): PaspewnTb BXOA B CUCTEMY C MCMOMb30BaHWEM noboro ceptudukata B namsaTm
3/1eKTPOHHOro ktoya JaCarta, KOTOpbI NOAAEPXMBAET TaKy0 BO3MOXHOCTb.

0 (Jloxb)

Opsec

Onpepensiet, 6yaeT NM yCTaHOBJIEHA MO yYMONYaHUIO noaaepxka paspbiBa Check Point VPN-
Ceccum Npu oTCOEANHEHUM 3NIEKTPOHHOro katoya JaCarta ot KomnbloTepa.

0 (Jloxb): He npepbiBaTb VPN-ceccuio npu U3BnevYeHUn aneKTpoHHOro kit4a JaCarta.

1 (WcTtuHa): npepbiBaTb VPN-ceccuio npu M3BAeYEHUM INEKTPOHHOrO ktoYva JaCarta.

0 (JToxb)

allowUnlock

Mo3BonseT 3anpeTnTb MAM paspelnTb BO3MOXHOCTb pa3b/oKMpPOBKM Mapons mnosb3oBaTens
n3 okHa npusetctBua Windows. ([aHHbIn napamMeTp AENCTBYEeT TO/IbKO Ha ypoBHe pabouen
CTaHuuu.)

1: He pa3pewaTb BO3MOXHOCTb pa3bioKNMpoOBKY.

2: paspelmnTb BO3MOXHOCTb pa3bioKMPOBKU.

1

useSysDef

3aMeHseT HacCTPOMKK nosib3oBaTeNle Ha HaCTpPOMKKM paboyer CTaHUMKU, eCIM OHWU OT/INYaoTCS
(JaHHbI NnapaMeTp AENCTBYET TOJIbKO Ha ypoBHe paboyer ctaHumun.)

0 (Jloxb): He nepeonpenensaTe HaCTPOWKM Monb3oBaTenen.

1 (UcTtunHa): MNepeonpenennTb HAaCTPOMKKN NOSb30BaTENEN.

0

ASE_SENSOR_BSPS

Mo3Bonser 3agaTb PexuM MNOALAEPXKM CKaHepoB OTMNeYaTKOB ManbLes.
cnepywouwleMm popmMarte: WeCcTHagUaTepUYHbIN/AeCATUYHbIN

MpueeaeHo B

1/1: Precise Biometrics

4/4: Validity

5/5: Precise Biometrics, Validity

8/8: Nitgen

9/9: Precise Biometrics, Nitgen

D/13: Precise Biometrics, Nitgen, Validity

10/16: Authentec (Upek)

11/17: Authentec (Upek), Precise Biometrics

15/21: Authentec (Upek), Precise Biometrics, Validity
1D/29: Authentec (Upek), Nitgen, Precise Biometrics, Validity
24/36: Authentec (Upek), Nitgen

10/16: Authentec (Upek) — CKaHepbl, BCTPOEHHbIE B KOMOMHMPOBAHHbIE CUMUTbLIBATENN
ASEDrive Bio
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O630p yTunut B coctaBe JC-Client

Ytunutel, Bxoaswme B JC-Client nepeuncneHbl B pasgene «OnucaHue MakeToB YCTaHOBKWM». Huxe
npeacraBneHo noapobHoe onucaHue nx nHtepdelica.

JaCarta Manager

Ytunuta JaCarta Manager npegHasHauyeHa A/19 HAacTPOMKM MNapaMeTpoB XpaHeHus cepTudukaToB WU
3aKpbITbIX KOYEN, XpaHAWMXCS B MNaMsATU 3NeKTPOHHbIX kntodven JaCarta. U3 umHTepdenca JaCarta
Manager TakXe MOXHO BbI3BaTb YTUNUTY HacTponkm JaCarta Options (cM. «JaCarta Options») wu
YTUANTY Ans ynpasnenus naponsmm (cMm. «JaCarta PINTool»).

Mpwu 3anycke okHo yTunutbl JaCarta Manager BbIrsSAUT CNeayoumMM 06pa3oM.

=l

fann  Ceptrdmear  doctvn Oomowe

= P
T et Yon ™

Obwee | K.nHouM 1 cepTrbHEaTe I

-
<7 | | |

MmA yeTpoRcTES JaCarka
ARDS Jacarta... MeTka JaCarta®0BS2002245279243
CTartyc [NepCoHanHMEMpoOEaHD
Bepcwa OC 300357
CEpHAHEIR HOMER OBSZ00Z243279243
OBBEM NaMATH 73728 Bant
CE0B0AHON NamMATH 46615 BanT

Moaaep#ka GuomeTprm | Het

B neBon 4acTu OKHa yTuUaUTbl 0TOBpaXkaloTCsl MOAK/OUYEHHbIE YCTPOMUCTBa. B nmpaBon 4actm HaxoaaTcs
ABe BK/afKu.

e O6uwee

e Knroum n ceptudmkartbl

Bknagka O6OLuee

Ha pnaHHon Bknagke otobpaxaeTtcs MHpopMaums 0 NOACOEAMHEHHOM 3NEeKTPOHHOM Kkntodve JaCarta (cMm.
Tabnuuy Huxe).

Mone ‘ OnucaxHue
UmMa ycTpoiicTBa Nms anekTpoHHOro kntova JaCarta (HemsMeHseMbI napameTp).
MeTtka Mo ymonyaHuio none npuHMMaeT 3HadyeHune: «JaCarta#CepuiiHbii Homep JaCarta».

CraTyc anekTpoHHoro kntoda JaCarta, MOXeET NpUMHUMaTb ABa 3HAYEHUS.
CraTyc MepcoHanusnposaHo
He nepcoHanusunpoBaHo

Bepcus OC Bepcusa onepaumoHHON CUCTEMbl 3/1IeKTPOHHOrO Kktoya JaCarta.
CepuiiHbIi HOMep CepuiiHbIi HOMep 371eKTPOHHOro kitova JaCarta.

0O6bem namsaATH O6wmin 06beM NamMsATU 3M1EeKTPOHHOro kntoya JaCarta.
CBo6oaHOI NaMATH O6bem cBO60AHOM NaMSATW 31IEKTPOHHOrO ktoda JaCarta.

3HayeHune nons YKa3blBa€T, BbINOJIHEH NN NoACOEeANHEHHbIN BHEKTPOHHbIVI K4 C

Noaneprkka 6nomerpumn G
MCNoJsib30BaHNEM BMOMETPUYECKUX TEXHOIOMMI. [1ole MOXET NpUHMUMaTh
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Mone ‘ OnucaHue

cneayrume 3Ha4vyeHun4.

Aa - 3NeKTPOHHbIN KoY BbIMOSIHEH C UCMOSIb30BaHNEM BUOMETPUYECKOM
TexHonormu Precise Biometrics.

ISO - 31eKTPOHHbIW K/tOY BbINOSIHEH C UCMOMb30BaHNEM BoMeTpruyecKkomn
TexHonoruu no craHaapty ISO 19794.

HeT - coxpaHeHue oTnevyaTkoB He noaAepXmMBaeTCcs.

NMpumeuaHmne: ceefeHNs, KacaloWwmMecss UCMob30BaHNSA 3N1EKTPOHHbIX KJo4en
JaCarta c HacTpoiikaMn 6MoMeTpun, NpeacTaBfeHbl B AJOKYMeHTe Mcrosib30BaHme
JaCarta ans 6uomeTpuydeckon ayteHTugukaumm B cpege Windows.

Knouun n ceptudukarhbl

ﬂ,aHHaFl BKJ/laAKa nNnocsie BBOAa Napojid noJib30BaTeNns VI/VIJ'IVI NMPpOBEPKM 0OTNEYaTKoB MaJibLeB
oTobpaxaeT uHdbopMaunio 0 cepTudmKaTax M 3aKpbITbIX KOUYaX, XPaHALWMXCS B NaMATU 3/1EKTPOHHOIO
kntoua JaCarta.

=155 x4

fann  Ceptrdmear  doctvn Oomowe

0 (] [ ) o

OBwee KNHYH K CEpTHDMKETEI |

= [ caPl

ER=Yc=521510-aac7 iddz-5045-c7ba46540c0}
L&Y Key <AT_SIG, 2048>

-3l al <AT_SIG, 2048>

T[] 57aa4zd]-av00-4cf8-5e89-6fbatere07 a0

-8 key <AT_SIG, 1024

-Lgl a1 <AT_s5IG, 1024=

3 ABA.ECOM Root C4

L3 Entca

-

ARDS JacCarta...

SAKpEITE |

Mpn oTkpbITMM BkNagkm Knwounm um ceptudmkartbl CTAaHOBATCS AKTUBHBIMW KHOMKW YyrMpaBieHus
ceptTudukatTamu.

KHonka ’ OnucaHue

UMnopT cepTudmkara Mo3BoNSET MMNOPTUPOBATL CEPTUDMKAT B NaMsATb NEKTPOHHOro ktova JaCarta.

Mo3BoNSieT 3KCNOPTMPOBaTb CEPTUDMKATBI, XPaHsILLMECS B NaMATU 3/1EKTPOHHOIO
dkcnopt cepTudunkar kntoya JaCarta.

YaanseT BolGpaHHbIi 06bEKT U3 MaMATM 3MeKTPOHHOro kitoya JaCarta, ecnv AaHHbIN

JINTb o
Yaa 06BEKT He ABNSeTCs 4acTbio KoHTerHepa CAPI no ymonyaHuio.

MpocmoTp cepTudpmkara | OTobpaxaeT MHPopMaumo o BbiIbpaHHOM cepTudukare.

O6HoBNseT MHhOpMaumnio 0 cepTUdmrKaTax, XpaHSaLUXCA B NAMSATU 3/IEKTPOHHOIO

OGHoBuTL kntoya JaCarta.

Bonbwas 4yacTb npuBeAeHHbIX Bblwe GYHKUMA TakxXxe AO0CTynNHa w3 naHenu ynpaeneHus JaCarta
Manager (cM. cneaylowmii nogpasaen).

MaHenb ynpaBneHua JaCarta Manager

MaHenb ynpasneHus ytunutel JaCarta Manager coaepXuT criegytolme MeHio (CM. Tabaunuy Huxe).

HasBaHue MeHIo CnnUcok NyYHKTOB OnucaxHue

dain Ypanutb YpansieT BblbpaHHbIA 06bEKT U3 NaMSATU 3/TIEKTPOHHOIO
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Onucaxnme

kntoyva JaCarta, ecnvm OH He ABNSETCH YacTblo
KoHTelHepa CAPI no ymonuyaHuto, Bkinaaka Knoum n
cepTndukarbl.

N3MeHnTb MeTKy

Mo3BONAET N3MEHUTL METKY 3/IEKTPOHHOrO K/toya
JaCarta, Bknagka O6uwee.

3anyckaeT ytunmTty JaCarta Options (cMm. «JaCarta

Hactpoiku .
P Options»).
Bbixopn BbIxoa 13 npunoxeHus.
Mo3BonsetT MNopTUpoBaTb cepTuduUKaT B NaMsaTb
UmnopT 3neKTpoHHoro knto4a JaCarta, Bknagka Knroum n
cepTudukKarhbl.
Mo3BoNseT 3KCNopTUPOBaTb CeEPTUPUKATLI, XpaHALLMECH
dkcnopTt B NaMATW 3/1eKTPOHHOro Kkntoya JaCarta, Bknagka
CepTudukar Knioun n ceptudmkarbl.
OTobpaxaeT nHdopmaumio o BbibpaHHOM cepTudukare
MpocmoTtp p ¢dopmay p pTnd '
Bknaaka Knroum n ceptucdmkarhbl.
YcTaHaBnuBaeT Bbl6paHHbI KOHTEWNHEDP B KayecTBe
YcTaHOBUTb NO YMOJIMaHUIO | KOHTENHEepa No yMonyaHuo, Bknagka Knoum n
cepTudukarhbl.
3anyckaet ytunuTy JaCarta PINTool (cMm. «JaCarta
PINTool y Y Y (
PINTool»).
OocTtyn CseaeHus 06 NCnonb30BaHWN AAHHON YTUANUTBI
BioTool npeacTaBieHbl B JOKYMeHTe Mcrosib3oBaHne JaCarta
A1 BUOMETPUYECKON ayTEHTUUKaLMn B cpeae
Windows.
Momowb O nporpamme OTobpaxaeT nHdopmauuto o6 ytunute JaCarta Manager.

JaCarta Options

Ytunuta JaCarta Options npeaHa3HadyeHa ANs HAaCTPOMKW NapaMeTpOB MCMOJSIb30BaHUA 31EKTPOHHbIX
kntoyven JaCarta. HacTporiku, caenaHHble C MOMOLWbK 3TOW YTUAWTbI, MOryT MPUMEHATbCSA KakK A4S
TeKyLlero noab3oBaTens, Tak U Ana BCex nonb3oBaTtenei AgaHHon paboyein ctaHUUK.

Mpwn 3anycke okHo JaCarta Options BbIrNAAUT cneayowmm o6pasom.

JaCarta Options

¥POBEHE HACTPOEK!

Obies |TEXHMHECK&H NoAAEFHKS I Lntbposaa noanwce 4 I 'I

[~ ¥PaHMIMILE CEPTHRMKATOE

ATOM KOMMEHITERE,

& Hukoraa

=101 ]

ITeKyu.LHﬁ NonE30EBATENE 'I

ABTOMATHYECKH Y AANATE CERTHEMKETEI, 3ArPYHEHHEIE N3
namMaTH JaCarta B IMUHOE XPaHHAMWLE CERTHBMKATOE Ha

[P OTKAMYEHHH YCTPORCTES

" Cryeta I AHEH € NOCNEAHEA 3arpyskH

¥ OTofpamaTe B NaHENH YEEAOHNEHH

™ MokaseiBaTh NpeAYNpE#ASHHE, ECIH YCTRORCTED HE
MEePCOHANMEMPOEaH

CHPOCHTE HACTPORKH NONE30BATENA |

oK | CTHEHA |
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B BerHEﬁ 4aCTh OKHa YTUNIUTbl HaXoAUTCA BbiMajatowWmnii Cnnmcok YpoBeHb HacCTpoOeK. [aHHbIN
CMCOK COAEPXUT ABa NMYHKTAa.

e TekywMi nonb3oBaTesib — [M03BOJISET W3MEHSTb MapaMeTpbl MWCMO/b30BaHUS 3/1EKTPOHHbIX
kntoyen JaCarta ana Tekywero nonb3oBaTtens. Ecnm BbibpaH AaHHbIM MYHKT, BHMU3Y OKHa
oTobpaxkaetcs kHornka CO6pOCUTbL HACTPOMKM NMoJsib3oBaTensi. HaxaTue Ha 3Ty KHOMKY M3MeHsieT
HaCTPOMKM TeKyLLero nNosib3oBaTeNis Ha HAacTPoku paboyel cTaHumw.

e JloKasibHblA KOMMbIOTEP - TMMO3BONSET M3MEHATb MapaMeTpbl WCMONb30BaHUS 3EKTPOHHbIX
knoyern JaCarta ons Bcex nonb3oBaTtenen paboyein ctaHumu. Ecnm BbibpaH AaHHbINA MYHKT, BHU3Y
OKHa oTobpaxaeTcs dnaxok C6pOCUTb HACTPOWKMU Nosib3oBaTenen. Ecnu dnaxok yCcTaHOBIEH,
NpuM COXPaHEHMM HACTPOEeK BCe CAeNaHHble W3MEeHEeHUst nepeonpeaensitoT  HaCTPOMKMK
nonb3oBaTtenen gaHHoM paboyen cTaHUMM.

Takxe okHO yTunuTel JaCarta Options coaepXut 4 Bknaaku:
e O6uwee

e TexHuueckasa nopaeprkka

e LincdpoBas nognmchb

e [NONOJIHUTENIbHO

Bknagka O6OLee

Bknagka O6wee no3BOJsSieT HACTPOUTb MapaMeTpbl COXpaHeHus cepTuduMKaToB W napaMeTpbl
oTobpaxeHus JaCarta Monitor ans Tekywero nonab3oBaTenss WAM AN BCeEX MNOJib3oBaTenleln AaHHOM
pabouel ctaHuuMn.

HacTtpoiika MoscHeHue

CepTudukaThbl, 3arpyXeHHble B XxpaHunuuie ceptudumkatos Windows ums
namMsaTW 3n1eKTpoHHOro kitoda JaCarta, He yaanatoTca nocne OTKIo4eHUS
yCTpONCTBa.

KHonka-nepekntoyaresnb
Hukorpa

CepTuduKkaTbl, 3arpyeHHble B XpaHunuuie ceptudukatos Windows 13
namsTV 3/1eKTPOHHOMO Kitoda JaCarta, yaansaoTca s xpaHunuviLa nocne
OTKJIIOUYEHUS YCTPOICTBA.

[aHHas HacTpoika npMMeHMMa ToNbKO K cepTudmMKaTaM, KoTopble
3arpy)atoTcsl B JIMYHOE XpaHUANULLE CepTUDMKATOB.

KHonka-nepekntoyaTtenb
Mpwu oTKAOYEHUMN YCTPOUCTBA

CepTudukatbl, 3arpy>xeHHble B XpaHunuie ceptudurkatos Windows n3
namsiTV 31eKTPOHHOro kitoda JaCarta, yaanaoTcs n3 IMYHOMO XpaHUnLWa
ceptndumnkaToB cnycta X AHel nocne OTKAKYEeHUS ycTponctea (4YMcno aHen

KHonka-nepekntoyaresnb
Cnycta X gHeN c nocneaHen

3arpyskm
Py Heo6x0AMMO BBECTM B COOTBETCTBYIOLLEM MONe).

dnaxok H

OTo6paxkaThb B naHenu Ecnn dnaxok He ycTaHOBNeH, 3Ha4yok =2 He ByneT oTobpaxaTtbcs B obnactu

yBeaoMneHuii yBeAOMNIEHWA.

dnaxok

Moka3biBaTb Ecnu dnaxok ycTaHoBMEH, Npy NOAK/TOYEHUN HE NEPCOHANN3NPOBAHHOIO

npeaynpexpaeHue, ecnm 3N1eKTpoHHOoro kntoda JaCarta kK KoMMblOTepy, Ha 3kpaHe ByaeT oTobpaxaTbes

YCTPOMCTBO He npeaynpexaatoliee cooblueHme.

nepcoHasn3npoBaHo
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Bknagka TexHu4yeckasa nogaepxka

[JaHHas BKiagKa no3BoJseT co3aaTh pans 3anmucu CUCTEMHBIX COBbITUIA.

el

¥POEEHE HACTROSK: ITeKyu.LMﬁ NoNB30EATENE "I

Ofwee TEXHMHECKAA NOLAEP®KS |Llp1¢p03a;| noanmce 4 I DI

—hafn wypHana

lmA dafina

I CADocuments and Settingsial Zi6z0p |

CUMETHTE QIak wypHana |

OTNPAEHTE N0 NOHTE |

CHpOCHTE HACTROMKH NONB30BATENA |

[0]4 | OTMEHA | FIpHMEHHTbI

HacTtpo#ka MoscHeHune

dnaxok Ecnun ¢dnaxok ycTaHOBEH, CUCTEMHbIE COBbITUS, CBA3aHHbIE C MCMO/Ib30BaHUEM
Co3paTb daiin xypHana JC-Client, 6yayT 3anucbiBaTbCs B dalin, ykasaHHbIW B nofe UMa cdanna.
Mone

Wms daiina MyTb K danny xypHana.

KHonka

. Mo3BonseT oUnCTUTL coaepxunmoe gaina xXypHana, ecim OH CyLlecTBYeT.
OuuncTuTtb hann xypHana AEP ¢ ypP ! yu y

KHonka . o
0630p OTKkpbIBaeT okHO npoBogHmnka Windows, 4Tobbl yKkasaTb NyTb K danny xypHana.
KHonKa Mpn HaXaTnun 3anycKaeTcs NOYTOBbIN KAMEHT MO yMon4yaHuto. daiin xypHana

HaxoAUTCSI BO BJIOXXEHUM HOBOrO coobuieHuns, 4Tobbl ero MoXxHo 6bis10 OTNpaBUTb B

Otnpasute no noute TexHu4veckyto noaaepxky 3A0 «AnapgavH P.O.»

MpuMmeuaHue:

dannbl XKypHana cneayeT co3jaBaTb TOMbKO B C/lyyae, €CAM eCTb COOTBETCTBYHOLWAS WHCTPYKLUMA
npeacTaBuUTeNns TexXHUYECKoW nopaepxku. Mocne cos3panusa danna XypHana cHumuTe dnaxok CospaTtb
cdain >xypHana.
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Bknapaka Lndposas noanucob

JaHHaa BKkNaaKa MO3BONAET HACTPOUTb MapaMeTpbl, CBsA3aHHblE C WCMOSb30BaHUEM Ll,VICprBOVI
noanuncun, anga TeKyuwero noab3oBaTtensa Unn aonsa Bcex nosb3oBaTenen AaHHOM pa6oqel7| CTaHuun,

el

¥POEEHE HACTROSK:! IﬂnKaanblﬁ KOMABHITED "I

TexHHYeCkad noadepkka  Lkdposan noanmcs |.£l,or|on 1 I ’I

Naponke urbpoEDH NoANMCH

(o HHiaraa He 3anoMHHaTE

(o JaNoMHHATE H 3aNPaWHEaTE NOATEER¥ AEHHE

I_ CHHXPOHHMEHPOEATE C N3pONeM NONL30E3TENA

ManKTHES COZAaHHA KIHYa

|3a.ﬂ.aHD B AEHOM BHAE vI

I- BENMYHMTE 3aWHTY KAHHa

[ ClpocHTe HAcTpofH NONES0EATENEH

[0]4 OTMEHA | FIpHMEHHTbI

Bknaaka LincdpoBas noanuch COAEPXUT ClIeAyoLWmMe 3/1EMEHThI YNpaB/ieHUs.

Hacrpoiika

KHonka-nepekntoyaTenb
Hukorpa He 3anoMuHaTtb

MosicHeHune

Bbi60Op 3TOM HACTPOMKKN OTKOYAET KellmpoBaHve napons undpoBon NoanucK.

KHonka-nepekntoyaTesnb
3anoMuHaTb U 3anpawmBaTb
noaTrsBep>xkaeHue

Bbi60op 3TOM HACTPOMKM BKAKOYAET KelwnpoBaHMe napons umdpoBon NoANUCK.
Monb3oBaTenb AOMXKEH BBECTU NapOsib TOIbKO OAMH pa3, 0A4HAKO OH AOJIKEH
NoATBepXAaTb KaXxaoe nocseaytolee UCnosib3oBaHme undpoBoi noanucu B
NosIBNSAIOLLEMCS ANANIOrOBOM OKHE HaxaTueM Ha kHonky MoarBepaunTb.

KHonka-nepekntoyaresnb
3anoMuHaTb

Ecnu BbiGpaHa 3Ta HaCTpoiika, Nnosib3oBaTesb A0/KEH 6yAeT BBECTU Napoib
LUMdPOBOI NOAMNMUCU TONBKO OAWH pas.

Bbinagatouiee MeHo
Monntunka cospaHua KaYa

CoaepXuT Tpu NyHKTa:

3apaHoO B SBHOM BuAe - eCc/iv BbiIbpaH 3TOT MyHKT, 3aKpbITbI K/IOY CBSI3aH C
naponem umdpoBON MOAMNUCKU TONBLKO B TOM C/lyvyae, €Ciiv MpUIoXEHUS SIBHO
3apatot napameTp PKCS#11 2.20 CKA_ALWAYS_AUTHENTICATE.

JTro60i KN4 NOANUCHK - eCnin BbiI6paH 3TOT MYHKT, 3aKPbITbI KOY CBSA3aH C
no6bIM KNHOYOM, AN KOTOporo ycrtaHosneH atpmubyTt AT_SIGNATURE.

UMsa KOHTelHepa HauMHaeTcsa C - eC/vM BbiI6paH 3TOT MYHKT, CyllecTByeT
BO3MOXHOCTb 3agaTb npedukc KoHTeVHepa (B nosiBAAKOWEMCS none
Mpedukc). Jliobolh knod uMdpoBOA NOAMUCU, UMSA KOHTErHepa KOTOporo
HauyMHaeTCcs € 3ajaHHoOro npedwvkca, 6yaeT aBTOMaTUYECKN CBS3aH C NaponeM
umdposon noanucu. [Ang nNpunoxeHun, ucnonb3yowmx PKCS#11, ecnu
CKA_ID HauuHaeTcs C 3agaHHoro npedwukca, 3TOT ko4 6yaeTr cBsA3aH C
naponemM umdpoBOA MNOAMNUCK, BHE 3aBMCUMOCTM OT 3HAYeHus napaMeTpa
CKA_ALWAYS_AUTHENTICATE.

dnaxok
CUHXPOHM3UPOBATb C
napoJsieM nosibsoBarens

Ecnu dnaxok yCTaHOB/EH, Mapofib LUMMPOBOIM MOANUCU CUHXPOHM3IUPYETCH C
naponeM nosnb3oBaTensa. [na 3Toro wusHadyanbHO o6a napons  AOJXKHbI
coBnaaathb.

dnaxok
BKAIOUYUTDb 3alUUTY KJllO4a

Ecnn paHHbI pnaxok yCTaHOBMEH, ANS 3alUNTbl KOHTENHEPA MCMNOMb3yeTcs
KpunTocTorikunii kntod (napametp CRYPT_FORCE_KEY_PROTECTION_HIGH).
Mcnonb3yembli kKNtoY siBNseTcsa kntoyom ¢ atpubytom AT_SIGNATURE,

CBA3aHHbIM C MaposieM NoJsib3oBaTend.
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MpuMmeyaHue:

[JC-Client. PykoBoACTBO aAMUHUCTpaTopa]

Ecnn BbibpaHa HacTpolika, Mno3BOAfolas KelwumpoBaHWe napons umdposon noanvcu - 3anoMUHaTb MU

3anpawuMBaTb nNoATBep>AeHue

MAn 3anoMuHaTb, naposib KeWwnpyeTca B KOHTEKCTE KaxXaoro

KOHKPETHOro MpUIOXKEHUS M TONbKO KOrAa 31eKTPOHHbIV Kntod JaCarta moacoeamHeH K KoMmmnbloTepy. Ecnm

3ﬂ€KTpOHHbIl7'I K4 OTCoeaMHeH W 3aTeM noacoeagunHeH BHOBb WM €CnK NpUNoXeHwue,
MUCMNOoJSIb30BaHUA 3MEKTPOHHOINO KJko4da,

umMdbpoBOn NoaNUCK.

Tpebytolee

nepesanyuweHo, noJsib3oBaTeslb A0JIXKEH CHOBa BBECTU MapoJib

Bknagka JJononHutenbHO

[aHHas BkfMagka MO3BOJISIET HACTPOWUTb AOMOSHWUTENbHbIE MapaMeTpbl MCMOMb30BAHUS 3MEKTPOHHbIX
kntoyeit JaCarta. PegakTMpoBaTb NapaMeTpbl Ha AaHHOM BK1aAKe MOXHO TOIbKO B TOM C/lyyae, eciun B
BbiNajatmolweM crnvcke YpoBeHb HAcTpoeK BbibpaTb JIOKaNbHbIM KOMMbiOTEp. TakuM o6pasoM,

N3MEHEHUS HaCTpoek,
pabouyei cTaHumn.

JaCarta Options

¥POBEHE HACTPOEK!

caenaHHble Ha J[aHHOM BKNagke,

KOCHYTCA BCeX nosb3oBaTesien AaHHOM

=101 ]

Libposaa noankcs  AONOAHKMTENEHD |

—HacTpofkK

v OTofpanaTh OTNEYATOR NPH CKAHHPOBAHHH

W jinA Bx0Aa MO¥HD HEMONES0BATE NHOGOH
NoAxoAAWKA cepTrbricaT

r Pazpeis YPMN-COEAMHEHHA NPH MEBNEYEHHH
YCTDONCTES

I~ PasfinoKMpoEa NpK BX0AE B CHCTEMY

N aHHAA HACTPOFES PA3PEILSET pasinokHpoBaTE
YCTPOACTED JaCarka Ha skpaHe NpHBETCTEMA Windows,

{~ PaspelwmTe

o 3ANpPETHTE

[ COpockTE HAcTPORKKM NONE30EATENEHR

Ok OTMEHA | anMEHHTbI

OnucaHune aneMeHTOB MHTepdenca npeactaBneHo B Tabnnue Huxe.

HacTtpoiika

dnaxok
OTo6parkaTb OTNE4YaToK Npun
CKaHUpPOBaHUM

MosicHeHue

Ecnn d.)ﬂa)KOK YCTaHOB/NIEH, B MpoLUecCe A0CTyMna Mo oTnevyaTKy nanbua
oTob6paxkaeTcs CKaHWPyeMbIl 0TneYyaTok nanbua. B NpoTMBHOM cnyyae
oTtobpaxaeTcs cTaHAapTHOe u3obpaxeHue.

MpumMeuaHme: faHHas HacTporika OTHoOCUTCS K BuomeTpuu. Mpoueaypsl
MCMNONb30BaHUs 3NeKTPOHHOro ktova JaCarta c 6uomMeTpuyeckumMm
HacTpolikamMu NpeacTaBfieHbl B AOKYMeHTe Mcross30BaHue JaCarta ans
buomeTpunyeckon ayteHTudukauymm B cpege Windows.

dnaxok

Ana Bxoaa MOXHO
ucnonb3oBaTb N060M
noaxoaawmnn ceptudukar

Ecnun faHHbI Gnaxok yCcTaHOBMIEH, BXOA B CUCTEMY BO3MOXEH C NO6bIM
cepTUdUKaTOM B NaMsITU 3/1eKTPOHHOrO kntoda JaCarta, npu ycnosuu 4to
cepTuduKaT NoAAEpPXKMBAET TaKy BO3MOXHOCTb. B NpoTMBHOM cnyyae ans
BXOZla B CUCTEMY MCMNOMb3YyeTCa cepTUdUKaT, BbiIbpaHHbIA B KayecTBe
ceptudurkaTa no yMoOIYaHUIO.

dnaxok
PaspbiB VPN-coeanHeHus
npu U3BJIeYEeHUU YCTPOMCTBaA

Ecnn ¢naxok yctaHosneH, VPN-coeamHeHne (Check Point) npepbiBaeTcsi npu
OTCOeAMHEHUN 3NeKTPOHHOro Kitoya JaCarta oT KoMnblOTEpa.

KHonka-nepekntoyarenb
PaspewnTtb

Ecnun BbI6paH 3TOT NYHKT, 3a6/10KMPOBaHHbIA 3NEKTPOHHbIN Kntod JaCarta
MOXHO pa3bnokupoBaTb U3 okHa aBTopusaumm Windows (cM. pasaen
«B0O3MOXHOCTb pa36b1oKNMPOBKM M3 OKHa npueTcTBua Windows»).

KHonKa-nepeKmoanenb

Ecnv Bbl6paH 3TOT NYHKT, 3a6/10KMPOBaHHbIM 3/1eKTPOHHbIV kitod JaCarta
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Hacrpoiika NMosicHeHue

3anpeTtuTtb Henb3s pa3bnokuposaTb M3 OkHa aBTopu3auum Windows.

JaCarta PINTool

Ytunuta JaCarta PINTool umcnonb3yetrcs Ans npocMoTpa MHGOPMaUMM O COCTOSSHUWM 3/1IEKTPOHHOMO
kntoya JaCarta (3abnokmpoBaH wnam pas3bnokupoBaH), a Takxke Afns onepauui CMeHbl napons
nonb3oBaTens, Naposs unM@poBor NoANUCK U pasbaOKUPOBKMU.

Mpu 3anycke ytunuta JaCarta PINTool Beirnagut cneayowmm ob6pasom.

JaCarta PINTool x|

JaCarta#09530005180E4326

Tun goctyna Cratyc
ﬂ MNapom a Heicteyer WameHute
fg"’ BuomeTpua 9 Jabnowmposano Paz@nokmpoeats
’,f Moanuce ) Orcyrcmyer

NHTepdenc yTMnuTbl COAEPXUT creaytowme HacTPOMKMK.

HacTtpoiika | MosicHeHue

CoaepXuT Ha3BaHMa TUMOB A0CTyNa.
KonoHka Maponb - naponb nonb3osBartens.

Tun poctyna BuomeTpusa - 4OCTyn No oTneyaTKy nanbua.
Moanuckb - naponb UMdpPOBON NOANUCH.

B naHHOM KONOHKe HanNpoTUB KaXaoro n3 TMnoB A0CTynNa OTO6pa)K38TCF| cTaTyc. Bo3MOXHbI
TPWU COCTOAHUA.

KonoHka [OencTByeT - [aHHbIi TUM AOCTyna MOXHO WCMNONb30BaTb AN paboTbl C 3/1EKTPOHHbIM
Crartyc kntoyom JaCarta.

3abnokmpoBaHO - TuMN A0CTyna 3abnoknpoBaH.

OTCYTCTBYET — TUN AOCTyNa He UCMNoJib3yeTCs Ha AaHHOM 3N1eKTPOHHOM kitoye JaCarta.

[laHHasa ccblnka nosiBAsSeTCs HANPOTUB TUMa AOCTyna CO CTaTycoM neﬁCTByIOI.I.IMﬁ.

Ccbinka
Ha)xaTne Ha CCblfIKy OTKpbIBAeT OKHO CMEHbI Naposis Nosb3oBaTens (CM. LOKYMEHT
N3MeHuTb .
JC-Client. PykoBoACTBO r10/1b30BaTesisl).
Cebinka [aHHas ccblfika NosIBASETCS HaNnpoTMB TUMa A0CTyna Co CTaTycoM 3a6/IOKMPOBaHO.
HaxxaTue Ha CCblIKy OTKpbIBaeT OKHO pa3biokupoBku (CM. pasaen «Pasbnoknposka
Pa36n0KMpoBKa Yy OTKp P P (cm. pasa P

3NEeKTPOHHOro knato4va JaCarta»).

JaCarta Admin PINTool

Ytunuta JaCarta Admin PINTool mno3BonsieT M3MeHSATb Napojib  aAMMHUCTpATOpa M MNaposib
pa36noknpoBaHua LM@poBOIM NOANUCH.
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[Mpn 3anycKke OKHO YTUUTbI BbIMAANT CNeayowmm O6p330M.

Admin PINTool |

JaCarta
Tun pocrtyna Cratyc
_:_F_E Mapoak agMUHKMCTpaTopa 0 Nedcreyer HameHre
..-JJ Mapoae pastGaokuposru LN 0 NefcTeyer Hamerre

NHTepdec yTUNNTbI COAEPXUT CNeaylollne 3/1IeMEHTbI YNpaBeHus.

HacTtpo#ka MosicHeHune

CoAepXuT Ha3BaHWA TUMOB AOCTyNa:
KonoHka

Tun pocryna Maponb apgMuHUCTpaTopa

Maponb paz6énokmnposku LN

B naHHOM KOMOHKe HanNpoTUB KaXaoro n3 TMnoB A0CTyna OTO6pa)KEIETCF| cTaTyc. Bo3MOXHbI Tpu
COCTOAHMA:

neﬁCTByeT - ,anHbIVI TN AOCTYyMNa MOXHO UCMoNb30BaTb ANd pa60TbI C SNEKTPOHHbIM K/1HOYOM
KonoHka JaCarta.

Cratyc 3a6510KMpOBaHO - AaHHbIN TMN AOCTyNna Ha NOACOEAMHEHHOM 3/1IeKTPOHHOM Kitode JaCarta
3abnoknpoBaH.
OTCyTCTBYET — [AaHHbI TUN AOCTyrna OTCYTCTBYET Ha MOACOEAMHEHHOM 3/1eKTPOHHOM Kiloue
JaCarta.

Cebinka [aHHas ccbliika NosiBASIETCs HaNnpoTWMB TUNa AOCTyna co ctaTycoM [lerMcrByeT. HaxaTtue Ha

CCblJIKY OTKpbIBA€T OKHO CMeHbl Naposida agMUHUCTpaTopa n/mnm napons pa36J'IOKI/IpOBKI/I

N3MmeHuTb o
uMdbpoBOM NOANUCHK.

JaCarta Format

Ytunuta JaCarta Format npegHa3HauyeHa A8 nNepcoHanM3auunm 3EeKTPOHHbIX Kuen JaCarta
(cM. «lMepcoHanusaumsa»), co34aHUsa U pefakTMpoBaHus npodunen nepcoHanmsaumm (CM. «HacTpomka
npodunas nepcoHanMs3auum»), a TakXe ANS HaCTPOMKWM pasfiMYHbIX MNapaMeTpoB WCMNOJ/Ib30BaHUS
3N1EKTPOHHbIX K/OYENR.

YTunurta ncnonb3yeTcs Ans cneaylwmx 3ajgayd.

e [lpocMoTp MH@OpMaumMm 06 3nekTpoHHbIX Kntoyax JaCarta, TakoW Kak CepuiHbIi HOMep, 06beM
cBO60OAHOM MaMATU U T.A4.

e HacTtpoiika napaMeTpoB MNaposis Nosb30BaTeNs U NMapofs agMUHUCTpaTopa. [aHHble N3MeHeHUs He
B/IMSIIOT HA LESIOCTHOCTb ayTeHTUMUKAUMOHHbBIX AaHHbIX, XPaHALWMXCS B MNaMATU 3NE€KTPOHHOro
kntoya JaCarta.

e Hactpoika napamMeTpoB Napons undpoBor NOANUCU U Napons pa3bnoKMpoBKN LMGPOBOIM NOANUCH.
e [IpocMOTp, peAaKTMpoBaHMe U CO34aHMe HOBbIX Npoduien nepcoHannsaumm.
e [lepcoHanusauus 1 NOBTOPHasi MepCoOHann3aums 3/1eKTPOHHbIX Katodyen JaCarta.

e YaaneHue BCeX AaHHbIX U3 NaMATU 3NEKTPOHHbIX kntoyven JaCarta.
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lMpn 3anycKke OKHO YTWUUTbI BbIMAANT CNeayowmm o6pa30M.

=554

hafin  JaCarka fdoctyn  MomMolls

 MHbopMauma of yoTpoRcTES

MmA yeTpoRcTES JaCarka
MeTka JaiCarta®0B52001323549243
CTartyc [NepCoHanHMEMpoOEaHD
Bepcwa OC 300357
ARDS JacCarta... CEpHAHLIA HoMEp OESZ001323549243
OBBEM NaMATH 73728 Bant
CE0B0AHON NamMATH S0955 BanT

Moaaepka BHoMeTpHH | Het

~MepcoHanKsauma
Mpodmne: |([EEg

SAKpEITE |

B neBoi yacTn OkKHa oTOb6pakatoTCsA BCe 3NEeKTPOHHbIe koY JaCarta, NoAKOYEHHbIE K KOMMbIOTEPY.
[nsa BbINONHEHMA OMepauuii C 3NEKTPOHHBIM KHOYOM HEO6XOAMMO LWENYKOM MbIWKN Bbl6paTb HYXHbIN
3M1EeKTPOHHbIN KoY. B npasoi yactu okHa oTobpaxaeTcs uHdopMmauus 06 aKTMBHOM 3N1EKTPOHHOM
kntoye JaCarta. B Tabnuue HMxe npeactaBneHbl onnucaHmnsa otobpa)xkaeMblx nosnen.

Mone ‘ OnucaxHue

NMsa ycTpoiicTBa MMs anekTpoHHoro kitoya JaCarta (HensMeHsieMblil napameTp).

MeTtka

MeTka aneKTpoHHOro kitoya JaCarta, Nno ymonyaHuio nose NpuHMUMaeT 3HavyeHue:
«JaCarta#CepuiiHbln HoMmep JaCarta».

CTaTyC MOXET NpUHMUMaTb ABa 3HAYEHUA:

CraTyc MepcoHanuznpoBaHo

He nepcoHanusupoBaHo

Bepcus OC Bepcusa onepaumMoHHON CUCTEMbI 3/1eKTPOHHOTrO KJtoya JaCarta.

CepuiiHbIA HOMep CepuiiHbIN HOMEpP 3MEKTPOHHOro kitoya JaCarta.

06beM namaTn O6wmnin 06beM NamMATH 31EKTPOHHOro kntoya JaCarta.

CBo6oaHOI NaMATH O6beM cBo60AHOM NaMATM INEKTPOHHOro Kto4va JaCarta.

3HaueHne Nons yKasbiBaeT, BbIMOJIHEH S NMOACOEANHEHHbIN 3/TEKTPOHHbIN K04 C
ncnosib3oBaHnNEM 6VIOMETpM‘-IECKMX TexHosnorui. Mone moxeTr NpnHUMaThL cnegywwmne
3Ha4yeHus.

Jla — 3N1eKTPOHHDbINV KJIH0Y BbIMOJSIHEH C UCMOJIb30BaHMEM BMOMETPUYECKON TEXHOI0MNKN
Precise Biometrics.

Moaneprxka ISO - 371eKTPOHHbIV KJtOY BbINOJIHEH C MCMONb30BaHNEM BMOMETPUUECKON TEXHOIOMUN
6uomeTpun no crtaHaapty ISO 19794.

HeT - coxpaHeHue O0TnevyaTkoB He NnoaaepXuMBaeTcs.

MpumeuaHue: ceefeHns 06 NCNONb30BaHUKN 3NEKTPOHHbIX Ktover JaCarta ¢
HacTpolikaMn 6uoMeTpum npeacTaBieHbl B 4OKYMeHTe Mcronb3oBaHue JaCarta Ans
buomeTpuyeckon ayteHTupukauun B cpege Windows.

Moa Tabnunuen, copepxawen nHdbopmauuo 06 anekTpoHHOM kouye JaCarta, HaxopaTcs creaytowme
3/1IeMeHTbl ynpaBfieHus.

Boinagatowun cnmcok Mpodwmnb - faHHbIA CMMCOK COAEPXWUT CMMCOK COXPaHEHHbIX npodunen
nepcoHanmsaumu.

KHonka MepcoHanusauums — HaxaTue Ha AaHHYI0 KHOMKY 3anyckaeT NpoLecc nepcoHanmnsaumm Ha
ocHoBe npoduns nepcoHanusauuu, BbibpaHHoro B cnucke MMpodwunb, noapobHee o
nepcoHanmsauumn cM. «fMepcoHanmsauns».
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MaHenb ynpaBneHus JaCarta Format

MaHenb ynpaeneHus JaCarta Format coaepxuTt cneayowme meHo (CM. Tabnuuy Huxe).

HasBaHue
MEHI0

CnMcoK NyHKTOB

OnucaxHue

Bbi3blBae€T OKHO, N03BONSAKOLWEE U3BMEHUTb HEKOTOPbIE NMapaMeTpbl

Hacrtpoiku o
NCMoNb30BaHUs BbIBpPaHHOro 3n1eKTpoHHOro kntoya JaCarta, KOTOpbIf
aaAMMHUCTpaTopa
y>Xe 6bln1 NepcoHann3npoBaH.
dain Ynpasnenue Bbi3biBaeT OKHO, no3sonsoLiee A06aBNATb, U3MEHATb M YAANATb
p npodwnn nepcoHanusaumm (cM. «HacTtporika npoduns
npocunamm
nepcoHanmsaumm»).
Bbixon BbIxoa 13 npunoxeHus.
CMeHa MeTkM MNo3BonseT 3MeHUTb METKY 31eKTPOHHOro kato4a JaCarta.
3anyckKaeT npouecc nepcoHanmsaumm (ecnun 31eKTPOHHbIN KoY
MepcoHanusauuns nepcoHanusnpyeTcs He BrnepBble, TpebyeTcs ypoBeHb AOCTyna
aamuHucTpatopa). (CM. «lepcoHanusaumsa».
JaCarta A patopa). ( P - )
Ypanset BCO MHDOPMaLUIO U3 NaMATK 3NeKTPOHHOro knato4a JaCarta
TpebyeTca ypoBeHb AOCTyna agMMHUCTpaTopa). o 3aBepLlueHun
OuncTka NnamMATHn (p A M Aocty A paTopa) p
[AHHOM npoueaypbl 3HavyeHne nons CraTyc NpMHUMaeT 3HayeHne
He nepcoHannsunposaHo.
PINTool OTkpbiBaeT okHO yTunuTbl JaCarta PINTool (cM. «JaCarta PINTool»).
OTkpbIBaeT okHO yTunuThl JaCarta BioTool. JaHHasa yTunuTta
oTHOCUTCH K BuomeTpumn. CeeaeHns 06 NCNoNb30BaHNUM 3NEKTPOHHbIX
focryn BioTool kntoyen JaCarta c HacTpoikamu 6MoMeTpun NpeacTaBieHbl B
y [OKyMeHTe Mcrionb3oBaHue JaCarta as15 6uomeTpnyeckon
ayteHTugukaumm B cpege Windows.
CMmeHa napons
Mo3BonseT cMeHUTb Naposb aaMUHUCTpaTopa.
aAMUMHMUCTpaTopa
Momowb O nporpamme OTobpaxaeT nHdopmaumio 06 ytunmte JaCarta Format.
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O630p yTunut B coctaBe IDProtect Admin

MO IDProtect Admin

npeaHasHa4yeHoO Anda  co3gaHumda KIo4en aAMUHUCTPATOopa (CM. «Kntoy

aAMUHUCTpaTopa») 1 ANs yaaneHHon pa3bnokMpoBKM 3NeKTPOHHbIX kntoyen JaCarta. B coctaB AaHHOro
MO BXxoAaAT cneaytowme yTmnnThbl.

e Card Generator

e HelpDesk

Hwxe npencrasneHo I'IO/.'J,pO6HO€ onucaHue Kaxxaom u3s 3Tux YTUNAUT.

Card Generator

Mpwu 3anycke ytunuta Card Generator BbIrNSAMT cneayowmnM o6pasom.

‘Eard Generator

=101 ]

File  Action Help

— Creation Options
¥ Hash

Get Random |

Athena ASEDrive CCID
1] —Master Key Data

[ Show Keystrokes

i~ Selection Info
No smart card is inserted

Cancel |

B nesoit yactu nHTepdeiica oTo6pa)xatoTca NOAKIOUEHHbIE YCTPONCTBA UTEHUS CMapT-KapT.

MHuTepdeinc ytunutel Card Generator coaepxuT cneaytoume aneMenTbl (CM. Tabnuuy HMxXe).

HacTtpoiika

KHonka-nepekntoyaTtenb
Creation Options
(MapameTpbl co3aaHus)

‘ OnucaHue

OnpeaensieT cnocob co3aaHns MacTep-K/ioua, KOTopbli 6yAeT XpaHUTbCS B Kioue
aAAMUHUCTPATOPa, U COAEPXKUT ABa NyHKTA:

Hash (Xew) - ecnu BbibpaH AaHHbIN NYHKT, ANa CO34aHUa MacTep-kitoda byaer
MCMNOJIb30BaTbCs Xel 3Ha4vyeHusi, BBeaeHHoro B rnose Master Key Data (Mactep-
KSto4).

Custom (Mpoun3BonbHbIN) — ecnn BbibpaH AaHHbIA NYHKT, AN cO34aHuUs MacTep-
Kntoya 6yaeT MCnonb30BaThCs LWeCTHaALaTePUYHoe 3HaYeHne, BBeeHHoe B Mnosie B
none Master Key Data (MacTtep-kntou).

Mone
Master Key Data
(MacTep-kntoy)

Ecnwn Bbi6paH nyHkT Hash (Xew), B aaHHOe none HeobxoaMMoO BBECTU MPOU3BOJSIbHOE
3HayeHune, xel KOoToporo 6yaeT UCNosb30BaTbCsA B KayecTBe MacTep-KYa.

Ecnu Bbi6paH nyHkT Custom (Mpoun3BonbHbIN), B AaHHOE none HeobxoanMo BBecTU 16
6aiT AaHHbIX B WIeCTHaauaTepmyHoM opmaTte nmbo HaxaTb kHonky Get Random
(CreHepupoBaTb). B nocneaHem cny4dae none 3anosIHUTCS aBTOMaTUYECKMU.

dnaxok
Show keystrokes
(OTob6paxaTb CUMBOJIbI)

Ecnu paHHbI bnaxok yctaHoBseH, AaHHble B none Master Key Data (MacTtep-kntoy)
oTobpaxatoTcs Ha aKpaHe. B NMpoTMBHOM cryyae oHuM oTobpaxkaloTcsl B BUAe 3Be3404eK
(«*»).

Mone

Selection info
(MHdopmaums o
BblGpaHHOM yCTpoliCcTBE)

B paHHOM none oTobpa)kaloTcs cBeAeHUs 0 NOACOEANHEHHbIX 3M1EKTPOHHbIX Kitovax
JaCarta. MNone MoXeT NpMHUMaTbL cneayrolme 3Ha4YeHUs:

No smart card is inserted (YcTpolicTBO OTCYTCTBYET) — 311€KTPOHHbIN Kntod JaCarta
He NOACOEeAMHEH K CYMTBLIBAIOLLEMY YCTPOUCTBY.

Un personalized card (YcTpoiicTBO HE NepcoHann3npoBaHO) — NOACOEANHEHHbIN
3JIEKTPOHHbIN Kitoy JaCarta He NepcoHanvM3nMpoBaH U He MOXET BbITb MCMOJIb30BaH
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HacTtpoiika ‘ OonucaHue

ANS CO34aHuA Ktoda aaMMHUCTpaTopa.
Valid card (Moaxoasiiee yCTpONCTBO) — NOACOEANHEHHbIN 3NEKTPOHHbIN KoY
JaCarta MoXeT 6bITb MCMOMb30BaH AN CO3AaHUs Kto4a agMMHUCTpaTopa.

Admin Card (Kntoy agMmMHUCTpaTopa) — NOAK/OYEHHbIA 31eKTPOHHbIN Kitoy JaCarta
yXe SIBNAeTcs KA4YoM agMUHMUCTpaTopa.

KHonka HaxaTve Ha AaHHYI0 KHOMKY 3anycKaeT npouecc co3AaHusa Kava agMMHUCTpaTopa.
Create [aHHas KHOMKa akTMBHa TOJIbKO B TOM C/lyyae, ecm BbIMO/IHEHbI BCE HEObXoANMbIe
(Cozpatb) ANSa co3aaHus KYa agMMHUCTpaTopa YCNoBusS.

KHonka 3anonHsieT nosne Master Key Data (MacTtep-kntoy) cnyyaliHbiMW AaHHbIMU B

Get Random wecTHaguaTepmyHoM opmate. [laHHas KHOMKa akTUBHA TOMIbKO B TOM ciydae, ecnm
(CreHepupoBaTb) BblbpaH NyHKT Custom ([pon3BONbHbIN).

MaHenb ynpaeneHus ytunutel Card Generator coaepXxuT cnegyrowme anemMeHTbl (CM. Tabnuuy Huxe).

MeHI0 naHenm

CnncoK NyHKTOB OnucaHue
ynpassieHus
::&)Iaeﬁn) Fl;:ltxo,q) 3akpbiBaeT ytunuty Card Generator.
Create Card 3anyCK?eT npouecc co3faHns K4ya agMuHMcTpaTopa.
[aHHbI NYHKT aKkTMBHa TOJIbKO B TOM Ciyyae, eciu
(Coszpatb Kkitoy
BbIMOSIHEHbI BCE HEO6X0AMMbIE ANA CO3AaHUSA Ko4va
aAMUHUCTpaTopa)
Action aAMUHUCTpaTopa yCnoBus.
(AeicTeue) 3anonHsieT none Master Key Data (MacTep-kitou)
Get Random C/ly4yarHbIMM AAaHHbBIMKU B LWEeCTHajuaTepuyHoM dopmMare.
(CreHepwupoBaTb) [aHHas KHOMKa aKkTUBHa TONIbKO B TOM C/ly4yae, ecnu
Bbl6paH nyHKT Custom (Npon3BoNnbHbIN).
Help About OTobpaxkaeT okHO ¢ uHdbopmaumen 06 ytunute Card
(Momouwb) (O nporpamme) Generator.
HelpDesk

Ytunuta HelpDesk wcnonb3yeTcs Ans pa3brioKMPOBKM 3MEKTPOHHbLIX ktoyeit JaCarta B yAaneHHOM
pexuMe C UCMOJSIb30BaHMEM CXEMbl «3amnpoc-oTBeT». MNpu 3anycke yTuauMTbl HE06X0AMMO, YTOObI KoY
aaMUHUCTpaTopa 6bln noacoeAnHeH k pabouel cTaHuMW. Bnagenbuy kfo4Ya afMUHUCTPATOpPa TakXe
Heo6Xxo0AMMO MOATBEPAUTbL AOCTYN K K/OYY aAMUHUCTpaTopa.

Mpwn 3anycke ytunuta HelpDesk BbirnagnTt cneayowmm o6pasom.

Admin HelpDesk

Unique IC |

Challenge I

Response |
b
38
Zancel | Get Response I

OkHo yTunutbl HelpDesk coaepxuT cnegyolwmne anemeHTbl (CM. Tabnuuy Huxe).

SnemeHT nHTtepdenca ‘ OnucaHue
Mone NaeHTndukaTop, 3a4aBaeMblii Ha 3Tane NepcoHanmM3aunmn 3N1eKTPOHHOro KIo4va
Unique ID JaCarta nonb3oBaTens c NpMMeEHEHWEM KJto4a agMUHUCTpaTopa (CM.
(MaeHTndrkaTop) «MepcoHanu3aums C NCNOMb30BaHNEM K/H04a aAMUMHUCTpaTopa»).
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dnemeHT uHTepdenca ‘ OnucaHue
MNone 3anpoc, KOTopbii (OPMUPYETCH Ha CTOPOHE MoJib30BaTeNs U KOTOPbIN
Challenge nosib3oBaTeNb coobLlaeT Bnagenbly k4va agMMHUCTpaTopa (CM. «B yaaneHHOM
(3anpoc) pexume»).
Mone o
Response OTBeT, reHep1pyeMbIil Ha OCHOBE 3arnpoca U naeHTuduKaTopa nocne HaxaTtus
KHonkn Get Response ([onyynTb OTBET).
(OTBeT)
KHonka

Ha)aTue Ha AaHHYo KHOMKY reHepupyeT OTBET Ha 3amnpoc, Nnocsie Yero oTeeT

Get Response oTtobpaxaeTcs B nosie Response (OTBeT).

(Monyuntb oTBET)
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MpunoxeHus

HacTpoiika noBeaeHusi Npy U3BrevYeHUm anNeKTPoHHoro Knr4a JaCarta

Mocne ayteHTUdmkaunmm nonb3osatens B OC wm3aBneyeHue sneKTpoHHoro knw4ya JaCarta Bbi3biBaeT
cobbiTne, onpegeneHHoe agMWUHUCTPATOPOM B HacTporkax napameTtpoB 6e3onacHoctn Windows. B
AoMeHe Windows 3Tu napaMeTpbl ANns BCeX MOfIb30BaTENbCKUX KOMMbIOTEPOB MOXHO LIEHTPasM30BaHHO
onpenensatb B pefakTope rpynnoBbiX MOAUTMK. Takxke CylwecTByeT BO3MOXHOCTb HacTpOUTb 3TW
napameTpbl ANs OTAENbHONO KOMMNbIOTEPA NOCPEACTBOM peaKTMPOBaHMS peecTpa.

[ocTynHbl cnepytowme HaCTPOMKM.

e OTCyTCTBME AENCTBUI

e bnokupoBaHue pabouel cTaHUUK

e 3aBeplueHMe CeaHCa Nosb3oBaTens

e 3aBeplueHue ceaHca cyxb TepMmHanos

HacTtponka noBegeHuMs npu U3BJIeYEeHUU INEKTPOHHOro knw4a JaCarta B pepakrope
rpynnosbix nonutuk Windows Server 2003

YT106bl HACTPOUTb MOBEAEHUE CUCTEMbI MPU U3BMEYEHUU SNEKTPOHHOro ktouva JaCarta, BbIMNOAHUTE
cneayolme 4eNCTBUS.

1. Bbibepute MNyck > ApMuHuctpuposaHue > Active Directory - nonb3oBatenm wu
KOMMbIOTEPbDI.

OTkpoeTcs okHO ocHacTku Active Directory - nosnb3oBaTesiu U KOMMNbIOTEPbI.

4% Active Directory - NoAb30BATENW 4 KOMILHITEDBI I ]
@ foHcone  deficterme  Bua  OkHo  Cnpaeka | oy =l |
2 | BE B FNR 2 g van
@ Active Directory - NONB30BATENM M KOMNBROTERRI | teskbest 5 wT,
[:l COxpaHEHHBIE 3anpockl Wma T | e |
# [(users KoHTEfHER
% Builtin [ AForeignsecurityPrincipals KoHTeRHER
: Comp!.lters Domain Controllers MNoapazaeneHme
{&5] Domain Contrallers = .
! . s Computers KoHTEHHED
D Fareign3ecurityPrincipals CIB i builtinD .
-] Users uilkin uiltinCramain
4| | | KN | i

2. LenkHuTe NpaBoii KHOMKOW MbIWM Ha AOMEHE UM B OTKPbIBLUEMCS KOHTEKCTHOM MEHK Bblibepute
nyHkT CBOMCTBa.
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3. PaCKpOVITe BK/1aAKy FpynnoBas NOJIMTUKA TakK, KaK NoKa3aHo Ha pUCYHKE HUXe.

CeoHcTBa: best.test d |

Dﬁu.LHel Unpaenaerca [ PYNNOESA NOAMTMHKS |

Yrofiel ynyuwdTE YNpaEIEHME FPYNNOBOLH MOaMTK O
YNPABNEHUA FRYNNOESE N0LHTHEM [GPRMC),

T
Lot TERYW Ero OFLEKTa MPYNMOB0E NONMTHEN 309 test
F —

CobinkK Ha offbEKTEl FPYNMOEDE NOAMTHEM | He nepet. .. | 0Tk, |
Default Dromain Policy

D EberTEl rpYNNOEDE NOAMTHEM PACNONarakTCA N0 YORIEIHMID NPMOPMTET A,
3Tor cnvook, nonyyeH ot Maztepano-aBerpd. test test”

LCozaate | ,g,DﬁaBMTb...l ﬂsmemﬂbl BEemy |

ﬂapamembl...l Haanure. .. | CeolcTEa | BHuz |

" BAOKMPOBATE HACASAOBAHME NOAWTHEM

ok I OtreHa | I'IpmmeHMTbl

4. BblbepuTe B cnucke AOCTYnNHbIX nonntuk nyHkKT Default Domain Policy ([Monutuka aomeHa no

YMOMUYaHUIO) U HaxXMuTe U3MeHNTb.

OTKpoeTCcs OKHO pefaKTopa rpynnoBbIX MNOJINTUK.

'ffi Pe LaKTop 06LEKTOE FPYNNOE0H NOAKTHKH

=101 ]

foHcone  deficterme  Bua  Cnpaeka

e |mEB e

=1

KoHHrypauma KomnerTepa

& Nonvtuka Default Domain Policy [astepano-agerp9.test.test]

FaH$HryYPaura nporpar

' @ iy pal |:| R Yrobkl NPOCMOTRETE ONHCAHHE Kira I
D Kongrrypauns Windows | 3peyenra, seiaennre era, KDHdJHI'YDaU-”ﬂ KOMNBHOTERS
-] AAMMHHCTPATHEHBIE WaGn @Kgmbnrypaunﬂ NoNe30EATENA

=g Kondmrypauna nonssosaTens
-2 Kordwrypaums nporpan
-0 Kondwrypaums Windows
-2 AAMMHMCTRATHBHEIE Watin

‘l | _’I PaCWUMPEHHEN A CTaHAapTHEN /

5. Bbibepute KoHdbwurypaumsa komnbiotepa > KoHdwurypauma Windows > [Mapamertpbl

6e3onacHocTu > JlokanbHble NonuTukn > NMapameTpbl 6e30nacHOCTH.

6. LWenkHute npaBoﬁ KHOMKOM MbIlWK B NyHKTE "HTepaKTMBHbIﬁ BXO4 B CUCTeMy: noBefneHue
npu wu3BJie4eHUMNn CMapT-KapTbl U B OTKpbIBWWEMCA KOHTEKCTHOM MEHI Bbl6epVITe MYHKT

CBoucTBa.
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OTKpoeTCcs cneaytolee OKHO.

CEOMCTEA: MHTEPAK THEHbIW BX0M B CHCTEMY: 1l

[apatdeTp NOAMTUEM BES0NacHOCTH

HWEpaKTMBHbII:i EXO E CMCTERY. MOBELEHHE NPH WSEAEYEHMK

[JC-Client. PykoBoaCTBO agMUHUCTpaToOpa]

2|

[ 0NpeaeniTe YKaSaHHEIR HIHE NAPAMETE MOAMTHEK

IHe-r OEHCTEWA

i

o |

OTreHa [ ptEHUTE

7. YcTaHoBuTe JlaxoK B NyHKTe OnpeaennTb yKasaHHbIA HUXKe NapaMeTp NMoJIMTUKMN.

B none Huxe BbIGGDMTe M3 CNnCKa oaunH 13 cnegyrwmnx nyHKTOB!

* HeTt peiicTBua: Npn OTKNKYEHUN HE NMPOUCXOOANT HUKAKNX cobbITUi.

+ BnokupoBka pa6ouei cTaHUUMK:

6/10KMpOBaHMe KoMmmnbloTepa. [ns pa3broKuMpoBaHUs

Heob6xoanmo aBTOPM30BaTbCA Kak TeKyu.lMVI nonb3oBaTesib U agMUHUCTPATOP.

CNy6bl TEPMMHASOB.

8. Haxmute kHonky OK.

anHYAVITeanbIVI BbIX0OA4 U3 CUCTEMBbI:. 3aBeplLueHne ceaHCa noJsib3oBaTtend.

OTK/II0OUEeHUEe B c/lyyae yaasIeHHOro ceaHca cny>k6 TepMMHanNoB: 3aBeplueHue ceaHca

HacTpoika noBegeHusi npu M3BNeYeHWU 3INEKTPOHHOro knwya JaCarta B pepakrope
rpynnoBbix nonutuk (Windows Server 2008/2012)

YTobbl YCTAHOBWUTL B pedakTope

rpynnoBbIX MOAUTUK MNOBEAEHWEe CUCTEMbl MNPU  U3BEYEeHUU
3NEeKTPOHHOro k4a JaCarta, BbINOAHUTE Ceayowme encTBus.

1. Bbibepute Myck > BbINONHUTb, BBeAUTE gpmc.msc U HaxmuTe OK.

OTKpoeTcs cnepytowee oKHo.

_Eé daliin  [Oeficteue Bua OkHo  Cnpaeka

E ¥Ynpaenenne rpynnosoii nonuTuKoi

=0l x|

PETE

&= zlcHE

_=-£ YNpaBneHHe rpynnogoi NonuTIMKoR
=l A% Nec: LOGON.LOGON
B (5 Aometel
B 33 LOGON.LOGON
52/ Default Domain Palicy
2 | Domain Controllers
;"_r OfbeKTbl rpYNNOBoA NONUTHKA
F ©uneTpE! WMI

@ CaitTbl
jE.f MogEenHpOBaHWE MOYMNOE0A NOMMTHKK
v PESyNBTaTHI FpYNNOBoH NONMTHKKA

E HaqansHele 0BBeKTel FpyYnoBoi NonMTHKK

YnpaeneHve rpynnoBol NONUTHKOA

Copgepxamos |

Mima -

2. Bbibepute Jlec n JoMeH, HaCTPOMKN KOTOPOro Heo6xoaAnMO N3MeHUTb.
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3. LlenkHuTe npaBol kHonkon Mbiwn Ha Default Domain Policy (Monutuka AoMeHa No yMOMYaHuIo)
n BblbepnTe U3MEHUTD.

OT06pasunTcst OKHO pefakTopa rpynnoBbIX NOAUTUK.

H Pepaktop ynpasnenun rpynnoBbiMm no B ]
daiin  fJeficteme Bua Cnpaeka
as ||mE = -
EIRCL U DLERRELE LR ANIEEEE & nonuTuka Default Domain Policy [WIN-G6GGKASTHAK.LOGON.LOS
E i KoHgmrypaLuma KoMnsioTepa
- HDHMTM_KM Yrolkl NPOCMOTPETE OMMCEHME L I
~| HacTpaiika 3NEMEHTE, BRIAENMTE &ro, A/ K oHDMr ypaLwA KoMnbloTepa
= Ea—’ Kchbmr\,rpauMﬂ nonb30BATENA “ﬁ_‘_, KoHGMrypaLmMA Nonb30BaTENA
| MoAMTHEK
| HacTpolika
| | _’I PacimpeHHelid A CTaHASPTHBIR ,"

4. PackporTe BeTBb KoHdurypaumsa komnbrotepa > NMonutukn > KoHdurypauma Windows >
MapameTpbl 6e30nacHoCTM > JIoKasibHble NONTUKKM > MapaMeTpbl 6€30NacHOCTHU.

LLlenkHWTe npaBoil KHOMKOW MbiWK B MyHKTEe UHTEpaKTUBHbIA BXOoA B CUCTEMy: NoBegeHue
npu U3BJIeYEeHUU CMapPT-KapTbl.

OTo6pasntcsa cneayroliee OKHO.
MapamMeTp NonMTKK BesonacHoCT | DEbACHEHWE I

':""' HHT&pHKTHEHbIn EXOO E CUCTeMY. NoE2dsHWE NP MSENeYSHWA
= i' CMapTHapTel
=

[ Onpegenvte creoyowwi NapaMeTp NonuTvkI
IHET AefCTEUA j

0K I Cmveqa [l prr1eHMTE

6. YcTaHoBuUTe diaxok B NyHKTe OnpeaenvTb creayowmii napaMeTp NoJINTUKMN.
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B none Huxe BblﬁepVITe M3 Cnncka ogunH U3 cneayrowmnx nyHKTOB:

*

*

HeTt peiicTtBua: Npn OTKNHOYEHUN HE NPOUCXOAUT HUKAKNX cobbITUiA.

BnokupoBka paboueit cTaHUuMU: 6/10KMpPOBaHME KOMMbloTEpa (MapaMeTp yCTaHaB/MBAETCs
no ymonuyaHuw). [Ana pas6bnoknpoBaHuMs HeO6X0AMMO aBTOPM30BaTbCA KaK TeKylMi
nofb30BaTteslb NN aAMUHUCTPATOP.

anHyAMTeanblﬁ BbIX0O4 U3 CUCTEMDbI: 3aBeEpPLUEHNE TEKYLLEINO CEaHCa NOoJib30oBaTeENA.

OTKJIlOYEeHMe B cCJ/lyyae yAaZieHHOro ceaHca cny>6 yaaneHHbIXx pabouux CTONOB:
3aBepLUeHne ceaHca cyx6bl TEpMUHANOB.

7. Haxmute kHonky OK.

HacTtponka noBegeHus npu U3BJIeYEeHUMU 3INEKTPOHHOro knw4a JaCarta B peaaktope
peecTtpa

1. 3anycTtuTe pefaktop peecTpa. 15 3TOro U3 KOMaHAHOW CTPOKW BbIMOJIHUTE KOMaHAY regedit.

2. B

OKHe peaakTopa peecTpa packpoiiTe BETBb

HKEY LOCAL MACHINE\Software\Microsoft\WindowsNT\Current Version\Winlogon.

(cM. nsobpaxeHune HUXe).

Il =]

tafin Mpaeka Bua MzbpaHHoe Crnpaeka

{1 SwcHosk ;I 1MA :I
-1 SystemRestore LegalNoticeText
- Terminal Server [8¥]LogonType
=-E3 Time. Zones [8¥] passwardexpirywarning
D"g Tracing ' [2b]Powerdownaftershutdawn
- Type 1 Installer | RepartBoakok
{7 Userinskallable, dri P )
23 wind scremoveoption
indows ; i
- SFCD|sabIe
] Wow SFcQunta
{71 WPREvents (2]shel _
-{_1 Windows Script Hosk ShowLnganptans
-0 Windows Scripting Host Shutdownwwhouthgnn
B0 Wrcswe J SVStem
EID QODBC UIHDst

¢ @30 ODBC.IND | | [@]userinit =
1] | 3 1 | 3

|Mcuﬁ romneoTeptHKEY _LOCAL_MACHINELSOFTWAREMicrosoftiiwindows MT\Currentiersionlwinlogon 2

3. BblibepuTe B Cnucke napaMeTpoB cripaBa scremoveoption (Mnv co3gaiTe Takon napameTp, eciu
OH OTCYTCTBYET) 1 WENKHUTE Ha HEM [ABaXAbl.

OTo6pasuntca cneayouee OKHO.

M3MEHEHWE CTPOKOBOrD NapaMeTpa e |

NaparieTp:

Iscremnvenption

SHAYEHME:

o

ak. I OTrieHa

4. Ykaxute HeobxoaMMoe 3HaveHue napamMeTpa, pyKoBoACTBYACb NpuBeAEHHbIMWN AaHHbBIMU.

3HaueHue ‘ MosicHeHune

0 Mpwn OTKIKOYEHNN HE NMPOUCXOAUT HUKAKUX COOBLITUN.

Mpwn oTKAOYEHUM NpomcxoanT 6oKMpoBaHMe KoMnbloTepa. Ans
1 pa3bnoknpoBaHua Heo6xoAMMO aBTOPU30BaTbCS Kak TeKYLUNN
nonb3oBaTeNb WM aAMUHUCTPATOP.

2 Mpwn OTKAIOYEHNN NPOUCXOAUT 3aBEPLLUEHNE CeaHCa NoJib30oBaTens.

MpW OTKOYEHMM MPOUCXOAUT 3aBEPLUEHME CceaHca Cyx6
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3HaueHue MNMosicHeHue

TepMunHanos (Terminal Services).

5. Haxmute OK.

HoBble NapaMeTpbl peecTpa BCTYMNAT B CUY MOC/E Nepesarpysku KOMMboTepa.

CrtaHpapTHble Npodunu nepcoHanusaumm

B noctaBky JC-Client BXoAaT ABa CTaHAapTHbIX nNpoduns nepcoHanmsauuum: ASEDefault 1 MDDefault. B
Tabnuvue Huxe npeacTaBfeHbl MapaMeTpbl 3TUX NpodUIE W COOTBETCTBYIOLWME 3TUM MNapaMeTpam
3HayeHus.

3HauyeHue 3HauyeHue BT YT AOCTY."HO Tpebyembin
6e3 NnoBTOpPHOM

ASEDefault MDDefault YPOBEeHb AocCTyna
nepcoHanusayum

MapameTtp

Monb3oBaTenb/

MeTka «JaCarta#CepuiiHbii HoMep JaCarta» Ja AIMUHUCTPATOP

Monb3oBaTenb
LOJ1XEH CMEHUTb

naponb He ycraHoBneHo Oa AAMUHUCTPaTOP
(naponb
nonb3oBaTtens)

CMeHUTb naposnb
nocne
pa36s10KMpoBKM He ycTaHoBneHo Ha AAMUHUCTPaTOP
(naponb
nonb3oBaTtens)

lMpoBepaTb
Kaxable ... MUH.
(naponb
nonb3oBaTtens)

He ycTaHoBeHo [a AOMUHUCTPATOP

UcTekaeT uepes

... AHEeNn
He ycTtaHoBneHo Na AaMuHUCTpaTop
(naponb

nonb3oBaTtens)

3anoMuHaTb
nocnegHue ...
naponen 1 He ycTtaHoBneHo Het He akTyanbHO
(naponb

nonb3oBaTtens)

Twvn gocTtyna
(naponb Maponb nonb3osaTtens Het He akTyanbHO
nonb3oBaTtens)

3HaueHune
napons
(naponb
nonb3oBaTtens)

11111111 [Oa Monb3oBaTenb

MWUHUMYM
(naponb 4 cumBona Het He akTyanbHoO
nonb3oBaTtens)

Makcumym
(naponb 10 cumBona Het He akTyanbHoO
nonb3oBartens)

MonbITOoK

(HeynauHoro 10 Het He akTyanbHo
BBOA@ Napons

nonb3oBaTtens)

PazbnokunpoBok He orpaHunyeHo HeTt He akTyaneHO
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3HaueHue 3HaueHue AT YT AOCTY."HO Tpebyembii
MapameTp 6e3 nosTOpHOM
ASEDefault MDDefault YPOBEeHb AocTyna
nepcoHanusaumm
(naponb
rnonb3oBaTtens)
Konnyectso
oTneyaTKoB
He ycTtaHoBneHo Het He akTyanbHoO
(naponb
nonb3oBaTtens)
(Kg::hj;:om) He yctaHoBneHo B npouecce coxpaHeHus | AAMUHUCTpaTOp
P 0TrnevyaTKoB B NaMATn
FAR 3/1eKTPOHHOrO KJtoya
He ycTaHoBMEHO JaCarta AaMUHUCTpaTopa
(bromeTpus)
Twvn gocTtyna
(naposnb Maponb Kntou 3DES Het He akTyanbHoO
aAMUHUCTpaTopa)
Ecnu tvn pgoctyna -
Maponb, agMuUHUCTpPaTop
3naueHne MOXET CMEHUTb CBOW
napons naponb. Ecnun tun
00000000 3030303030303030 | poctyna - Knwou 3DES, AAMUHUCTpaTop
(naponb U3MEHEHNE BO3MOXHO
aAMMHUCTpaTOpa) TOSIbKO MOCE OUUCTKM
namsaTn AN NOBTOPHOM
nepcoHanmsaummio.
MWHUMYM
(naponb 4 cumBona He akTyanbHO Het He akTyanbHO
aAMUHUCTpaTopa)
Makcumym
(naponb 10 cumBonoB He akTyanbHoO Het He akTyanbHO
aAMUHUCTpaTopa)
MonbiToK
(HeypauHoro 3 3 HeTt He akTyanbHO
BBOAA Napons
aAMWHUCTpaTopa)
Wcnonesosars Het Het He akTyanbHo
naponb Ang UnN

HacTtponka JC-Client, nossonsiiowas NOBTOPHYIO NepcoHanusauuio B cry4ae
GNoKMpPOBKM Naponsa agMMHUCTpaTopa

Mpw ctaHpapTHbIX HacTponkax JC-Client 61oknMpoBKa Napons agMMHUCTpPATOpa Ha 3/EKTPOHHOM Kito4e
JaCarta o3HauvaeT, 4TO nMocneayloLWas OYNCTKA NaMATM M MOBTOPHas MNepcoHanMsaumst Takoro
3N1eKTPOoHHOro ktoya JaCarta HEBO3MOXHbI.

YT106bl COXpPaHUTb BO3MOXHOCTb OYUCTKM NaMSATU M MOBTOPHOM NepCoHanM3aummn 31eKTPOHHbIX Kto4ven
JaCarta, Ha koTopbix 3absiokMpoBaH Maposib aAMUHUCTpaTopa, HeobxoaMMO BbINOSIHUTL Crieaytowne
nencreus.

1. NMepen nepcoHanusauuen snekTpoHHoro knt4a JaCarta ycCTaHOBMTE 3HA4YeHME KJO4Ya peecTpa
aseLeaveMFUnlockedAfterInit B 1 (N0 yMon4YaHUIO 3TO 3Ha4YeHMe yCcTaHOBAEHO B 0).

B 3aBMCMMOCTM OT pa3psaAHOCTU ONepaunoHHOM CUCTEMbI KO PacnooXeH No creayloweMy nyTw.
¢ 32-pa3psgHble CUCTEMBI:

HKLM>Software>Athena Smartcard Solutions>IDProtect Client
¢  64-paspsaHble CUCTEMDI:

HKLM>Software>Wow6432Node>Athena Smartcard Solutions>IDProtect Client
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£ Registry Editor

Fle Edit View Favorites Help
| Application Updater ;l Name
B~ k. ARDS 4| asel eaveMFUnlockedAfterInt
= | Athena Smartcard Solutions il 144 aseShowAppletVer
| ASECard SK JE'.-.%] BioComponentsInstalled
= | IDProtect .Ilent .?5';5] CertMonLoad
Bk TokenLibs ab] CertRemovePolicy
- | ATI Technologies .-i"ﬂ CitrixClient
- | BinarySense ;;] defAseBio
#- | BioAPI
ab
...... | Bunndle ;;‘]gz?ﬁ@egkcs
F- | BurnAware I] Cardhiame
[} iriv ll 1

|Com puter\HKEY _LOCAL_MACHINE\SOFTWARE'\Athena Smartcard Solutions\IDProtect Client

2. [MepcoHanunanpynTe 3neKTpoHHbLIN Kntoya JaCarta c ucnonb3oBaHumeMm yTunutbl JaCarta Format

(cM. «lMepcoHanusauma») 1 nepeganTe K4 Noab3oBaTento.

Ecnu anekTpoHHbIN ktod JaCarta 6bi1 NepcoHann3npoBaH Ha KOMMbIOTEPE, HAa KOTOPOM 3HaAUeHMe

kntoya peectpa aseLeaveMFUnlockedAfterInit ycraHoBneHo B 1, 6n10k1MpoBKa napons
aaMUHUCTpaTopa He byaeT NpensiTCTBOBaTb OUMCTKE MaMATU 3TOr0 3NIEKTPOHHOMO KIkoua.

Takum obpasomM, B criyvyae 6/10KMpPOBKM Napofs aAMUHUCTpaTOpa Ha 3/1eKTPOHHOM kitodve JaCarta
BbIMNOJSIHUTE OYMCTKY MNaMATM 3TOro 3EKTPOHHOroO kntoya (ytunuta JaCarta Format, meHio JaCarta >
OumucTKa NaMATH), 3aTeM NEPCOHANN3NPYITE ero Ha KOMMbIOTEPE, HA KOTOPOM 3HayeHue KJ4a

peectpa aseLeaveMFUnlockedAfterInit yctaHosneHo B 1.

BHuMaHue!

Ecnn anekTpoHHbIN kntoy JaCarta 6yaeT mepcoHann3MpoBaH Ha KOMMbIOTEPE, Ha KOTOPOM 3HayeHue Kioya
peectpa aseLeaveMFUnlockedAfterInit yctaHoBneHo B 0, 6510kMpoBKa Naposns adMMHUCTpaTopa npueeaeTt
K TOMY, YTO Ha 3TOM 3/IEKTPOHHOM KJIl0Ye HEBO3MOXHO 6yAeT BbIMOMHUTL OYMCTKY MaMATU U MOCEAYIOLLYIO

nepcoHannsauuto.
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U3BecTHbIe Npob6nemMbl U cNOCOObI UX peLueHus

Mpo6nema Bo3MO>KHas NMpUYMHa U peLieHune

OwWwmn6KM NPy ycTaHOBKE NporpaMMHoOro o6ecneueHus

Ha skpaHe nossunocb okHo Windows
Installer (MporpamMMa ycTtaHOBKM
Windows) c cooblieHunem:

«[JaHHasa ycTaHOBKa 3arnpeLieHa

MOINTUKON, BbIBPAHHOM CUCTEMHbBIM
aAMUHUCTPATOPOM> .,

Bo3MoO)KHaA npuumnHa:

Bbl He obnapaeTe NOMHOMOUYUAMM SIOKANBHOIO aAMMHUCTpaTopa paboyen
CTaHuuu.

PeweHune:
1. HaxxmuTte OK.
2. ObpaTutech K aAMMHUCTPATOpPY.

Oownb

KM Npu BBoAE Napons aAMUHUCTpaTOopa

Ha 3kpaHe rnosiBMnoCb OKHO C
cooblleHneM:

«Ownbka goctyna! Konnyectso
nonbITOK BBOAA Napons:»

Bo3Mo)xHaAa npuunHa:

Bbl HeBepHO BBENW Naposib NOMb30BaTeNs UK Naposb aagMUHUCTpaTopa
3NeKTpOoHHOro knto4a JaCarta.

PeweHue:
Haxxmnte OK 1 noBTOpUTE MOMbITKY.

Ba><Ho! Yucno nonbIToK BBOAA naponeVl nosb3oBaTenda n
aAMUHUCTpaTopa 31eKTPOHHOro kn4a JaCarta orpaHunyeHo. Konuvyectso
OCTaBLUNXCS NMOMbITOK YKa3aHO B 0TO6pa3smBLUEMCS CO0bLeHnN.

Mpu NonNbITKE N3MEHUTL Naposb
nonb3oBaTtensd Unun naponb
aaAMUHUCTpaTopa oTobpaxkaeTcs
cnepytoulee coobueHune:

«HeBepHbI naponb. BO3MOXHO, OH
6b1N1 NCNONb30BaH paHbLUe WU He
COOTBETCTBYET HaCTpoOMKaM KayecTsa
naponen.»

Bo3MoO)KHaA npuumHa:

Maposib He COOTBETCTBYET HAaCTpPOKaM C/IOXHOCTU, 3aAaHHbIM Ha AAHHOM
3/1eKTPOHHOM kntoye JaCarta.

PeweHune:

HaxxmuTte OK 1 BBEAUTE Naposib, COOTBETCTBYHOLUMIA CYLLECTBYHOLUUM
HaCTpoMKaM CIOXHOCTH.

Ha 3kpaHe NosiBUN0Cb OKHO C
coobLieHnem:

«[Maponb nonb3osarens
3abnokmpoBaH>.

Bo3Mo)xHasa npuunHa:

Maponb nonb3oBaTens Ha AaHHOM 3JIeKTPOHHOM kntoye JaCarta
3abn0KMpoBaH, T.K. NPEBbILEHO KOJIMYECTBO MOMbITOK HEMPaBU/IbHOIO
BBOJA Naposs.

PeweHue:

Haxmute OK © BbINOHUTE Npoueaypy pas6nokupoBKy napons
nonb3oBaTens (cM. «Pa3bnokMpoBKa Napons Nonb3oBaTens»).

BHuMaHume! He ponyckaite 6M10KMPOBKU Napons agMUHUCTpaTopa Ha
3NEKTPOHHbIX Ktodax JaCarta. Maponb agMUHUCTpaTOpa, B OTANYME OT
napons nosib3oBaTens, pazbiokMpoBaTb HEBO3MOXHO.

Apyrme ownbkun

B HepycmduumpoBaHHOM Bepcum
Windows XP 1 Windows Server 2003
KNpUnan4eckne CUMBObI B
HekoTopbix okHax JC-Client
oTOb6paxarTcs HEKOPPEKTHO.

Bo3Mo)xHasa npuumnHa:

HekoTopble cumonbl B uHTepderice JC-Client, He BxoasaT B Habop
Unicode.

PeweHue:
YT106bI BKAOUYNTL NOALEPXKKY COOTBETCTBYIOLWMX CUMBOJIOB:
1. BbibepuTte Start (Myck) > Control Panel ([MaHenb ynpasneHus).

2. B oTo6pa3sunBLIEMCS OKHE ABOWMHbIM LLETYKOM OTKPONTE OKHO
Regional and Language Options (f3bIk 1 pernoHanbHble
cTaHAapThbl).

3. B oTo6pa3sunBlueMCcs OKHe BblbepuTe BKIaAKy
Advanced (JononHUTeNbLHO).

4. B cnucke Select a language to match the language version of the
non-Unicode programs you want to use (Bbibepute 53bIK,
COOTBETCTBYHOLUMI A3bIKY UCMOJIb3YEMbIX NPOrpaMM, KOTOpble He
noanepxusatoT tOHUKoA) BbibepuTe Russian (Pycckui)

5. YcraHosuTe dpnaxok Apply all settings to the current user account
and to the default user profile (Mp1MeHUTb 3TV NapameTpbl AN
TeKyLen y4eTHON 3annucu u Ans CTaHgapTHOro npoduns
nonb3osatens) u Haxmute OK, Koraa nosiBUTCS nNpeaynpexaatollee
coobuieHue.
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Mpo6nema | BO3MO>KHasA NpUYMHA U pelueHune
6. Haxmute Apply (MpuMeHUTb)
7. B nosiBMBLLUEMCA AMANoroBoM okHe HaxxmuTte Yes ([Ja)

8. B oTo6pasunBLueMca OKHe C NpeanoXeHneM nepesarpy3mtb KOMNbIOTEP
HaxmuTe Yes ([a)

Mocne nepesarpy3kun KOMMbOTEPA CUMBOJbI KMPUNANLbI B
COOTBETCTBYHOLWMX OKHax ByayT oTobpaxaTbCs KOPPEKTHO.

Ha OC Windows XP / Server 2003 BosMoxHas npuunna:
npv nepsoM noaxnoueHum CCID- He ycTtaHosneH apaiisep CCID.
cyunTbiBaTENnsa unn USB-ToKeHa PeweHue:

MacTep HacTpOMKM HOBOIO

1. MpoBepbTe, NOAKOYEH NN KOMMbIOTEP K MHTEPHETY 1 MOBTOpUTE
060pyA0BaHNA HE MOXET YCTaHOBUTb

< nonbITKY ycTaHoBkK Agparisepa CCID ¢ nomollbo Mactepa HOBOIro
npaneep CCID, scneactsue yero JC- vy Ap P w P

. o06o oBaHus.
Client He MOXeT yBuAETb PYA
NOAKIOUYEHHOE YCTPOMNCTEO. 2. Ecnn Bam 3TO He yaanochb, yCTaHOBUTE NocfeaHue 06HOBNEHNS U3

LeHTpa obHoBneHu Windows 1 MOBTOpUTE MOMbITKY YCTaHOBKM
aparvisepa CCID ¢ noMoLwbio MacTepa HOBOro o60pyaoBaHus.
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Bepcus nokyMeHTa

N3MeHeHusn

1.0 McxonHas Bepcms JOKYMeHTa
[obaBneHbl cBeAeHWS, KacaloLWmecss BO3MOXHOCTN OYUCTKM NaMATh U
1.1 NOBTOPHOWN MepcoHanu3aummn 3n1eKTPoHHbIX Kntover JaCarta B cnyvae

6/10KMPOBKM Naposis aagMMHUCTpaTopa.
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